NORTH ATLANTIC COUNCIL

NATO

(@IV-W CONSEIL DE LATLANTIQUE NORD

NATO UNCLASSIFIED

22 September 2020 DOCUMENT
C-M(2020)0034-AS1

IBAN AUDITOR’S REPORT ON THE AUDIT OF THE 2018 FINANCIAL STATEMENTS
OF DCPS, IS, NCPS, NFO, NNHQ, NPF, NSC AND RMCF

ACTION SHEET

On 21 September 2020, under the silence procedure, the Council noted the RPPB
report, agreed its conclusions and recommendations, and agreed to the public disclosure
of the report, the IBAN Auditor's Reports and the associated 2018 financial statements,
attached to C-M(2020)0034.
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IBAN AUDITOR'S REPORT ON THE AUDIT OF THE 2018 FINANCIAL STATEMENTS
OF DCPS, IS, NCPS, NFO, NNHQ, NPF, NSC AND RMCF

Note by the Secretary General

1. | attach the International Board of Auditors for NATO (IBAN) Auditor’'s Reports on
the 2018 financial statements of the Defined Contribution Pension Scheme (DCPS),
International Staff (IS), NATO Coordinated Pension Scheme (NCPS), NATO FORACS
Office (NFO), New NATO Headquarters (NNHQ), NATO Provident Fund (NPF), NATO Staff
Centre (NSC) and Retirees Medical Claims Fund (RMCF). The IBAN Auditor's Reports set
out unqualified opinions on both the 2018 financial statements and on compliance for DCPS,
IS, NCPS, NFO, NNHQ, NPF, NSC and RMCF.

2. The IBAN reports have been reviewed by the Resource Policy and Planning Board
(RPPB) (see Annex).
3. | do not believe this issue requires further discussion. Therefore, unless | hear to

the contrary by 17:30 hours on Monday, 21 September 2020 | shall assume the Council
noted the RPPB report, agreed its conclusions and recommendations, and agreed to the
public disclosure of this report, the IBAN Auditor’s Reports and the associated 2018 financial
statements.

(Signed) Jens Stoltenberg

Annex 1: RPPB report
Enclosure 1: IBAN audit reports + financial
statements
1 Annex
1 Enclosure Original: English
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IBAN AUDITOR’S REPORT ON THE 2018 FINANCIAL STATEMENTS OF DCPS, IS,
NCPS, NFO, NNHQ, NPF, NSC, RMCF

Report by the Resource Policy and Planning Board (RPPB)

References:

A. IBA-A(2019)0144 IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
Defined Contribution Scheme

B IBA-A(2019)0101 IBAN Auditor's Report on the audit of 2018 financial statements of the
International Staff

C. IBA-A(2019)0142  IBAN Auditor’'s Report on the audit of 2018 financial statements of the NATO
Coordinated Pension Scheme

D. IBA-A(2019)0098 IBAN Auditor's Report on the audit of 2018 financial statements of the NATO
FORACS Office

E. IBA-A(2019)0102  IBAN Auditor's Report on the audit of 2018 financial statements of the New
NATO Head Quarters

F. IBA-A(2019)0104  IBAN Auditor's Report on the audit of 2018 financial statements of the NATO
Provident Fund

G. IBA-A(2019)0107 IBAN Auditor's Report on the audit of 2018 financial statements of the NATO
Staff Centre

H. IBA-A(2019)0143  IBAN Auditor's Report on the audit of 2018 financial statements of the Retirees
Medical Claims Fund

l. C-M(2015)0025 NATO Financial Regulations (NFR)

J. PO(2015)0052 Wales Summit tasker on transparency and accountability
INTRODUCTION

1. This report by the RPPB addresses the IBAN Auditor’'s Reports on the 2018 financial

statement of the NATO Defined Contribution Pension Scheme (DCPS), International Staff
(IS), NATO Coordinated Pension Scheme (NCPS), NATO FORACS Office (NFO), New
NATO Head Quarters (NNHQ), NATO Provident Fund (NPF), NATO Staff Centre (NSC) and
Retirees Medical Claims Fund (RMCF). The IBAN Auditor's Reports set out unqualified
opinions on the financial statements and on compliance of DCPS, IS, NCPS, NFO, NNHQ,
NPF, NSC, RMCF in 2018 (reference A, B, C, D, E, F, G, H).

AIM

2. This report summarises the IBAN Auditor’'s Reports to enable the Board to reflect
on strategic issues or concerns emanating from the audit of financial statements of NATO
entities and to recommend courses of action to Council as applicable, which has the
potential to improve transparency, accountability and consistency.

3. In line with Financial Controller responsibilities laid out in Article 35 (FRPXXXV) of
the NATO Financial Regulations (NFR), the IS Financial Controller is accountable for signing
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and overseeing the development of the 2018 financial statements for all the NATO Reporting
Entities covered under this report.t

DISCUSSION

4, 11 observations were raised for IS, NCPS, NFO, NNHQ and RMCF. As of the date
of the respective IBAN Auditor’s Reports a total of 8 prior year observations were in-progress
or open and 22 prior year observations were closed. No observations impacted the audit
opinions in 2018.

5. Going concern. No new observations were raised in respect of the NPF or the NSC.
The last member of staff contributing to the NPF left in April 2018 and therefore the fund is
closed and will not continue operating for the future. NPF will no longer prepare financial
statements. Since 1%t January 2019 NSC financial information has been incorporated into
the NATO International Staff financial statements.

6. Risk management, internal control and internal audit. The common issues facing IS
and NFO are improvements required in the area of risk management, internal control and
internal audit. The IBAN recommends as a matter of priority that the IS comply with all
requirements of the NFR and Financial Rules and Procedures (FRP) namely on risk
management and internal control. Last year COSO? was approved as the framework to be
implemented and in December 2019 the IS established a high-level risk register which
synthesised the strategic risks facing the organisation. The recently established Office of
Internal Audit and Risk Management will continue the implementation efforts. The Board
agrees that this observation is of particular concern and is encouraged with the progress
made by the IS in establishing an entity wide high-level risk register. In light of the progress
made to date, the Board encourages the recently established Office of Internal Audit and
Risk Management to assess the system of internal control and risk management. In the case
of NFO, the Board acknowledges that the effort to resolve this observation should be
commensurate with its size and scale of activities.

7. Post-employment liabilities. IBAN raises a common issue for NATO as a whole to
disclose post-employment liabilities to comply with the NATO Accounting Framework
(IPSAS 39). These observations have been raised in respect of NCPS and RMCF financial
statements but are related to a wider common issue for NATO where the combined
EUR 11.1 billion post-employment liability for NCPS and RMCF and associated disclosures
are not included in any of the financial statements of NATO bodies or schemes. In the
absence of an adaptation within the NATO Accounting Framework, IBAN recommends the
Financial Controller of NCPS and RMCF to provide a clear definition of the criteria to
recognise the post-employment liabilities in line with IPSAS 39 (employee benefits). The
Board acknowledges the IBAN recommendation and agrees that a clarification at the level
of the NATO Accounting Framework is sought during its planned review in 2021.

1 This also includes the MSIAC Reporting Entity covered under RPPB report AC_335-N(2020)0024 (INV)

2 Committee of Sponsoring Organisations of the Treadway Commission
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8. Inadequate level of RMCF net assets. In 2012, the IBAN found that there are
insufficient funds available to enable NATO to meet its future obligations. 2019 marked the
first year where the expenses exceeded the yearly contributions into the RMCF fund and if
this trend remains unchanged the fund would be depleted in 2040.3 The Board urges the
RMCF Supervisory Committee to discuss and agree the remedial actions and strategic
approach for the long term sustainability of the fund.

9. Financial reporting. The Board notes common issues of insufficient control over
financial reporting for NCPS and NFO and notes the progress made by DCPS in regards to
this IBAN observation. The Board further notes that both governing bodies have agreed to
implement the recommendations of IBAN.

10. The Board notes that the IBAN recommends improvements in disclosures to the
cash flow statement where the observation remains open because movements were
described incorrectly. The Board also notes that the IS have agreed to document the
confirmation of outstanding asset and liability balances it has with other NATO Reporting
Entities as part of the preparation of the financial statements.

CONCLUSIONS

11. The Board is pleased that 2018 marks the first year in which the IS financial
statements have received an unqualified opinion. The Board welcomes the continued
progress to reduce the number of audit observations but encourages the closure of the
remaining observation for IS in relation to timely issuance of the financial statements and
supporting information to IBAN. Furthermore the Board acknowledges the efforts of NCPS
and NFO to resolve the common observation of insufficient control over financial reporting.

12. The Board notes NPF and NSC will no longer produce financial statements and
moving forwards the latter will be included within the reporting of the IS financial statements.

13. The Board notes the need for IS and NFO to make improvements in the areas of
risk management, internal control and internal audit. The Board looks forward to the
assessment of the system of internal control and risk management by the recently
established Office of Internal Auditors and Risk Management and acknowledges for NFO,
the effort to resolve should be commensurate with its size and scale of activities.

14. The Board acknowledges the wider common issue for NATO where the combined
EUR 11.1 billion post-employment liability for NCPS and RMCF are not included in any of
the financial statements of NATO bodies or schemes. The Board agrees that a clarification
at the level of the NATO Accounting Framework is sought during its review in 2021.

15. The Board urges the RMCF Supervisory Committee to discuss and agree the
remedial actions and strategic approach for the long term sustainability of the RMCF fund.
Furthermore the Board notes the progress IS have made to address their remaining prior
year observations.

3 BC-D(2017)0287
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RECOMMENDATIONS

16. The Resource Policy and Planning Board recommends that the Council:

16.1. note this report and the IBAN Auditor’s Reports at reference A, B, C, D, E, F, G, H;
16.2. agree the conclusions at paragraphs 11 to 15; and

16.3. agree to the public disclosure of the 2018 financial statements, the associated IBAN
Auditor’s Reports (reference A to H) and this report in line with agreed policy at reference J.
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IBA-A(2019)0144
29 November 2019

To: Secretary General
(Attn: Director of the Private Office)

Cc: Assistant Secretary General, Executive Management Division
Financial Controller, International Staff (I1S)
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the NATO
Defined Contribution Pension Scheme (DCPS) Financial Statements for
the year ended 31 December 2018 - IBA-AR(2019)0027

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

The IBAN report sets out an unqualified opinion on the financial statements of the
NATO DCPS and an unqualified opinion on compliance for financial year 2018.

Yours sincerely,

Daniela Morgante
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO
on the audit of the financial statements of the
NATO Defined Contribution Pension Scheme (DCPS)
for the year ended 31 December 2018

The International Board of Auditors for NATO (IBAN) audited the NATO Defined
Contribution Pension Scheme (DCPS), which is a money purchase pension scheme that
includes contributions from staff recruited on or after 1 July 2005 as well as employer
contributions from NATO. The value of the NATO DCPS’s net assets available for
benefits at 31 December 2018 was EUR 408.4 million. The DCPS had 3,974 members
at 31 December 2018.

IBAN issued an unqualified opinion on the 2018 financial statements and an unqualified
opinion on compliance for the year ended 31 December 2018.

During the audit, IBAN made no observations.

IBAN also followed up on the status of observations from previous years’ audit reports
and found that two observations were closed and two observations were in progress.

The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff who replied that they had no specific
formal comments.
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO DEFINED CONTRIBUTION PENSION SCHEME

(NATO DCPS)

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Defined Contribution Pension Scheme for the 12 month period ended 31
December 2018, issued and submitted to IBAN on 31 march 2019. These Financial
Statements comprise the Statement of Net Assets Available for Benefits as at 31
December 2018, the Statement of Changes in Net Assets Available for Benefits and the
Explanatory Notes, including a summary of significant accounting policies.

In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Defined Contribution Pension Scheme as at 31
December 2018, and of its statement of Changes in Net Assets Available for Benefits
ended 31 December 2018, in accordance with accounting requirements and reporting
standards consistent with the NATO Accounting Framework and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAls 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’'s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

NATO UNCLASSIFIED
2-2



NATO UNCLASSIFIED

ANNEX 2
IBA-AR(2019)0027

Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Defined Contribution Pension Scheme are drawn up in
accordance with accounting requirements and reporting standards consistent with the
NATO Accounting Framework as approved by the Council and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans. The Financial
Controller is responsible for submitting the Financial Statements for audit to IBAN not later
than 315t March following the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
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responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
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Report on Compliance

Opinion on Compliance on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
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This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 29 November 2019

Daniela Morgante
Chairman
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE NATO DEFINED CONTRIBUTION PENSION SCHEME

(NATO DCPS)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the NATO Defined
Contribution Pension Scheme Financial Statements for the year ended 31 December
2018, and issued an unqualified opinion on the financial statements and an unqualified
opinion on compliance.

Observations and Recommendations

During the audit, IBAN made no observations.

IBAN followed up on the status of the observations from previous years’ audits and found
that two recommendations are closed and two recommendations are in progress.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The observations,
actions taken by the auditee as reviewed by IBAN, and their status are summarised in the table

below.
OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) NATO DCPS FY 2016
IBA-AR(2017)30, paragraph 1
INSUFFICIENT CONTROLS OVER Observation
FINANCIAL REPORTING Closed.

Board’s Recommendation

e The preparer of the financial statements
should keep detailed supporting working
papers in order to be able to support any
balance presented or information disclosed
in the financial statements. Moreover, the
IS must be able to provide details for each
ERP asset / liability account in order to
allow proper follow-up of the balances.

e The Board recommends recording income
and expense transactions, different by
nature, in separate accounts, such as:
gain/loss from foreign currency purchases;
bank charges; other types of
income/expense.

e The Board recommends improving the
transparency and availability of the
accounting data. Where technically
possible and practicable, the Board
recommends linking transactions in ERP to
the specific counterparty in order to be able
to trace changes in respective balances
receivable and/or payable to these
counterparties. Using standard ERP
workflows instead of manual adjustments is
encouraged. In situations when aggregated
data is entered in the accounting program,
underlying supporting details (summaries,
listings, calculations, etc.) should be
available within the ERP and should be
subject to proper verification and approval
within the system.

IBAN has noted the progress and improvements
made on:

the presentation and detailed
documentation from the ERP system
provided to support balance and
information disclosed in the DCPS
Financial Statements for the year
ended 31 December 2018;

the recording in separate accounts of
income and expenses transactions that
are different by nature;

the verifications and controls done over
the financial reporting process for the
year 2018;

the formal process of reconciling inter-
entity accounts;

Additional account dimensions in the
ERP system for the investment
management and retirement and
invalidity segments. A separate set of
books (SOB) 310 was created in the
ERP for the DCPS benefit payments.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

e The Board recommends strengthening the
multi-level financial statements review
process in order to improve the overall
quality of the produced financial statements
and their compliance with applicable
reporting frameworks.

e The Board recommends performing, at
least annually, formal inter-entity balance
confirmations between all entities who have
financial statements prepared by the IS
Office of Financial Control.

e The Board recommends implementing
additional account dimensions in the ERP
system for the Investment management
and Retirement and Invalidity segments.

(2) NATO DCPS FY 2015
IBA-AR(2016)28, paragraph 3

INSUFFICIENT EVIDENCE TO SUPPORT A
RECEIVABLE AND PROVISION IN THE
FINANCIAL STATEMENTS

Board’s Recommendation

The Board recommends the Secretary
General, responsible for the administration
and management of the DCPS, review this
situation as soon as possible in order to clarify
NATO’s agreement to this proposed
compensation, which NATO reporting entity
has the right to it, and, if received, who the
funds should ultimately be returned to (e.g.
nations, DCPS participants, etc.).

On 22 June 2017, the Insurer informed the IS
financial Controller that they are in position to
accept the proposed amount of EUR 6 million
as a NATO compensation.

In December 2018, the Secretary General has
recommended that one third of the
compensatory payment should be distributed to
those affiliates who actively contributed to the
major risk insurance between 1 January 2012
and 31 December 2015. The total amount to be
distributed to the affiliates is EUR 1.726 million.
This amount has been paid in May 2019 by the
Insurer. In the Financial Statements, this
amount has been presented as a payable. The
EUR 6 million has also been presented as a
receivable as the compensation had not been
received during the year 2018. There is no
decision yet regarding the remaining amount of
EUR 4.273 million, which has been recorded as
a provision in the Financial Statements for the
year 2018.

Observation
In progress.
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(3) NATO DCPS FY 2015
IBA-AR(2016)28, paragraph 7
UNCLEAR FOREIGN CURRENCY Observation
CONVERSION POLICY In progress.
Board’s Recommendation
The Board recommends developing and | The formal policy on the accounting and
implementing a comprehensive policy on the | reporting of transactions and balances stated in
accounting and reporting of transactions, | foreign currencies has not been implemented.
stated in foreign currencies.

No material issues or findings in the year end

revaluations of balances stated in foreign

currency have been found by IBAN during the

audit of the financial statements for the year

2018.
(4) NATO DCPS FY 2009
IBA-AR(2011)09, paragraph 5.1
WEAKNESSES IN THE PREPARATION OF Observation
PENSION BENEFIT PAYMENTS Closed.

Board’s Recommendation

The Board recommends that the IS ensures
the proper preparation to deal with the
expected increase in numbers of pension
benefit payments of the DCPS, i.e., the
application of the IT system for the DCPS
benefit payments, the selection of the pension
provider(s), the timely collection of amounts
needed for the benefit payments from the
insurance company and the pension
provider(s), and to discontinue the borrowing
from the Coordinated Pension Scheme.

At the end of the year 2017, IBAN has noted the
following actions:

e The DCPS paid back the amount borrowed

from the Coordinated Pension Scheme and
solved the liquidity problem with an internal
transfer of funds within the DCPS.

e A separate set of books (SOB) 310 was

created in the ERP for DCPS benefit
payments.

e The small number of benefit payments allows

sufficient control over the payments and the
requirements of the future ERP system
contain this function.

No issues have been found related to the
preparation of benefit payments during the audit
2018.

A procurement procedure of an annuity provider
was completed but did not deliver the expected
results and thus a pension provider has not yet
been selected.
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The Open status is used for recommendations that are open and for which no notable progress
has been achieved to date. The In-progress status is used for open recommendations when the
NATO Body has started to implement the recommendation or when some (but not all) sub-
recommendations are closed. The Closed status is used for recommendations that are closed
because they have been implemented, are superseded, or have lapsed.
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NATO DEFINED CONTRIBUTION PENSION SCHEME
FINANCIAL STATEMENTS

For the year ended 31 December 2018

Annexes
1 Statement of Net Assets Available for Benefits
2 Statement of Changes in Net Assets Available for Benefits
3 Notes to the Financial Statements

ens STOLTENB% Stephane CHAGNOT
Secretary General Financial Controller
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EXPLANATORY NOTES
NATO DEFINED CONTRIBUTION PENSION SCHEME

NOTE 1: GENERAL INFORMATION
Description of the Fund

The NATO Defined Contribution Pension Scheme (DCPS) was implemented with effect from
1 July 2005 based on Council’s approval of C-M(2000)53 and C-M(2005)0057. The DCPS aims
to provide retirement benefits for NATO staff who are employed for the minimum six-year
vesting period and to make cash payments to staff who leave before satisfying the vesting
requirement. All new entrants recruited on or after 1 July 2005 are compulsorily affiliated to the
NATO DCPS.

The DCPS is a cash purchase pension scheme. Both staff and NATO contribute to the Scheme.
There is no long term liability for NATO related to the DCPS.

An account is opened for each member of the Scheme. Contributions are invested according
to the member's instructions within the eleven funds currently available, described below.
Members can check the status of their accounts and give instructions via a secure web portal.

Upon departure, the member's account is disinvested. Until 20 December 2012, the effective
date of changes to related NATO Civilian Personnel Regulations (CPR), if the member had
vested in the Scheme and was at least 50 years old, the member could take up to 25% of the
proceeds as a cash lump sum and the balance had to be applied to the purchase of a retirement
pension from a commercial provider. In 2009, the vesting period was five years; in 2010 the
vesting period was increased to six years. Members who leave the NATO employer prior to
vesting withdraw the entire proceeds as a cash lump sum.

On 20 December 2012 the NATO Council approved a number of changes to the rules which
provide more choice and flexibility for affiliates regarding their retirement benefits. The upper
and lower limits on ages at which affiliates could take benefits were abolished. The lump sum
is no longer restricted to those aged 50 or over and is no longer limited to 25%. Affiliates leaving
the DCPS may take any percentage of their holdings in cash. Affiliates’ accounts no longer
have to be closed when they reach 65. Affiliates may remain indefinitely as passive investors,
with no further investments or switches until full disinvestment, beyond the age of 65.

As at 31 December 2018, there were 3,974 NATO DCPS affiliates (members). Note 21 provides
a summary of the evolution of the membership since inception.

Financing

Staff make a compulsory contribution of 8% of basic salary to the Scheme. Staff may make
additional voluntary contributions to the Scheme up to 5% of basic salary. NATO pays employer
contributions of 12% of basic salary of each active scheme member. Contributions to the DCPS
are part of pay and are made monthly.

Scheme members may, under certain circumstances, transfer into their DCPS account any
amounts corresponding to pension rights accrued under the pension scheme to which they were
previously affiliated.

NATO UNCLASSIFIED
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Governance

The DCPS is administered in accordance with NATO Civilian Personnel Regulations (CPRs),
Annex VI, governing the DCPS approved by the Council under C-M(2005)0057.

The Secretary General is responsible for the administration and management of the Scheme,
assisted by a consultative committee, the DCPS Management Board, whose Chairman is
appointed by the Secretary General.

The committee also includes: seven representatives of the Administrative Services for the
International Staff, the International Military Staff, the NATO Standardization Agency and the
NATO Defence College, the Assistant Secretary General (ASG) Executive Management and
the Financial Controller of the International Staff or their representatives; two representatives of
the Administrative Services for the NATO Production and Logistics Organisations and other
bodies not listed above; a representative from SHAPE J1 Manpower and Personnel, and the
Financial Controller, Allied Command Operations, or their representatives; one representative
from the Administrative Services of a NATO military body in Allied Command Transformation:
six representatives nominated by the Confederation of NATO Civilian Staff Committees from
among the members of the Scheme. At least one representative shall be a member of the NATO
International Staff; one representative of retired NATO staff nominated by the Confederation of
NATO Retired Civilian Staff Associations.

The Assistant Secretary General for Executive Management was appointed Chairperson of the
DCPS Management Board in late 2010.

The members of the DCPS Management Board, who are also NATO staff members, receive no
additional remuneration or benefits in return for their participation.

Investments
The Management Board oversees the investment options of the Scheme.

Members of the NATO DCPS invest in their choice of several funds, consisting of equity, bond
and cash funds. Investments are made in units in the respective funds; the unit price fluctuates
according to its market value. Four additional investment funds, passively-managed (indexed)
funds offered by Vanguard were selected by the NATO Contract Awards Committee in
consultation with the DCPS Management Board in November 2013 and became available to
DCPS affiliates in February 2014.

The funds are available in EUR and/or in USD as follows:

NATO UNCLASSIFIED
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Equity Funds: ISIN

Mellon Global Equity Portfolio EUR C IE00B82M6789
Mellon Global Equity Portfolio USD C  IEOOB7X4LZ98
Vanguard Global Stock Index Fund IEQOBO3HD191
Vanguard Global Stock Index Fund IEOOBO3HD209

Bond Funds: ISIN

Mellon Global Bond Portfolio EUR C IE0003932385
Mellon Global Bond Portfolio USD C IE0003932492
Mellon Euroland Bond Portfolio EUR C IE0032722484
Vanguard Giobal Bond Index Fund USD IEQ0B18GCB14

Vanguard Euro Government Bond IE0007472990
Cash Funds: ISIN
Mellon Universal Liquidity Funds — IE0032713202

BNP Paribas InstiCash Fund — EUR LUO094219127

NATO shall not be held responsible for any losses on investments incurred by movement in the
investment markets (Annex VI, Article 10.3 of the NATO Civilian Personnel Regulations).

Benefits

Benefits are paid for retirement, survivor and invalidity pensions. They are paid at the end of
each month. The following table gives the number of beneficiaries per category of benefits.

::lé/ear Retirement | Survivor | Invalidity | Total
2013 4 3 3 10
2014 8 4 6 18
2015 8 5 7 20
2016 9 12 9 30
2017 10 12 10 32
2018 10 12 12 34

Retirement annuities received from commercial pension providers pending augmentation by the
adjustment related to income tax and further transfer to the retired beneficiary are held in a
separate bank account separate from that of the Investment element of the DCPS. The benefits
received from the insurer pending augmentation by the adjustment related to income tax and
further transfer to the survivor or disabled beneficiary.

Contributions, in the case of invalidity, are made to the DCPS and invested, until the beneficiary
reaches retirement age. In the case of invalidity, contributions for medical insurance are also
paid as required.

Transfers are made to the pension provider in order to purchase the annuity for members who
leave the DCPS and take a DCPS retirement pension. This was also the case, until 1 July 2017,
where funds were transferred to the insurance company for staff who died in service.

NATO UNCLASSIFIED
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Pension Adjustment

The Scheme is not subject to income tax under the terms of Articles IX and X of the Agreement
on the Status of the North Atlantic Treaty Organization signed in Ottawa on 20 September 1951
(the Ottawa Treaty).

In accordance with Annex VI, Article 15 of the CPRs, beneficiaries are subject to tax by national
authorities on their annuity receipts and receive an adjustment equivalent to 50% of the amount
by which the recipient's pension would theoretically need to be increased, were the balance
remaining after deduction of the amount of national income tax or taxes on the total to
correspond to the amount of the pension calculated in accordance with the CPRs. This
adjustment is paid out of the DCPS Retirement Pensions and Invalidity accounts (Annexes 3
and 4) and is funded by specific calls for contributions handled in the NATO Coordinated
Pension Scheme accounts. Related information is disclosed in the Financial Statements of the
NATO Coordinated Pension Scheme.

Amounts paid are disclosed in the Statement of Change in Net Assets.
Management of the DCPS

Previnet SPA (ltaly) was selected as the Third Party Administrator of the DCPS at the
introduction of the Scheme in July 2005, and has been administering the scheme on behalf of
NATO since that date. Previnet is responsible for the individual accounts administration, benefit
administration, reporting, customer services and maintenance of the DCPS web site with on-
line facilities for the scheme members.

Previnet tracks contributions and individual holdings of scheme members. It also provides
aggregate accounting data and investment instructions destined for NATO-IS and the
Investment Managers.

NATO-IS Office of Financial Control (OFC) receives the monthly contributions from the various
NATO body payroll centres in a custodial bank account and its bank converts the funds, based
on the instructions prepared by the Scheme Administrator, into EUR or USD, as required, for
the investment accounts. The OFC is responsible for transfer of the funds from the relevant
bank account to the appropriate accounts with the Investment Managers, BNY Mellon,
Vanguard and BNP Paribas, based on the Scheme Administrator's reconciliation of the global
amount and validation of the amounts to be invested for each staff member.

NATO-IS Executive Management Human Resources Pensions Unit reconciles the number of
units per member received from the Scheme Administrator against the leaving scheme
members’ accounts on the website. OFC then transfers the redemption/lump sum amounts
according to the bank instructions provided by the leaving scheme members.

DCPS amounts redeemed for the purchase of pension annuities and amounts due from an
outside insurer for invalidity pensions of former DCPS members are administered by the OFC.
The member's holdings are transferred to the relevant pension provider when a leaving DCPS
member has instructed NATO to purchase an annuity. OFC also transfers monthly invalidity
pensions and the adjustments related to income tax to former DCPS members who qualify.

NOTE 2: SIGNIFICANT ACCOUNTING POLICIES

The principal accounting policies adopted in the preparation of these financial statements are
set out below.

NATO UNCLASSIFIED
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Declaration of conformity

The financial statements of the NATO DCPS have been prepared in accordance with the NATO
Financial Regulations and International Accounting Standard 26, “Accounting and Reporting by
Retirement Benefit Plans”. The NATO Accounting Framework, which is an adapted version of
the International Public Sector Accounting Standards (IPSAS), does not have a specific
standard for accounting and reporting by retirement benefit plans.

The accounting system currently used by the NATO DCPS is accrual based.
Basis of presentation

The financial statements have been prepared on a going-concern basis: the DCPS will continue
in operation for the foreseeable future.

The amounts shown in these financial statements are presented in EUR.

Changes in accounting policy - Reclassification of financial statements of previous years
None in 2018.

Restatement of financial statements of previous years

None in 2018.

Use of estimates

In the application of accounting policies, described below, management is required to make
judgments, estimates and assumptions about carrying amounts of assets and liabilities that are
not readily apparent from other sources. The estimates and associated assumptions are based
on historical experience and other factors that are considered to be relevant. Actual results may
differ from these estimates.

Foreign currency transactions

Contributions are made in the currency of the respective payroll centre. Investments are made
in USD and in EUR as chosen by the scheme member. NATO Parity Rates do not apply to
purchases or sales in the DCPS. All bank transactions are processed at the market rate.
Contributions received in currencies other than EUR and USD are converted in the latter at
investment dates and payments to the Investment Managers are made in EUR and USD.
Balance sheet amounts at year-end are reported using the NATO Parity Rates in effect on
31 December.

Cash and Cash Equivalents

Cash and cash equivalents are defined as short-term assets. They include short term deposits
held with banks and short term highly liquid investments.

Investments
Investments reported under these DCPS financial statements consist of equity funds, bond

funds and cash funds. These investments are non-current assets with respect to the purpose
of the DCPS.

NATO UNCLASSIFIED
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Investments are recorded at market value on the reporting date.
Receivables

Receivables are stated at net realisable value. No allowance for loss is recorded for receivables
relating to NATO bodies’ statutory contributions.

Payables

Payables are amounts due to third parties based on services provided that remain unpaid. This
includes, as required, an estimate of accrued obligation for services provided but not yet
invoiced.

Net Assets

The net assets available at year-end correspond to investments at market value plus
receivables and contributions awaiting investment less payables. Also included are interest
earned on the custodial bank account, surpluses gained on transactions with the insurance
company and miscellaneous gains and losses related to corrective transactions

Financial Risks

The DCPS uses only non-derivative financial instruments as part as its normal operations.
These financial elements include cash, investment funds, bank accounts and accounts
receivable.

All financial instruments are recognised in the statement of financial position at their fair value.

The DCPS is exposed to a variety of financial risks, including credit risk, market (price) risk and
liquidity risk. The maximum exposure as at year end is equal to the total amount of bank
balances and receivables. NATO shall not be held responsible for any losses on investments
incurred by movement in the investment markets (Annex VI, Article 10.3 of the NATO Civilian
Personnel Regulations).

Credit risk

The DCPS incurs credit risks from cash and cash equivalent held with banks and receivables.
There is very limited credit risk associated with the realization of these elements.

Concerning cash and cash equivalent the DCPS credit risk is managed by holding current bank
accounts and short term highly liquid deposits that are readily convertible to a known amount of
cash held with ING Bank (Belgium) which has the following short term credit ratings:

ING Bank Credit Ratings as at 01/03/2019

ING Bank Fitch Moody's S&P
Short term F1 P1 A-1

Concerning receivables, the credit risk is managed by maintaining control procedures over
receivables. These consist essentially of contributions due by NATO bodies’ payroll centres.
This risk is considered limited since these bodies are primarily funded by member nations which
are considered creditworthy.
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Price risk

The DCPS individual member holdings are exposed to equity and bond securities market risk.
NATO shall not be held responsible for any losses on investments incurred by movement in the
investment markets (Annex VI, Article 10.3 of the NATO Civilian Personnel Regulations).

In cases of death in service, the insurance company who will provide the survivor's annuity has
a claim on the proceeds of the redemption of the affected member's holdings in an amount
equal to the lesser of the member’s holdings on 31 October of the previous year or the insurer’s
previously established cost of that annuity. While there have been no shortfalls to date, there is
a risk that the value of available holdings on the date of transfer to the insurance company could
be less than that of the preceding 31 October. This resulted in the available amounts being
higher. The surplus is kept on a suspense account and forms part of the net assets. This
provision in the insurance contract was deleted with effect as from 1 July 2017 and therefore
this risk which existed in the course of the year no longer exist from that date that date. The
proceedings are paid to the person designated by the staff member.

Currency risk

The DCPS is exposed to a limited foreign currency exchange risk arising from fluctuations in
currency rates. The contributions received in various currencies are converted into EUR or USD
as required by the members' investment decisions. The converted amounts are invested in
funds held in EUR or USD accordingly. With regards to benefits there is a limited currency risk
since payments are sometimes made in another currency than the amounts received from the
insurer or the annuity provider.

Liquidity risk

A liquidity risk could arise from a short term liquidity requirement in relation to amounts due to
departing staff. There is a very limited exposure to liquidity risk because the amounts due to
departing staff are equal to their holdings, and because amounts transferred to the investment
manager are equal to the contributions received from the payroll centres of NATO bodies which
receive resources from member states funding the related budgets, or income from their
customers which generally are other NATO bodies funded through their approved budgets.

There is a limited liquidity risk in relation to the payment of annuities to eligible members. These
transactions are handled on bank accounts separate from those used for investments and
disinvestments. Amounts due by the insurers arrive later than when annuities are due to
members. Pension Adjustment is paid in advance from contributions due by the Coordinated
Pension Scheme. This situation is managed through cash advances from the NATO
International Staff (EUR 200,000 end 2017, EUR 320,000 end 2018).

Interest rate risk

The DCPS is restricted from entering into borrowings.

A portion of DCPS is invested in bond funds. The market value of bonds fiuctuates according to
market perception of the issuer's creditworthiness and to projected interest rates. The value of
DCPS individual member accounts is therefore subject to some interest rate risk.

NOTE 3: CASH AND CASH EQUIVALENTS

The various NATO entities pay their contributions into a custodial account. This account serves
to effect the transfer of funds to be invested by the Investment Manager and to receive
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redemptions for departing staff. The total mainly corresponds to contributions received in

3-8

December and awaiting transfer to the Investment Managers.

Separate bank accounts are held for transactions relatin

invalidity benefits.

NOTE 4: FUNDS HELD BY THE INVESTMENT MANAGER

BNY Mellon is the Investment Manager first six funds listed below; BNP Paribas Investment
Partners manages the BNP Paribas InstiCash Fund in Euro; Van

manages the four index funds.

NATO DCPS holdings at market value

NPR at 3112.2018= 1.1538

g to the payment of pension and

guard Asset Management

2018 2017
EUR or EUR

Equity Funds: ISIN equivalent of

usp uso EUR
Mellon Global Equity Portfolio EUR C IE00BB2M5789 187,417,725.62 191,933,102.34
Mellon Global Equity Portfolio USD C IEO0B7X4L.Z98 16,992 660.25  19,606,131.40 16,760,349.84
Vanguard Global Stock Index Fund EUR IE00BO3HD191 28,735,381.03 21,363,661.21
Vanguard Global Stock Index Fund USD IE00BO3HD209 9,858,996.95  11,375,310.68, 7,812,590.19
Bond Funds:
Mellon Global Bond Portfolio EUR C IE0003932385 24,166,759.34 21,875,553.40
Mellon Global Bond Portfolio USD C IE0003932492 4,090,688.14 4,719,835.98 3,686,442.72
Mellon Euroland Bond Portfolic EUR C IE0032722484 12,066,192.23 12,427,228.25
Vanaguard Global Bond Index Fund USD IEOOB18GCB14 3,349,191.08 3,864,296.67 2,232,949.64
Vanguard Euro Government Bond Index Fund EUR  [IE0007472990 8,347,949.08 5,821,423.35
Cash Funds:
Mellon Universal Liquidity Funds — Liquidity Plus USD |IE0032713202 5,931,595.87  6,843,875.32 3,807,905.67
BNP Paribas InstiCash Fund — EUR LU0094219127 102,285,876.73 85,405,325.27
TOTAL 403,243,016.33 373,126,531.89

Unrealized Gain/Loss in Market Value of Investments

Unrealized gains and losses in the market value of investments vary according to the volume of

contributions invested, redemptions, currency fluctuations, and changes in the unit prices of the

investment funds.

Unit Price per Fund

New investments and redemptions may take place between the funds twice per month and the
unit price for each fund fluctuates continuously. Income is therefore not reported by fund in
absolute terms. The appropriate performance measure per fund is the unit price. The unit
prices for each of the funds at year-end and the resulting annualized income per unit were as
follows:

NATO UNCLASSIFIED
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Unit Price per Fund as of 31 December
2018 2017 Annualized
Equity Funds: ISIN income
per unit
Mellon Global Equity Portfolio EUR C IECOB82MG789 1.078300 1.098100 -0.02
Mellon Global Equity Portfolio USD C IEOOB7X41.Z98 1.098200 1.171800 -0.07
Vanguard Global Stock Index Fund EUR |IEOOBO3HD191 21.790100 22758800, -0.97
Vanguard Global Stock Index Fund USD IECOBO3HD209 25.025300 27.456100 -2.43
Bond Funds:
Mellon Global Bond Portfolioc EUR C |IE0003932385 1.846900 1.788600 0.06
Mellon Global Bond Portfolio USD C IE0003932492 2.356000 2.388600] -0.03
Mellon Euroland Bond Portfolio EUR C IE0032722484 1.122300 1.143500 -0.02
Vanguard Global Bond Index Fund USD IECOB18GCB14 147.470400 145.308200| 2,16
Vanguard Euro Government Bond Index Fund EUR  [IE0007472990 223.692200 221.992700 1.70
Cash Funds:
Mellon Universal Liquidity Funds — Liquidity Plus USD IE0032713202 1.231496 1.208670 0.02
BNP Paribas InstiCash Fund - EUR LU0094219127 139.290300 139.933000 -0.64
NOTE 6: RECEIVABLES
Receivables
amounts in EUR 2018 2017
Investments | Benefits Total Investments | Benefits Total
Contributions from NATO bodies - - 0.10 - 0.10
Reimbursement of Tax Adjustment Paid - 95,008.26 95,008.26 - 212,426.37 212,426.37
Insurer 6,000,000.00 | 13,272.29 | 6,013,272.29 | 6,000,000.00 | 29,156.87 6,029,156.87
Beneficiaries 2,143.73 2,143.73 7,543.73 7,643.73
Others - 0.03 1.26 1.29
Total 6,000,000.00 | 110,424.28 | 6,110,424.28 | 6,000,000.13 | 249,128.23 6,249,128.36

Contributions for further investment are paid on a monthly basis by NATO bodies to the DCPS
account. The process normally resuits in no such contributions receivable, or of limited amount,
at year-end. Some transactions may still be pending regularisation.

An amount of EUR 6,000,000 is receivable from the insurance company further to an analysis
covering the last years of the history of death in service risks in relation to premiums paid by the
Organisation (see Note on Related Parties for details concerning the insurance premiums). For
presentation purposes it has been attributed to the “Investments” segment. Concerning the
future use of these funds, see Notes 6 and 16.

Tax adjustment payments are made to beneficiaries from the DCPS Benefits (Retirement,
Invalidity and Survivor) accounts as an advance to be settled by the NATO Coordinated Pension
Scheme budget which handles all tax adjustment operations NATO-wide and calls the related
contributions by the nations concerned (i.e. in which the beneficiaries paid their income taxes).
This resulted in amounts receivable from the NATO Coordinated Pension Scheme.

Amounts receivable from the insurer and the pension provider relate to individual cases to be
settled.

Amounts receivable from beneficiaries relate to overpayment of specific allowances attached to
their monthly benefits.
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NOTE 6: PAYABLES

Payables and Other Payables |
amounts in EUR 2018 2017
Investments Benefits Total Investments| Benefits Total

NATO Intemational Staff 320,000.00 320,000.00 200,000.00 | 200,000.00
Departing Staff 291,709.22 291,709.22 | 412,600.62 412,600.62
Insurer 1,250.09 1,250.09 6,193.73 6,193.73
Others 1,726,106.09 9,644.80 | 1,735,750.89 44,443,52 | 44,443.52
Total 2,017,815.31 330,894.89 | 2,348,710.20 | 412,600.62 | 250,637.25 663,237.87

Payables to the IS correspond to cash advances made by NATO International Staff to allow for
the timely payment of pension and invalidity benefits and tax adjustments. The outstanding
amount of these advances at 2018 year end was EUR 320,000 (EUR 200,000 end 2017).

Payables to Departing Staff are transactions pending final payment.

In cases where overpayments were made to beneficiaries, these need to be reimbursed to the
insurer.

Further to an analysis covering the last years of the history of death in service risks in relation
to premiums paid by the Organisation during 2012-2015, a compensation of EUR 6 million at
the NATO-wide level was agreed by the insurance company. End 2018, the NATO Secretary
General decided that a fraction of this amount (EUR 1,726,106.09 presented in the table above
as “Others”) should be paid to NATO staff who were members of the DCPS during the period
2012-2015 in proportion to the contributions they made to the DCPS. Staff employed by NATO
bodies and affiliated to the DCPS during the period 2012-2015 are therefore entitled to a
payment to be made from the NATO DCPS accounts. Payment is planned to take place during
2019. A decision still has to be taken concerning the remaining amount of the compensation
(See Note on Provisions).

Other payables and other current liabilities are essentially transactions to be regularised.
NOTE 7: SURPLUS

The custodial account also receives the proceeds of redeemed holdings of deceased DCPS
affiliates. Until 1 July 2017, the insurance contract gave the insurer a claim on the proceeds of
the redemption of the deceased member's holdings in an amount equal to the lesser of the
member’s holdings on 31 October of the previous year or the insurer's previously established
cost of that annuity. To date, holdings on the date of transfer to the insurance company have
been higher than the amount recorded as of the preceding 31 October, and the corresponding
amount of EUR 80,016.59 (same as end 2017) kept on a suspense account. As from 1 July
2017, the related contract clause with the insurance company no longer applies.

There is also a surplus element resulting from cumulated interest earned on the custodial bank
account, bank charges, from miscellaneous gains and losses on exchange rates and corrective
investments effected by the third party administrator at the end of 2018 it amounted to EUR
138,912.69 (EUR 106,953.12 end 2017).

This surplus element has on occasion been used as a reserve to cover shortfalls of the sort
described in Note 2 (Price Risk) or other miscellaneous expenses.

There is also an unrealised loss on exchange rates of EUR 138,074.86 (EUR 92,897.71 end
2017). Therefore the final surplus amount is EUR 837.83 (EUR 14,055.41 end 2017).
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NOTE 8: CONTRIBUTIONS

A minimum of 8% is deducted from staff emoluments monthly and transferred to DCPS together
with the NATO employers’ contributions of 12% of emoluments. Staff may make additional
voluntary contributions.

The increase in contributions is due to the combined effect of increasing membership and salary
adjustments.

There is also an employer contribution to the DCPS, paid by the insurance company, for the
cases of invalidity benefits.

NOTE 9: INWARD/OUTWARD TRANSFERS OF PENSION RIGHTS

The NATO Civilian Personnel Regulations (Annex VI, Article 6) provide that staff may, under
certain circumstances, arrange for payment to the Organisation of any amounts corresponding
to the retirement pension rights accrued under the pension scheme to which the staff member
was previously affiliated in so far as that scheme allows such a transfer. These payments are
called inward transfers.

Outward transfers are also allowed, in which cases the proceeds of ex-DCPS member’s closed
account are paid to the eligible pension scheme (CPR Annex VI, Article 11).

NOTE 10: TRANSFERS FROM INSURER AND ANNUITY PROVIDER

Transfers are received from the insurer in relation to amounts due to staff entitled to invalidity
survivors' benefits (spouses and dependent children of serving staff who are DCPS members
who die in service). As from 1 July 2017, the holdings of deceased DCPS members are no
longer used to finance related insurance premiums.

NOTE 11: PENSION ADJUSTMENT

The Scheme is not subject to income tax under the terms of Articles IX and X of the Agreement
on the Status of the North Atlantic Treaty Organization signed in Ottawa on 20 September 1951
(the Ottawa Treaty).

In accordance with Annex VI, Article 15 of the CPRs, beneficiaries are subject to tax by national
authorities on their annuity receipts and receive an adjustment equivalent to 50% of the amount
by which the recipient's pension would theoretically need to be increased, were the balance
remaining after deduction of the amount of national income tax or taxes on the total to
correspond to the amount of the pension calculated in accordance with the CPRs. This
adjustment is paid out of the DCPS Benefits (Retirement Pensions, Invalidity and Survivor
Benefits) account and is funded by one of two specific budgets approved by the North Atlantic
Council, one from the Civil Budget and the other from the Military Budget. Related information
is disclosed in the Financial Statements of the NATO Coordinated Pension Scheme.

NOTE 12: STAFF ACCOUNTS CLOSED
These correspond to accounts of former staff members leaving DCPS that are closed and the

proceeds paid in whole or in part either to the former staff member or to an outside pension
scheme.
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NOTE 13: TRANSFERS TO INSURER OR ANNUITY PROVIDER

These correspond to staff holdings transferred to the pension provider in order to purchase the
annuity for members who leave the DCPS and take a DCPS retirement pension, or transferred
to the insurer in case of death in service (this provision no longer applies as from 1 July 2017).

NOTE 14: PENSION, INVALIDITY and SURVIVOR BENEFITS

Benefits are paid for retirement, survivor and invalidity pensions. They are paid at the end of
each month. The following table gives the number of beneficiaries per category of benefits.

::]gea' Retirement | Survivor | Invalidity | Total
2013 2 3 3 10
2014 8 4 6 18
2015 8 5 7 20
2016 9 12 9 30
2017 10 12 10 32
2018 10 12 12 34

In case of invalidity an employer contribution is made to the DCPS holdings of the individual
concerned.

NOTE 15: MISCELLANEOUS RECEIPTS AND EXPENSES

Miscellaneous receipts and payments correspond essentially to regularisations. For 2018, the
payment to former DCPS affiliates during 2012-2015 in relation to the compensation described
under Note 16 was booked under these items.

NOTE 16: PROVISION

Further to an analysis covering the last years of the history of death in service risks in relation
to premiums paid by the Organisation during 2012-2015, a compensation of EUR 6 million at
the NATO-wide level was agreed by the insurance company (See Note on Receivables). This
was the original amount of the provision. End 2018, the NATO Secretary General decided that
a fraction of this amount (circa EUR 1,7 million — see Note on Payables) should be paid to NATO
staff who were members of the DCPS during the period 2012-2015 in proportion to the
contributions they made to the DCPS. Staff employed by NATO bodies and affiliated to the
DCPS during the period 2012-2015 are therefore entitled to a payment to be made from the
NATO DCPS accounts. A decision still has to be taken concerning the amount remaining from
the compensation (EUR 4,273,893.91), which is therefore stays recognised as a provision.

NOTE 17: CONTINGENT LIABILITIES

There are no material contingent liabilities arising from legal actions and claims that are likely
to result in significant liability to the DCPS.

Adjustments related to income tax may be due to certain annuity recipients. The amounts are
yet to be determined but the total of possible obligations relating to this item is not expected to
be material.

NOTE 18: CONTINGENT ASSETS
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None to report.
NOTE 19: RELATED PARTY TRANSACTIONS

Members of the DCPS Management Board receive no additional remuneration or benefits in
return for their participation. The Chairman of the Management Board is the ASG for Executive
Management. The NATO-IS Financial Controller is a member of the Management Board.

NATO-International Staff, in particular Executive Management and the Office of Financial
Control, are responsible for the day-to-day management of the DCPS. No management fees
corresponding to the related costs are charged to the DCPS. In the global framework of the
Administrative Support process, the NATO bodies are charged by the IS on a pro rata basis for
these costs, including the fees paid to the Third Party Administrator. The related income of
approximately EUR 360,000 per year reduces the contributions due from Nations to fund the
NATO Civil Budget.

In 2016, additional cash advances were made by NATO International Staff to allow for the timely
payment of pension and invalidity benefits, bringing the total amount advanced at 2018 year
end to EUR 320,000 (EUR 200,000 end 2017).

Conversely, tax adjustment payments are made to beneficiaries from the DCPS Retirement and
Invalidity accounts as an advance to be settled by the Defined Benefit Pension Scheme budget
which handles all tax adjustment operations NATO-wide. This resulted in amounts receivable
from the latter.

As provided for by the CPRs (Annex VI, articles 13 and 14), survivors’ benefits for the surviving
spouses and dependent children of serving staff who die in service and invalidity benefits to
serving staff are funded (partially for survivor benefits, totally for invalidity benefits) through the
payment of insurance premiums which are paid directly by the NATO bodies to the insurance
company and are not accounted for in the present financial statements. Insurance premiums
paid for death in service benefits were EUR 3,664,782.27 (EUR 3,474,786.34 in 2017);
insurance premiums paid for invalidity benefits were EUR 4,031 ,263.48 (EUR 3,822,430.78 in
2017).

The Scheme does not hold any securities of the employer sponsor or, directly, of its related
parties.

NOTE 20: KEY MANAGEMENT PERSONNEL

For the purposes of these financial statements, Key Management Personnel are considered to
be the NATO-IS Assistant Secretary General for Executive Management and the Financial
Controller. Their remuneration is totally covered by the NATO International Staff.

Members of the DCPS Management Board do not receive any additional remuneration or
benefits in return for their responsibilities. The Management Board is chaired by the Assistant
Secretary General for Executive Management. The IS Financial Controller is a member of the
Board.
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NOTE 21: STATISTICAL INFORMATION

3-14

Evolution of DCPS membership
(number of affiliates)
year-end 2004 Affiliates 0
2005 Joined 274
2005 Exited 0
year-end|2005 Afflliates 274
2006 Joined 527
2006 Exited -6
year-end|2006 Affiliates 795
2007 Joined 501
2007 Exited -23
year-end|2007 Afflliates 1,273
2008 Joined 511
2008 Exited -43
year-end|2008 Afiiliates 1,741
2009 Joined 443
2009 Exited -71
year-end|2009 Affiliates 2,113
2010 Joined 477
2010 Exited -208
year-end|2010 Affiliates 2,382
2011 Joined 454
2011 Exited -260
year-end|2011 Affiliates 2,576
2012 Joined 274
2012 Exited -188
year-end|2012 Affiliates 2,662
2013 Joined 310
2013 Exited -190
year-end|2013 Affiliates 2,782
2014 Joined 433
2014 Exited -214
year-end|2014 Afilliates 3,001
2015 Joined 345
2015 Exited -174
year-end|2015 Afilliates 3,172
2016 Joined 454
2016 Exited -207
year-end{2016 Affiliates 3,419
2017 Joined 469
2017 Exited -220
year-end|2017 Afiiliates 3,668
2018 Joined 547
2018 Exited -241
year-end{2018 Affiliates 3,974
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IBA-A(2019)0101-REV1
13 September 2019

To: Secretary General
(Attn: Director of the Private Office)

Cc: Financial Controller, International Staff
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Financial Statements of the International Staff (IS) for the year ended
31 December 2018 — IBA-AR(2019)0020-REV1

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

IBAN’s report sets out an unqualified opinion on the Financial Statements of the
International Staff and on compliance for financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the International Staff (IS)
for the year ended 31 December 2018

The International Staff (IS) supports the work of the North Atlantic Council and its
Committees. The total budgetary spend disclosed in the 2018 Financial Statements was
EUR 208 million.

IBAN issued an unqualified opinion on the financial statements and an unqualified opinion
on compliance. In addition, IBAN raised an Other Matter on Compliance disclosure.

During the audit, the Board made three observations and recommendations. These
findings are in the Letter of Observations and Recommendations (Annex 3).

The main findings are listed below.

1. Improvements required in the area of Risk Management, Internal Controls and
Internal Audit.

2. Improvements needed in the Statement of Internal Control.

3. Year-end confirmations between NATO entities.
IBAN also followed up on the status of observations from previous years’ audit and noted
that ten were closed and three are still open.
The Auditor’s report (Annex 2) and the Letter of Observations and Recommendations

(Annex 3) were issued to the IS whose comments have been included, see the
Appendix 2 to Annex 3.
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13 September 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE INTERNATIONAL STAFF (IS)

FOR THE YEAR ENDED 31 DECEMBER 2018
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS
FOR NATO TO THE NORTH ATLANTIC COUNCIL

Report on the Financial Statements
Opinion on Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the International Staff (I1S), for the 12 month period ended 31 December
2018. These Financial Statements comprise the Statement of Financial Position as at
31 December 2018, the Statement of Financial Performance, the Statement of Changes
in Net Assets/Equity and the Statement of Cash Flow, for the 12 month period ended
31 December 2018, including a summary of significant accounting policies and other
explanatory notes. In addition, the Financial Statements include a budget execution report
for the 12 month period ended 31 December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of IS as at 31 December 2018, and of its financial performance, its cash flows and
budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAls 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’'s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of IS are drawn up in accordance with accounting requirements and
reporting standards consistent with the NATO Accounting Framework as approved by the
Council. The Financial Controller is responsible for submitting the Financial Statements for
audit to IBAN not later than 315t March following the end of the financial year.
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The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAls, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
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e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance
Opinion on Compliance

Based on the procedures we performed nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Other Matter on Compliance

We draw attention to the fact that the IS is not fully compliant with the revised NATO
Financial Regulations (NFRs), which were approved by NATO Council in 2015, nor with
the Financial Rules and Procedures (FRPs) approved by the Budget Committee. These
instances of non-compliance were raised during the audit of Financial Year 2018 and the
audit of Financial Year 2017 (ref. IBA-AR(2018)0028), relating to risk management,
internal control and internal audit. The requirements of the NFRs and FRPs related to risk
management and internal control cover all parts of IS’s operations, including but without
clearly distinguishing, financial and budgetary matters related to the financial statements
and whether funds have been properly used. This was not fully reflected in IS’s Statement
of Internal Control. Our opinion is not modified in respect of this matter.
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Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

IBAN'’s responsibility is to provide reasonable assurance about whether the financial
statements as a whole are free from material misstatement. Additionally our Charter
requires us to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and whether funds are spent in compliance with the regulations in
force (regularity). Propriety relates to the observance of the general principles governing
sound financial management and the conduct of public officials. Regularity concerns the
adherence to formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorised expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 13 September 2019

Dr. Hans Leijtens
Chairman
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13 September 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE INTERNATIONAL STAFF (IS)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the International Staff (IS)
Financial Statements for the year ended 31 December 2018, and issued an unqualified
opinion on the financial statements and an unqualified opinion on compliance. In addition,
IBAN raised an Other Matter on Compliance disclosure.

Observations and Recommendations

IBAN’s audit resulted in three observations and recommendations that do not impact the
audit opinion.

1. Improvements required in the area of Risk Management, Internal Controls and
Internal Audit.

2. Improvements needed in the Statement of Internal Control.
3. Year-end confirmations between NATO entities.

IBAN also followed up on the status of thirteen observations from previous years’ audits
and noted that ten were closed and three were still open.

IBAN also issued a Management Letter (reference IBA-AML(2019)0014) to the Head of
the Private Office of the IS with eight observations for management’s attention.
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OBSERVATIONS AND RECOMMENDATIONS

1. IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT,
INTERNAL CONTROL AND INTERNAL AUDIT

Reasoning

1.1 According to Article 11 of the NATO Financial Regulations (NFRs), the Heads of
NATO bodies shall ensure that effective, efficient and economical risk management
procedures are in place to support the achievement of objectives as set by the Nations.
Risks to the achievement of these objectives shall be identified, assessed and mitigated.

1.2 Article Xl of the Financial Rules and Procedures (FRPs) states that ‘the Head of
the NATO Body shall ensure commitment to overall risk management and that all staff
divisions are able to identify the key risks, evaluate the nature and extent of those risks
and implement controls to mitigate the risks. The Financial Controller is responsible for
financial risk management standards and an appropriate Internal Control Framework to
be reviewed by the Internal Control Officer.”

1.3 The NFRs Atrticle 12 requires that the Heads of NATO bodies ensure that the
necessary internal management functions are in place to support effective internal
control. Internal control activities shall include periodic assessments and reviews of risks
and the sound functioning of the internal control system. In order to meet the desired
internal control standards the Financial Controller shall establish a system of internal
financial and budgetary control, embracing all aspects of financial management.

1.4 According to paragraph 13.1 of the NFRs, all NATO bodies shall undertake
internal audit activities in order to evaluate risk exposures and the effectiveness of internal
controls in managing risk within the organisation’s governance, operations and
information systems.

Observations

1.5 We found that the IS has not fully implemented the new NFRs and FRPs.
Considerable work has been done in terms of the identification of risks and in developing
procedures to assess and mitigate those risks (Article 11) yet in certain areas there is still
work in progress. This work started in 2016, but although separate risk registers have
been developed for different areas these have not been consolidated yet. Therefore the
risks at IS level cannot be fully assessed due to potential cross-functional
interdependencies.

1.6 We acknowledge that improvements have been made regarding compliance with
Article 12 of the NFRs on internal controls. The weaknesses that existed relating to
controls to ensure the accuracy and reliability of accounting data were largely resolved.
In addition, audit trails and the documentation supporting the disclosures in the financial
statements have been developed although there are still improvements to be made.
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1.7 IBAN notes that the IS is in the process of adopting COSO principles as an
Internal Control framework to assess its system of internal control against the
requirements of FRP 12. The adoption of a specific framework is an important step
forward and is essential in order to ensure and to clearly demonstrate to others that a
complete system of internal control and risk management is in place. However, this
framework has not been implemented yet.

1.8 Furthermore, because the IS has not fully implemented the new NFRs and FRPs
in respect to risk management and internal control, the Internal Audit Service of the IS is
not in position to evaluate, throughout the IS, the risk exposures and the effectiveness of
internal controls in managing risk within the governance, operations and information
systems as required by Article 13. In our opinion, these instances of non-compliance with
the NFRs and the FRPs impact the user expectations related to accountability of IS.

Recommendation

1.9 IBAN recommends that, as a matter of priority, the IS ensure that it complies with
all the requirements of the new NFRs and FRPs, namely on Risk Management and
Internal Control. This should include, but not be limited to:

e Completing the entity-wide risk management policy throughout the IS and
developing a consolidated risk register covering all cross-functional
interdependencies.

e Assessing and documenting the system of internal control and risk management
to support compliance with the NFRs and FRPs.

e Performing audits by the Internal Audit Service in view of evaluating the
appropriateness, quality and effectiveness of internal control and risk
management throughout the IS.

2, IMPROVEMENTS NEEDED IN THE STATEMENT OF INTERNAL CONTROL
Reasoning

21 In accordance with Article 3.1 of the NFRs, Heads of NATO bodies are
responsible and accountable for sound financial management and shall put in place the
necessary governance arrangements to ensure and maintain this. This shall include, but
is not limited to, the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

2.2 Article 3.2 of the NFRs states that “The adherence to article 3.1 is confirmed
annually by signature of the Financial Statements and Statements of Internal Control.
Both documents should be signed by the Head of the NATO body and the Financial
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Controller.”

2.3 The Statement on Internal Control is the means by which Management asserts
its approach to, and responsibility for, risk management, internal control and corporate
governance. It is also the vehicle for highlighting weaknesses which exist in the internal
control system within the organisation. NATO bodies must provide assurance that they
are appropriately managing and controlling the resources for which they are responsible.
The SIC is an important accountability document in communicating these assurances to
stakeholders. IBAN reviews the Statement on Internal Control to ensure that it is
consistent with the auditors’ knowledge of the entity.

24 According to Article 12 of the FRPs, the Statement of Internal Control shall
include the following items:

a) Confirmation that an effective system of internal control is maintained and
operated by the NATO entity;

b) Confirmation that the system of internal control provides reasonable assurance
of the achievement of the following objectives: effectiveness and efficiency
operations, reliability of financial information, and compliance with applicable
rules and regulations;

c) Confirmation with regard to safeguarding of assets;
d) An evaluation as to the adequacy of the system of Internal Control in place;

e) Reference to the Internal Control framework used by the NATO entity for the
assessment;

f) A summary of the review of the effectiveness of the system of internal control and
on what information the assessment is based;

g) Areas of improvement of the system of Internal Control and an assessment of the
possible impact of these weaknesses.

Observations

2.5 The NATO IS Statement on Internal Control (Appendix 1 to this Letter of
Observations and Recommendations) includes the following:

- Scope of responsibility;

- Purpose of system of internal control;
- Internal control framework;

- Review of effectiveness;

- Area of improvement.
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2.6 Under the heading Purpose of system of internal control, the Statement on
Internal Control states that “a system of internal control was partially in place for the
financial year ended 31 December 2018, and up to the date of the issuance of the
Financial Statements”. Under the heading Area of improvement, the Statement on
Internal Control states that “the internal control system still relies greatly on the control
environment, in particular on knowledge acquired and values shared by staff. In this
context any existing point of failure could become an issue”. These two statements do
not provide a confirmation as required by article 12 of the FRPs or explicitly indicate when
this is not possible.

2.7 The NATO IS Statement on Internal Control includes a confirmation that “the
financial statements provide a true and fair value of the financial activities of NATO-IS for
2018”. It also includes a confirmation that “Funds and assets held on behalf of Nations,
in particular cash holdings, are preserved”. Finally, this document states that “’based on
the information from these sources, Internal Control over financial reporting is adequate”.
However, IBAN considers that the content of the Statement on Internal Control does not
comply with Article 12 of the FRPs because it does not fully cover the following items:

a) Confirmation that an effective system of internal control is maintained and
operated by the NATO entity;

b) Confirmation that the system of internal control provides reasonable assurance
of the achievement of the following objectives: effectiveness and efficiency
operations, reliability of financial information, and compliance with applicable
rules and regulations;

c) Confirmation with regard to safeguarding of assets;
d) An evaluation as to the adequacy of the system of Internal Control in place.

2.8 The Statement on Internal Control is a primary accountability document and a
mandatory disclosure for all NATO entities in order to comply with the NFRs and FRPs.

Recommendation

2.9 IBAN recommends that NATO IS improve the Statement of Internal Control by
ensuring that that it covers in a comprehensive manner all requirements of Article 12 of
the Financial Rules of Procedures and explicitly discloses when a confirmation is not
possible.

NATO UNCLASSIFIED
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3. YEAR-END CONFIRMATIONS BETWEEN NATO ENTITIES
Reasoning

3.1 NATO bodies have significant transactions with other NATO entities. For
example, NCIA or NSPA provide various services to IS and IS provides services to the
IMS, delegations and other NATO bodies.

3.2 As a result of these transactions there are assets and liabilities outstanding
between the NATO bodies at year end. These assets and liabilities are recorded in the
respective NATO bodies’ financial statements.

Observation

3.3 The IS seeks confirmation of specific end of year outstanding balances with other
major NATO Bodies through meetings. However, IBAN found that the IS does not
comprehensively and formally document the confirmation of outstanding year end assets
and liability balances between the IS and other NATO bodies (NCIA, NSPA, IMS, etc.).
Therefore, there is no certainty that the other NATO body will confirm the amount of
outstanding balances.

Recommendation

3.4 IBAN recommends that the IS formalise effective procedures in order to
document the confirmation of outstanding asset and liability balances it has with other
NATO bodies as part of the preparation of the financial statements. In case of
discrepancies, the IS should organise a reconciliation meeting with other NATO Bodies,
in order to clarify any outstanding items.

NATO UNCLASSIFIED
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are

summarised in the table below.

OBSERVATION/RECOMMENDATION

ACTION

STATUS

(1) IS FY 2017
IBA-AR(2018)0028, paragraph 1.4

NO RESTATEMENT OF COMPARATIVE 2016
FIGURES

Board’s Recommendation

The Board did not provide any recommendation
following this observation but this led the Board to
issue a qualified opinion on compliance.

No restatements were done in
2018.

Observation
Closed.

(2) IS FY 2017
IBA-AR(2018)0028, paragraph 2.3

LATE ISSUANCE OF FINANCIAL STATEMENTS

Board’s Recommendation

The late issuance of the financial statements
resulted in a qualification on compliance for the
2017 IS Financial Statements.

The signed 2018 IS Financial
Statements were not received by
IBAN until 17 April 2019.

Observation
Open.

(3) IS FY 2017
IBA-AR(2018)0028, paragraph 3.4

RESIDUAL UNRECONCILED CASH BALANCE

Board’s Recommendation

The Board recommends that the IS identifies the
cause of the discrepancy in the Cash and Cash
Equivalents disclosed and take the necessary
corrective actions prior to production of the 2018
Financial Statements. However, if the IS determine
and document that it not possible to identify the
transactions that led to the discrepancy, the Board
recommends that the IS write- off the residual
unreconciled cash balance in accordance with the
NFRs.

Residual Cash balance was
written off.

Observation
Closed.

(4) ISFY 2017
IBA-AR(2018)0028, paragraph 4.6

PROCUREMENTS CARRIED ouT BY
UNAUTHORISED STAFF

Board’s Recommendation
The Board recommends the IS ensure that
unauthorised purchases are avoided in future, for

No incidences found in 2018.

Observation
Closed.

NATO UNCLASSIFIED
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OBSERVATION/RECOMMENDATION

ACTION

STATUS

example by issuing a reminder to all staff that only
authorised staff members may carry out
procurement functions.

(5) IS FY 2017
IBA-AR(2018)0028, paragraph 5.9

IMPROVEMENTS REQUIRED in the AREA OF
RISK MANAGEMENT, INTERNAL CONTROL
AND INTERNAL AUDIT

Board’s Recommendation

The Board recommends that, as a matter of
priority, the IS ensure that it complies with all the
requirements of the new NFRs and FRPs. This
should include, but not be limited to:

a) Preparing an entity-wide risk management
policy throughout the IS and developing
risk registers throughout all IS divisions.

b) Assessing and documenting the system of
internal control and risk management to
support compliance with the NFRs, FRPs
and the internal control framework that the
IS chooses.

c) Choose a specific internal control
framework that the IS will use to assess its
system of internal control.

The Internal Audit Service of the IS perform
activities that fully evaluate internal control and risk
management throughout the IS, and that this work
be clearly documented so as to be able to conclude
as to the IS’s compliance against the new NFRs
and FRPs.

Observation superseded by
current year Observation 1.

Observation
Closed.

(6) IS FY 2016
IBA-AR(2018)40, paragraph 2.2

ERRORS IN THE CASH FLOW STATEMENT

Board’s Recommendation

The Board recommends that the IS ensure that the
Cash Flow Statements is arithmetically correct,
complies with IPSAS 2, and can be reconciled to
movements on the Statements of Financial
Position and Performance.

The cash flow statement was
arithmetically correct and was
fully reconciled to the statements
of Financial Position and
Performance. However, some of
the disclosures relating to
movements on the Statement of
Financial Position were
described incorrectly.

Observation
Open.
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OBSERVATION/RECOMMENDATION ACTION STATUS
(7) IS FY 2016
IBA-AR(2017)40, paragraph 3.7
INCOMPLETE RECONCILIATION OF Observation
COMMITMENTS CARRIED FORWARD Closed.
Board’s Recommendation
The Board recommends that the IS provide an | The difference between the carry
explanation for the difference between the carry | forwards of commitments from
forwards of commitments from 2015 into 2016. In | 2015 into 2016 was not
addition, the Board recommends that the IS ensure | explained, but this has no impact
its 2017 Financial Statements disclose | on the 2018 Financial
commitments carried forward correctly. Statements. No  significant
differences were found related to
amounts carried forward and
their disclosure in the 2018
Financial Statements and 2017
comparative figures.
(8) IS FY 2015
IBA-AR(2017)04, paragraph 4.3
CARRY FORWARD OF COMMITMENTS BASED Observation
ON PURCHASE REQUISITIONS INCREASES Closed.
THE RISK OF NON-COMPLIANCE AND OF
MISSTATEMENT
Board’s Recommendation
The OFC examine, with the programmes, the | The OFC has coordinated with
implementation of future work flows that ensure | the programmes in order to limit
that the norm is to use POs to create liabilities and | the use of Purchase Requisitions
form the basis of carry forwards so that the use of | to cases where there is a
PRs is strictly limited to cases where there is an | documented operational
operational necessity. In cases where PRs are | necessity. Further to that, no
carried forward, controls, including monitoring, | significant cases of
should be put in place and clearly documented. undocumented Purchase
Requisitions were found as a
basis for creating a liability.
(9) IS FY 2015
IBA-AR(2017)04, paragraph 4.4
MATCHING INVOICES TO PURCHASE ORDERS Observation
AND THE DELIVERY OF GOODS AND Closed.

SERVICES

Board’s Recommendation

Similar to the recommendation on PR approval, the
Board Recommended that implementation of
future work flows ensure that the norm is to use
POs to create liabilities and to restrict the use of
PRs to those cases where it is absolutely
necessary. In addition, OFC should use three-way
matching wherever possible and practical, and the
situations where two-way matching is permissible

The OFC uses three-way
matching as a principle. When
two-way matching occurs, this is
identified by the OFC,
communicated to the department
concerned and monitored
accordingly.
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OBSERVATION/RECOMMENDATION ACTION STATUS
should be identified and documented, and
subsequently monitored.
(10) IS FY 2015
IBA-AR(2017)04, paragraph 5.2
LACK OF PERIODIC REVIEW OF USER Observation
ACCESS RIGHTS Closed.
Board’s Recommendation
The IS develop documented procedures that setup | Every month, a report of staff
formal channels of communication to ensure the | movements is prepared by
CC is aware of staff members who have | Human Resources and
transferred between departments. In addition, a | communicated to all concerned
periodic review of users and their responsibilities | departments. In the case where
should be set up to ensure the appropriate roles | a staff member leaves or
and responsibilities are assigned to the correct | transfers to a different division, IS
staff. Further, users should have access end dates | is therefore aware of these
assigned according to the duration of their contract. | changes, and updated user
access rights are then recorded
in the ERP. User access rights
are not assigned according to the
duration of a staff contract.
However, when a staff leaves or
transfers to another division,
access rights are systematically
updated.
(11) IS FY 2015
IBA-AR(2017)04, paragraph 5.3
THE USE OF THE ‘SWITCH USER’ FUNCTION Observation
NEEDS TO BE MONITORED Closed.

Board’s Recommendation

The IS put controls in place to ensure that the use
of the ‘switch user’ function is strictly controlled and
monitored to ensure that it is only ever used in the
appropriate circumstances. This could take the
form of a periodic report that shows clearly who has
used it, when it was used and for what purpose.
The limitations on the use of the ‘switch user’
function, and the related controls, should be clearly
documented.

The IS monitors the use of the
‘switch user’ function as part of
its review of internal controls over
users in the ERP. A report can be
produced from the ERP that
shows who has used the ‘switch
user’ function. This report can be
reconciled against the limitations
reflected in the assigned profiles
in the system.

NATO UNCLASSIFIED
3-11




NATO UNCLASSIFIED

ANNEX 3

IBA-AR(2019)0020-REV1

LOGISTICS ORGANIZATION

Board’s Recommendation

The Board recommends that the IS determine the
best method to account and disclose the assets
and liabilities and movement of funds during the
year of the former NHMO.

The amounts to be settled with
the Nations were established
and are disclosed within the IS
accounting system. However,
formal final financial statements
have yet to be produced so that
the amounts owed to Nations can
finally be settled.

OBSERVATION/RECOMMENDATION ACTION STATUS
(12) IS FY 2013
IBA-AR(2014)19, paragraph 6
CONFIRMATION OF YEAR-END ASSETS AND Observation
LIABILITIES OUTSTANDING BETWEEN NATO Closed.
ENTITIES
Board’s Recommendation
The Board recommended that the IS, as from | The IS did not confirm
2014, to confirm outstanding asset and liability | outstanding year-end asset and
balances it has with other NATO bodies as part of | liability balances with all other
the preparation of the financial statements. NATO entities as part of its
preparation of its 2018 financial
statements. However, balances
were confirmed with NCIA with
whom the IS does a significant
amount of business.
Observation superseded by
current year Observation 6.
(13) IS FY 2010
IBA-AR(2012)08, Paragraph 5.2
ACCOUNTING FOR FUNDS RELATING TO THE Observation
FORMER NATO HAWK PRODUCTION AND Open.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are

superseded, or have lapsed.
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NATO INTERNATIONAL STAFF
71N OFFICE OF FINANCIAL CONTROL
N\ 14 OTAN SECRETARIAT INTERNATIONAL
Bureau pu CoNTROLE FINANCIER
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9 April 2019
FC(2019)0054

From: NATO Secretary General
Financial Controller, NATCO International Staff

Subject: Statement on Internal Control
NATO International Staff 2018

Scope of responsibility

Attached are the un-audited NATO International Staff (NATO-IS) financial statements for 2018 which
have been prepared under our responsibility.

In accordance with the new NATO Financial Regulations, the present Statement on Internal Control
accompanies the NATO International Staff (NATO-IS) financial statements for 2018.

As NATO Secretary General, | am responsible for administration of a system of internal control that
contributes to the objective of effective and efficient operations in support of the NATO-IS mission.

As Financial Controller, | have responsibility for administration of the financial control system that
supports the achievement of the NATO-IS' mission. | am personally responsible for the correct use
of all international appropriated funds made available to the Organization.

Itis our responsibility to ensure that an effective system of internal control is maintained and operated
by NATO International Staff (IS). The system is applied to several NATO budgets and entities for
which the IS manages the budget and financial operations and in particular for the NATO-IS.

The NATO-IS internal control system is designed to manage rather than eliminate the risk of failure
to achieve the Organisation’'s mission; it can therefore only provide reasonable and not absolute
assurance of effectiveness.

Purpose of the system of internal control

The system of internal control is designed to support the NATO-IS mission by providing reasonable
assurance of the achievement of objectives in terms of: the effectiveness and efficiency operations,
the reliability of financial information, and compliance with applicable rules and regulations. This
includes safeguarding the Organisation’s funds and assets.

The system of internal control is an ongoing process designed to identify the principal risks to the
achievement of the NATO-IS mission, to evaluate the nature and extent of those risks, and to
manage them efficiently, effectively and economically. This process was partially in place for the
financial year ended 31 December 2018 (see below), and up to the date of the issuance of the
Financial Statements.
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FC(2019)0054

Internal control framework
The key elements of the internal control system include:

« NATO Financial Regulations and the Financial Rules and Procedures for the International
Staff,

Civilian Personnel Reguilations,

the NATO Code of Conduct,

the Objective Based Budgeting system for the Civil Budget,

the Civil Budget Medium Term Financial Plan,

the International Staff Procurement Manual,

the NATO International Staff IT financial and budgeting systems,
segregation of duties between the functions of budget holder, approving officer, accountant
and treasurer; and between requestors and procurement officers,
management supervision and a system of delegation,

an internal audit function,

annual accounts and budget reporting.

Review of effectiveness

Our review of the effectiveness of the system of internal control over financial reporting is informed
by the work of the Office’s internal auditors, by the executive managers within the Organization who
have responsibility for the development and maintenance of the internal control framework, and by
the decisions and recommendations of the Budget Committee, as well as the Resource Policy and
Planning Board. Our review is also informed by the activity of the Contracts Awards Committee and
feedback from the managers in the Office of Financial Control in charge of control functions.

It also relies on observations made by the external auditors in their reports, not only relative to the
NATO International Staff but also to other entities for which the IS Office of Financial Control
exercises similar functions.

Observations made by IBAN up until the last audited financial statements have been taken into
account. IBAN observations on other financial statements issued by the IS OFC are taken into
account because the related internal control system is very similar.

The review also relies on the set of risk assessments conducted for miscellaneous projects and
activities. Although this cannot be considered as an enterprise risk management framework, it
introduces an increasing degree of management control over important projects conducted by the
NATO International Staff.

Based on the information from these sources, internal control over financial reporting is adequate.
There is however an issue which needs to be addressed.

Area for improvement

The issues raised in the previous Statements of Internal Control relating to the implementing issues
of the Enterprise Resource Planning (ERP) system have largely been resolved. Issues encountered
have been identified and most have been settled during 2017 and 2018. It is considered that the
ERP has now reached a stable and reliable point and that staff can use the system in an effective
way. The ERP has allowed for a substantial improvement in terms of segregation of duties. Further
developments are in progress in particular in the area of Programme and Extra-Budgetary Funds
management and of Human Resources.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

OBSERVATION 1:
IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT, INTERNAL
CONTROL AND INTERNAL AUDIT

International Staff’s Formal Comments

The recommendation is agreed. The need for risk management at the IS
enterprise level has been fully recognized by, and addressed in, the Functional
Review (see PO(2018)0491 for instance). NATO-IS is in the process of
establishing a High Level Risk Register at the enterprise level for review by senior
management. Also an Office of Internal Audit and Risk Management was
established as from January 2019 and an Internal Control Officer post created in
the IS OFC.

OBSERVATION 2:
IMPROVEMENTS NEEDED IN THE STATEMENT OF INTERNAL CONTROL

International Staff’s Formal Comments

The NATO IS Statement of Internal Control attached to the financial statements
is focused on the financial reporting process and safequard of assets. In this
respect the IS shares similar concerns as IBAN reported in IBA-M(2019)0001-
REV1 paragraph 3.16. The recommendation is agreed.

OBSERVATION 3:
YEAR-END CONFIRMATIONS BETWEEN NATO ENTITIES

International Staff’s Formal Comments

The IS does seek confirmation of end of year outstanding balances concerning
actuals with its major NATO interlocutors (NSPA, ACO and NCIA). Meetings are
held and any differences assessed. IS agrees that this process is not totally
documented and that it could be expanded to encumbrances, but there is a
process in place. Presumably this recommendation would apply conversely to
the other NATO bodies with whom the reconciliation of IS accounts is not done.
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NATO INTERNATIONAL STAFF
FINANCIAL STATEMENTS

For the year ended
31 December 2018

Annexes
1 Statement of financial position
2 Statement of financial performance
3 Cash flow statement
4 Changes in Net Assets
5 Budgetary execution statements
6 Explanatory notes to the financial statements
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Jens STOLTE G Stephane CHAGNOT
Secretary General Financial Controller
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Assets

Current assets

Cash and cash equivalents
Short term investments
Receivables

Prepayments

Other current assets
Inventories

Non-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-current assets

Total assets

Liabllities
Current liabilities
Payables
Deferred revenue
Advances

Short term provisions

Other current liabilities

Non-current liabilities
Payables

Long term provisions
Deferred revenue

Other non-current liabilities

Total liabilities

Net assets

Capital assets
Reserves

NATO UNCLASSIFIED

Current year Surplus / (Deficits)

Accumulated surpluses / (deficits) prior year

Total net assets/ equity

ANNEX 1 to
FC(2019)0053
NATO INTERNATIONAL STAFF
Statement of financial position
As at 31 December 2018
{All amounts in EUR)
Notes 2018 2017

3 48,479,952.66 68,127,881.72
4 60,780,056.22 46,501,325.02
5 50,424,592.50 32,257,679.05
8 4,335,733.07 4,032,132.44
7 3,176,785.87 2,506,594.59
8 360,268.07 426,745.39
167,557,408.39 153,852,358.21
9 0.00 0.00
10 938,775,632.90 1,581,046.01
1 6,277,754.78 14,763,958.37
12 9,787,308.00 0.00
954,840,695.68 16,345,004.38
1,122,398,104.07 170,197,362.59
13 31,549,390.01 24,740,862.72
14 66,476,633.99 51,381,017.24
15 55,855,550.79 53,188,515.08

0.00
16 68,692.00 0.00
17 22,533,263.67 23,984,283.52
176,483,530.46 153,204,678.56

18 0.00

18 0.00
19 945,053,387.68 16,345,004.38
20 0.00 0.00
945,053,387.68 16,345,004.38
1,121,536,918.14 169,639,682.94

21

0.00

0.00
303,506.28 298,672.87
557,679.65 259,006.78
861,185.93 557,679.65
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NATO INTERNATIONAL STAFF

Statement of financial performance

Revenue

Non exchange revenue
Exchange revenue
Other revenue
Financial revenue

Total revenue

Expenses

Personnel

Contractual supplies and services
Depreciation and amortization
Impairment

Provisions

Other expenses

Finance costs

Total expenses

Surplus/(Deficit) for the period

As at 31 December 2018

(All amounts in EUR)

NATO UNCLASSIFIED
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ANNEX 2 to
FC(2019)0053
Notes 2018 2017

22 249,181,944.26 193,692,091.59

23 15,899,501.86 13,096,952.87

24 1,368,520.99 988,747.31

25 398,177.18 399,290.73

266,848,144.29 208,177,082.50

26 123,205,006.76 118,696,606.86

26 103,369,685.87 84,422,428.68

26 37,523,699.60 2,541,483.55

26 5,251.84 24,070.42
26 68,693.68

26 1,978,249.59 1,814,363.87

25 394,050.67 379,456.25

266,544,638.01 207,878,409.63

27 303,506.28 298,672.87
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NATO INTERNATIONAL STAFF
Statement of Cash Flow

As at 31 December 2018
(All amounts in EUR)

Cash flow from operating activities
Surplus/(Deficit)
Non-cash movements
Depreciation/ Amortisation
Impairment
Increase /(decrease) in payables
Increase/ (decrease) in other current liabilities
Increase/ (decrease) in provisions
(Gains)/losses on sale of property, plant and equipment
Decrease/ (Increase) in other current assets
Decrease/ (Increase) in receivables
Decrease/ (Increase) in other non current assets
Net cash flow from operating activities

Cash flow from investing activities
Purchase of property plant and equipment / Intangible assets
Proceeds from sale of property plant and equipment
Net cash flow from investing activities
Cash flow from financing activities

Net cash flow from financing activities

Net increase/(decrease) in cash and cash equivalents

Cash and cash equivalent at the beginning of the period

Cash and cash equivalent at the end of the period

ANNEX 3 to
FC(2019)0053
Notes 2018 2017
28

303,506.28 298,672.87
303,506.28 298,672.87
37,523,699.60 2,541,483.55

24 571,179.75 (7.733,314.46)

927,257,363.45 (10,426,950.00)

68,692.00 (418,077.20)
926,238,213.22 11,350,465.15
(18,404,056.76) 9,721,188.18
(938,495,691.30) 905,746.83
958,759,399.96 5,940,542.05
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(964,432,104.14)

(1,550,639.40)

(964,432,104.14) (1,550,639.40)
(5,369,197.90) 4,688,575.52

114,629,206.74 109,940,631.22

109,260,008.88 114,629,206.74
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ANNEX 4 to
FC(2019)0053
NATO INTERNATIONAL STAFF
Statement of Changes in Net Assets/Equity
As at 31 December 2018
(in EUR)
Balance at the beginning of the period 2017 259,006.78
Changes in accounting policy
Restated balance
Net (gains)/losses recognised directly in net assets/equity
Exchange difference on translating foreign operations
Gain on property revaluation
Surplus/(deficit) for the period 298,672.87
Change in net assets/equity for the year ended 2017 298,672.87
Balance at the end of the period 2017 557,679.65
Balance at the beginning of the period 2018 557,679.65
Changes in accounting policy
Restated balance
Net (gains)/losses recognised directly in net assets/equity
Exchange difference on translating foreign operations
Gain on property revaluation
Surplus/(deficit) for the period 303,506.28
Change in net assets/equity for the year ended 2018 303,506.28
Balance at the end of the period 2018 861,185.93
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NATO UNCLASSIFIED

6-1 ANNEX 6 to
FC(2019)0053

EXPLANATORY NOTES TO NATO INTERNATIONAL STAFF
2018 FINANCIAL STATEMENTS

NOTE 1: GENERAL INFORMATION

NATO's essential purpose is to safeguard the freedom and security of its members through political and
military means. Politically, NATO promotes democratic values and encourages consultation and
cooperation on defence and security issues to build trust and, in the long run, prevent conflict. Militarily,
NATO is committed to the peaceful resolution of disputes. If diplomatic efforts fail, it has the military
capacity needed to undertake crisis-management operations. These are carried out under Article 5 of
the Washington Treaty - NATO's founding treaty - or under a United Nations mandate, alone or in
cooperation with other countries and international organizations.

The International Staff was created in 1951 to support the North Atlantic Council (NAC) (Council
resolution D-D(51)30). The “Agreement on the Status of the North Atlantic Treaty Organization” defined
its status, which National Representative and International Staff negotiated and signed in September
of 1951.

The IS is an advisory and administrative body whose primary role is to support the national delegations
of the 29 member states at NATO Headquarters. It produces policy papers, background notes and
reports on issues relevant to NATO's political and military agenda and, in doing so, supports the process
of consensus building and decision-making in the Alliance. The IS then helps to implement the decisions
taken in NATO’s committees and liaises closely with the nations and NATO's International Military Staff
(IMS).

Headed by the Secretary General, the IS includes eight divisions, each headed by an Assistant
Secretary General and a number of Independent Offices headed by Directors. Some 1,000 civilians
waork within the IS at NATO Headquarters in Brussels, Belgium. They owe their allegiance to the Alliance
throughout the period of their appointment. They are either recruited directly by the Organization or
seconded by their governments and each appointment is approved by the Secretary General.

The financial statements cover the budgetary and financial operations relating to the NATO International
Staff (IS) budgeted and non-budgeted functions and programs.

NOTE 2: ACCOUNTING POLICIES

The principal accounting policies adopted in the preparation of these financial statements are set out
below.

Declaration of conformity

The NATO-IS financial statements have been prepared in accordance with the NATO Accounting
Framework which adapts a small number of IPSAS standards to better suit the specific requirements
of the Alliance (as originally approved by nations under C-M(2013)0039 on 26 July 2013 and revised
under C-M(2016)0023 on 29 April 2016) and with the NATO Financial Regulations (NFR) and respective
Financial Rules and Procedures (FRP).

Basis of preparation

The financial statements have been prepared on a going-concern basis: NATO-IS will continue in
operation for the foreseeable future.

The amounts shown in these financial statements are presented in EUR
The financial year begins on 1 January and ends on 31 December of the same year.

The following IPSAS have no material effect on the 2018 financial statements of the NATO-IS:
IPSAS 5: Borrowing Costs

NATO UNCLASSIFIED
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IPSAS 7: Investments in Associates.

IPSAS 8: Interests in Joint Ventures

IPSAS 10: Financial Reporting in Hyperinflationary Economies
IPSAS 11: Construction Contracts

IPSAS 16: Investment Property

IPSAS 21: Impairment of non-cash generating assets

IPSAS 26: Impairment of Cash-Generating Assets

IPSAS 27: Agriculture

IPSAS 32: Service Concession Arrangements: Grantor

Concerning IPSAS 6: Consolidated and Separate Financial Statements, the transactions concerning
the NATO Staff Centre as it was managed on the premises of the previous NATO HQ up until August
2018 are not consolidated with those of the International Staff, as the IPSAS 6 “Consolidated and
Separate Financial Statements” would require, but are reported separately in accordance with a specific
NAC decision taken under C-M(20103)0054. The new management model adopted by Nations
concerning Morale and Welfare Actitivies, in place from September 2018 further to the move to the new
premises, requires consolidation within the NATO International Staff accounts.

Segment Reporting

A segment is a distinguishable activity or group of activities for which it is appropriate to separately
report financial information. For NATO IS the segment information is based on principal activities and
different sources of financing for different categories of activities of the organisation. To this end, the
following segments have been adopted: Civil Budget, Reimbursable Expenses, Personnel Management
Information System, Office of Shared Services, Extra-Budgetary Funds, Partners' Accommodation,
Refurbishment of Building Z and, since September 2018, the Morale and Welfare Recreational Activities
(MWR) (see above).

Changes in Accounting Policy
None to report.
Reclassification of Financial Statements of Previous Years

None to report. It should be noted, however, that a number of regularisations of transactions pertaining
to previous years were done during 2018 to correct issues related to the first period of use of the new
EPR system early in 2015, however this should not affect the comparability of information between
financial years.

Use of estimates

In accordance with generally accepted accounting principles, the financial statements include amounts
based on estimates and assumptions by management, according to the most reliable information
available, judgement and assumptions. Estimates include accrued revenue and expenses. Actual
results could differ from those estimates. Changes in estimates are reflected in the period in which they
become known.

Foreign currency transactions

The NATO-IS budget is authorized and managed in EUR so contributions are called in EUR. The same
situation prevails for the other entities which are budget driven such as the Personnel Management
Information System and the Office of Shared Services. Foreign currency transactions as required are
accounted for at the NATO exchange rates prevailing on the date of the transaction. Monetary assets
and liabilities at year-end which were denominated in foreign currencies were converted into EUR using
the NATO exchange rates applicable at 31 December of the fiscal year.

Realised and unrealised gains and losses resulting from the settlement of such transactions and from
the revaluation at the reporting dates of monetary assets and liabilities denominated in foreign
currencies are recognised in the Statement of Financial Performance.

NATO UNCLASSIFIED
6-2



NATO UNCLASSIFIED

6-3 ANNEX 6 to
FC(2019)0053

Financial risks

NATO-IS uses only non-derivative financial instruments as part of its normal operations. These financial
elements include cash, bank accounts and deposit accounts.

All the financial instruments are recognised in the Statement of Financial Position at their fair value.

The Organisation is exposed to a variety of financial risks, including foreign exchange risk, credit risk,
currency risk, liquidity risk and interest rate risk.

a. Foreign currency exchange risk

The exposure to foreign currency risk is limited as the majority of the NATO-IS’s expenditures are made
in EUR. The current bank accounts are held in EUR, CAD, CHF, DKK, GBP, NOK and USD. There are
accounts with local banks for the Information and Liaison Offices in New York, Moscow, Kyiv, Thilisi,
Chisinau and Tashkent. The currency risk associated with these holdings is considered limited in
consideration of the level of the aggregated amount held in these accounts.

The maximum exposure as at year end is equal to the total amount of bank balances, short term
deposits and receivables. There is very limited credit risk associated with the realization of these
elements.

b. Credit risk

Concerning cash and cash equivalent, the NATO-IS credit risk is managed by holding current bank

accounts and short term highly liquid deposits that are readily convertible to a known amount of cash
held principally with ING Bank (Belgium) which has the following short term credit ratings:

Credit Ratings as at 01/03/2019

Short Term Fitch Moody's S&P
ING Bank - Shortterm | F1 P1 A-1
Monte Paschi B Not rated Not rated
Wells Fargo F1 P1 A-2

c. Liquidity risk

The liquidity risk, also referred to as funding risk, is based on the assessment as to whether the
Organisation will encounter difficulties in meeting its obligations associated with financial liabilities. A
liquidity risk could arise from a short term liquidity requirement. There is a very limited exposure to
liquidity risk because of the funding mechanism which guarantees contributions in relation to the
approved budgets. Some limited risk could be due to the accuracy of budget forecasts. However, past
history shows that this process results in surpluses, and the budgetary rules provide for revised budgets.

d. Interest rate risk

Except for certain cash and cash equivalent balances, the NATO-IS financial assets and liabilities do
not have associated interest rates. NATO-IS is restricted from entering into borrowings and
investments, and, therefore, there is an insignificant interest rate risk. Interest earned is not a budgetary
resource but contributes to the surplus owed to Nations.

Current Assets

a. Cash and cash equivalents

Cash and cash equivalents are defined as short-term assets. They include cash in hand, deposits held
with banks, other short term highly liquid investments.

NATO UNCLASSIFIED
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This includes funds managed on behalf of third parties which are held in cash and are presented as a
liability. They are accounted for when cash is effectively received.

b. Receivables
Receivables are stated at net realisable value, after provision for doubtful and uncollectable debts.

Contributions receivable are recognised when a call for contribution, based on the approved budget,
has been issued to the funding Nations. These receivables represent the uncollected contributions from
Member Nations. No allowance for loss is recorded with respect to Member countries’ assessed
contributions receivable.

c. Prepayments

A prepayment is a payment in advance of the period to which it pertains and is mainly in respect of
advance payments made to third parties. This item may include advances made to NATO staff in
accordance with Civilian Personnel Regulations (such as advances on salaries or on education
allowance).

d. Other Current Assets

Other Current Assets correspond to miscellaneous amounts due to NATO IS such as accrued income,
rent related deposits, and other assets that do not result from the standard order to cash process, such
as the counterpart of untaken leave, miscellaneous transactions to be regularized, including between
entities managed by the IS Office of Financial Control, and advances made to non-consolidated NATO
entities, generally in order to ease their treasury situation.

e. Inventories

As mentioned above, NATO's adaptations of IPSAS are spelled out in C-M(2016)0023 of April 2016,
which included IPSAS 12 Inventories. Furthermore, C-M(2017)0043 of September 2017 approved the
NATO Accounting Policy for Inventory.

When it comes to assessing the control of NATO Inventory, these documents define a set of 10 criteria
to be used in assessing the level of control of an Inventory asset. A positive response on six of the
criteria will lead to the asset being capitalised in the financial statements if it is above the capitalisation
threshold. This is applied from January, 2013, under the initial NATO Accounting Framework C-
M(2013)0039 of July 2013.

Criteria that may indicate control of an asset

The act of purchasing the asset carried out (or resulted from instructions given) by the NATO
Reporting Entity.

The legal title is in the name of the NATO Reporting Entity.

The asset is physically located on the premises or locations used by the NATO Reporting Entity.
The asset is physically used by staff employed by the NATO Reporting Entity or staff working under
the NATO Reporting Entity’s instructions.

The fact that the NATO Reporting Entity can decide on an alternative use of the asset.

The fact that the NATO Reporting Entity can decide to sell or to dispose the asset.

The fact that the NATO Reporting Entity, if it has to remove or destroy the asset, can take the decision
to replace it.

The fact that a representative of the NATO Reporting Entity regularly inspects the asset to determine
its current condition.

The fact that the asset is used in achieving the objectives of the NATO Reporting Entity.

The fact that the asset will be retained by the NATO Reporting Entity at the end of the activity.

Capitalisation thresholds relevant to the financial statement are as follow:
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Category Threshold Basis
Consumables €50,000 Per location/warehouse
Spare Parts €50,000 Per location/warehouse
Ammunition €50,000 Per location/warehouse
Strategic stocks €50,000 Per location/warehouse

Slow moving inventory — Assuming turnover of stock is over a 12 month period, any items not used
over a 36 month period will be deemed to be slow moving.

Strategic stock — Some complex elements of slow moving stock can be identified as strategic if they
are deemed essential to the effective operation of an asset and cannot be readily replaced by
commercial off the shelf items or cannot be purchased due to market decisions to close production lines
of key inventory items due to the advanced age of the strategic asset to which the stock relates

NATO IS will capitalise inventory which it controls in its financial statements. Where there is a conflict
between more than one NATO Reporting Entity as to the control of inventory, only the end-user entity
will report the inventory in its financial statements, based on reliable information provided by the NATO
services provider entity as defined in individual agreements between the two entities.

NATO IS will include transportation costs involved in bringing the inventories to their present location
and condition in the initial valuation of inventory. These costs will be measured on the actual cost of
transportation per item of inventory or by using an apportionment of the global transportation costs of
bringing the inventories to their present location and condition across all inventory items in the period.
Transportation costs involved in the subsequent movement of inventory which brings them into
operational use will not be included in the value of inventory. The method of measuring these costs will
be disclosed.

NATO IS may consider inventory acquired prior to 1 January 2013 as fully expensed.

For inventory held prior to 1 January 2013, and not previously recognized as an asset, NATO IS will
provide a brief description of inventory held within their inventory recording systems in the notes to the
financial statements. Such disclosure will include as a minimum the types of inventories held, locations
where inventories are held and the approximate number of items held per asset category.

Where this adaptation conflicts with another requirement of IPSAS this adaptation shall apply. For the
remainder, IPSAS 12 shall apply.

NATO IS assesses inventories under IPSAS 12. The outcome of this assessment is that the value of
the inventories is immaterial both in value and in terms of the nature of the items held. Consequently,
inventory is fully expensed on receipt. The materiality will be assessed each year.

Inventories relate to those across the IS HQ. Inventories in external offices abroad are not considered
to be material.

Fixed assets (Property, Plant & Equipment and Intangible Assets)
a. Property, Plant & Equipment

As mentioned above NATO’s adaptation of IPSAS are spelled out in C M(2016)0023 of April 2016
among which were specific items addressing IPSAS 17 PPE. Furthermore, C-M(2017)0022(INV)
approved the NATO accounting policy for Property, Plant and Equipment.

When it comes to assessing the control of NATO over PPE these documents define a set of 10 criteria
to be used in assessing the level of control of a tangible asset. A positive response on six of the criteria
will lead to the asset being capitalised in the financial statements if it is above the capitalisation
threshold. This is applied from January 2013, under the initial NATO Accounting Framework C-
M(2013)0039 of July 2013

Capitalization thresholds relevant to the financial statement are as follow:
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Category Threshold Depreciation life Method
Land €200,000 N/A N/A
Buildings €200,000 40 years Straight line
Other infrastructure €200,000 40 years Straight line
Installed equipment € 30,000 10 years Straight line
Machinery € 30,000 10 years Straight line
Vehicles € 10,000 5 years Straight line
Aircraft €200,000 Dependent on type Straight line
Vessels €200,000 Dependent on type Straight line
Mission equipment € 50,000 3 years Straight line
Furniture € 30,000 10 years Straight line
Communications € 50,000 3 years Straight line
Automated information € 50,000 3 years Straight line
Systems

In light of the move to the New NATO HQ in 2018, it has been decided, in general, that core PPE
relating to the previous HQ and Building Z will be fully expensed as will any fixed equipment and
furniture that is not to be transferred to the current HQ. Only movable items purchased with a view to
being used again in the current HQ/Building Z environment will be capitalized.

Early 2019, the Budget Committee approved the write-off of all IS and IMS Furniture, Fixtures and
Equipment left in the previous HQ further to the move to the new site (BC-D(20019)0034 (INV)).

Where and as appropriate, the value of specific pieces of PPE (for example buildings), will be broken
down into component parts to allow depreciation of different parts of the asset at different rates. The
IS has considered PP&E acquired prior to 1 January 2013 as fully expensed. For PPE held prior to
1 January 2013 and not previously recognized as an asset, the IS will provide a brief description in the
Notes below.

NATO-IS deems that the NAC, by approving this guideline, recognized that the resources necessary to
deal with the issues capitalising the legacy assets would exceed the benefits. In tight of this and,
combined with the fact that substantial assets would not survive the move to the current NATO HQ in
2018, NATO-IS decided to apply the IPSAS principle of balance between Benefit and Cost (IPSAS 1,
Appendix A).

b. Intangible Assets

As mentioned above, NATO's adaptations of IPSAS are spelled out in C-M(2017)0023 of April 2013,
which included IPSAS 31 Intangible Assets. Furthermore, C-M(2017)0044 approved the NATO
accounting policy for intangible assets.

When it comes to assessing the control of NATO over Intangible Assets, these documents define a set
of 10 criteria to be used in assessing the level of control of an Intangible asset — they are the same as
mentioned above under Inventory. A positive response on six of the criteria will lead to the asset being
capitalised in the Financial Statements if it is above the capitalisation threshold. This is applied from
January 2013, under the initial NATO Accounting Framework C-M(2013)0039 of July 2013.

NATO Intangible Assets Capitalization Thresholds - NATO-IS will capitalise each intangible asset item
that is above the following agreed NATO thresholds:

Category Threshold Depreciation life Method
Computer software (commercial €50,000 4 years Straight line
off the shelf)

Computer software (bespoke) €50,000 10 years Straight line
Computer database €50,000 4 years Straight line
Integrated system €50,000 4 years Straight line
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NATO-IS will capitalize all controlled intangible assets above the NATO Intangible Asset Capitalization
Threshold. For anything below the threshold, the IS will have the flexibility to expense specific items.
NATO-IS will capitalize integrated systems and include research, development and implementation,
and can include both software and hardware elements. But NATO-IS will not capitalise the following
types of intangible assets in its financial statements:

rights of use(air, land and water);
landing rights;

airport gates and slots;

historical documents; and,
publications

NATO-IS will capitalize other types of intangible assets acquired after 1 January 2013 including:

e Copyright
¢ Intellectual Property Rights
o Software development

NATO-IS may consider intangible assets acquired prior to 1 January 2013 as fully expensed. The IS
looked as far back as 2006 in establishing values of work in progress, especially software under
development.

NATO-IS will report controlled intangible assets in its financial statements. Where there is a conflict
between more than one NATO Reporting Entity as to the control of intangible assets, only the end-use
entity will capitalise the intangible asset in its financial statements based on reliable information provided
by the NATO services provider entity as defined in individual agreements between the two entities.

Forintangible assets held prior to the 1 January 2013 and not previously recognized as an asset, NATO-
IS will provide a brief description of intangible assets held in its intangible asset recording systems in
the notes to the financial statements. Such disclosure will include as a minimum the types of intangible
assets held, locations where they are held, and the approximate number of items held per asset
category.

If an intangible asset is upgraded after 1 January 2013, only the portion related to the modification will
be capitalized.

Where this adaptation conflicts with another requirement of IPSAS, this adaptation will apply. For the
remainder, IPSAS 31 shall apply. This adaptation is effective for financial reporting periods beginning
on 1 January 2013.

Current liabilities

a. Payables

Payables are amounts due to Nations in relation with budget rules or to third parties for goods received
and services provided that remain unpaid. This includes an estimate of accrued obligations to third
parties for goods and services received but not yet invoiced.

b. Advances and Unearned revenue

Funds are always called in advance of need because NATO-IS has no capital that would allow it to pre-
finance any of its activities.

Unearned revenue represents participating Nations’ contributions which have been called for current
budgets but that have not yet been recognised as revenue in the absence of matching expenses.

Advances are recognised when calls in relation to future year budgets are issued. Advances made by
contributing nations outside of the call for contributions process are recorded when cash is received.

NATO UNCLASSIFIED
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c. Other Current Liabilities

Amounts corresponding to the current year budgetary surplus (lapsed credits + net interest +
miscellaneous income) are considered a liability towards the contributing nations. The settlement does
not follow the normal accounts payable process, since the standard approach is to return them to
contributing nations via a deduction of the following year's call for budget contributions. This liability is
therefore classified under Other Current Liabilities.

This item may include other liabilities that do not result from the standard procure to pay process, such
as miscellaneous transactions to be regularized between entities managed by the 1S Office of Financial
Control.

This item also includes the valuation of staff untaken leave.
Non-Current Liabilities

The long term unearned revenue is unearned revenue in relation to net carrying amounts of property,
plant and equipment and intangible assets. Revenue is recognised over the estimated life cycle of the
property, plant and equipment and the intangible assets.

Net Assets

Net Assets correspond to cumulative surpluses/deficits of non-budgetary activities such as Partner
Accommodation where income follows a process that is relatively independent from the actual level of
expenses, and does not automatically balance expenses as in the standard NATO budget process. For
such activities, the yearly execution results in a surplus or a deficit.

Leases

In addition to lease agreements that NATO-IS has signed for its own use, lease contracts were signed
by NATO-IS for some delegations’ accommodation; the related costs are charged back to the occupants
in relation to the surface they occupy in the leased buildings.

Revenue and expense recognition
a. Revenue from non-exchange transactions

Revenue from non-exchange transactions comprises contributions from Participating Nations when
they are based on officially approved cost shares or on a voluntary basis that are not approximately
equal to the proportion of value received. This applies to all budget driven segments or entities (Civil
Budget, Office of Shared Services) and to Extra Budgetary Funds.

Civil Budget contributions to be called from Member Nations, based on the budget approved by the
North Atlantic Council, are initially recorded as unearned revenue liabilities. Because contributions are
subject to conditions that, if unfulfilled, require the return of the transferred resources, the entity
recognises a liability until the condition is fulfilled.

Assessed contributions for the NATO-IS Civil Budget are accounted for as unearned revenue when
called; revenue is recognised and the liability is discharged when the conditions are fulfilled. Revenue
is recognised in that it is probable that the economic benefits will flow to the entity and the revenue can
be measured reliably. The balance of unspent contributions and other revenues which relate to future
periods are deferred accordingly.

Voluntary contributions such as pledges in relation to Extra Budgetary Funds are accounted for as
unearned revenue when confirmed by the donor; revenue is recognised and the liability is discharged
when the conditions are fulfilled.
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In-kind contributions of services are currently not recognised in the Statement of Financial Performance.
The number of Voluntary National Contributions (VNCs) staff is disclosed in the “employee disclosure”
section below.

b. Revenue from exchange transactions

Resources of revenue from exchange transactions are measured at fair value of the consideration
received or receivable and are recognised when goods and services are delivered. This is revenue in
relation to the reimbursement of administrative support and common operating costs, Refundable
Expenses, PMIS and Partners’ Accommodation costs.

c. Long term unearned revenue

The budget resources provided by Nations for the funding of capital expenditure are recognised as a
liability in the Statement of Financial position as long term unearned revenue. Earned revenue will be
progressively recognised from long term unearned revenue, in an amount equal to annual depreciation
of the related non-current assets, as future economic benefits and service potential will flow to the NATO
international Staff when the asset is operational.

NOTE 3: CASH AND CASH EQUIVALENTS

The current bank accounts at NATO HQ are held in EUR, CAD, CHF, DKK, GBP, NOK and USD.
Deposits are held in bank current accounts that are immediately available.

NATO-IS has information and liaison offices in Moscow, Kyiv, Tbilisi and Chisinau. Current accounts
of these offices are held with local banks.

Cash is also held for Extra Budgetary Funds for which NATO-IS is the executing agent and therefore
acts as the principal, or for which NATO-IS acts as Treasurer. These projects are not financed by the
common funding principle. These Extra Budgetary Funds managed on behalf of third parties are held
in cash or as a receivable if they correspond to an unpaid non-budgetary contribution in relation to
nationally funded elements. In the case of an anticipated contribution, they are accounted for when
cash is effectively received. The corresponding amounts are presented as a current liability.

NATO Reimbursable Expenses, Partners’ Accommodation and Building Z Refurbishment use the same
bank account as NATO IS. The breakdown provided below corresponds to their implicit position which
may be positive or negative (in case they find themselves in a cash shortage position such as Partners’
Accommodation because of the prepayments to be made in relation to leases of related buildings).

Cash and cash equivalent (amounts in EUR) 2018 2017

NATO IS HQ Civil Budget 33,163,660.98 48,435,310.56
NATO IS External Offices A 586,742.36 460,187.19
NATO IS Petty Cash 7,964.51 3,998.83
NATO IS HQ Reimbursable Expenses (1,504,337.10) (145,814.73)
PMIS (157,838.58) 145,460.07
Office of Shared Senices 942,678.71 1,145,436.09
Extra Budgetary Funds 13,439,184.32 16,647,919.60
Partners’' Accomodation (470,356.88) (670,749.04)
Refurbishment of Building Z 2,137,025.48 2,106,133.15
Morale and Welfare Recreational Activities (Staff Centre) 335,228.86 n.a.

Total 48,479,952.66 68,127,881.72

There was a discrepancy, end 2017, between the general ledger and cash on the bank statements. The
Budget Committe approved the write-off of the remaing amount of EUR 53,316.95 corresponding to this
imbalance (BC-DS(2019)011(INV)).

NATO UNCLASSIFIED
6-9



NATO UNCLASSIFIED

ANNEX 6 to 6-10
FC(2019)0053

NOTE 4: SHORT TERM INVESTMENTS

Short term investments are made in highly liquid and high quality paper in consideration of the situation
ofinterest rates. For practical reasons all funds are placed from the IS bank accounts including amounts
originating from another segment. The table below indicates the origin of the funds subject to short
term investments.

Short Term Investments (amounts in EUR) 2018 2017
NATO IS HQ Civil Budget 50,000,025.02 35,001,325.02
NATO IS HQ Reimbursable Expenses) - -
NATO IS Extemal Offices - -

PMIS - -
Office of Shared Senices - 1,500,000.00
Extra Budgetary Funds 10,780,031.20 10,000,000.00

Partners' Accomodation - -
Refurbishment of Building Z - -
Total 60,780,056.22 46,501,325.02

NOTE 5: CURRENT ASSETS: ACCOUNTS RECEIVABLE

Accounts receivable are mainly outstanding contributions for the NATO Civil Budget related to the call
issued at the end of the year and amounts due by other bodies and member Nations for services
rendered by the International Staff (Common Operating Costs and Administrative Support).

Contributions receivable from NATO member Nations are essentially funds requested from the Nations
to finance the Civil Budget and the advances called in relation to the following year Civil Budget that
remain unpaid at year end. In accordance with the standard procedure, one advance for the following
year's budget is called at the end of the current year and two calls for contributions are issued during
year, usually in February and in November. Other receivables from NATO member Nations correspond
mainly to amounts due in relation to common operating costs, administrative support and rental of office
accommodation.

Receivables from Member or Partner Nations and others correspond to amounts due in relation to
common operating costs, administrative support, rental of modular buildings, accommodation fees of
Partner buildings, items procured on behalf of third parties, contributions to the Von Karman Institute
etc. They also correspond to outstanding amounts in relation to the funding of specific national
requirements concerning the refurbishment of Building Z.

Receivables from staff correspond to miscellaneous services (e.g. use of telephone for private
purposes). This item also includes amounts due from the insurer to compensate for salary costs of staff
on long term sick leave.

NOTE 6: PREPAYMENTS

Prepayments to suppliers relate mostly to rental fees for the year to come, which have to be paid in
advance, and to advances to the Belgian Ministry of Defence in relation to minor works to be done in
the current NATO HQ.

Prepayments to staff members correspond to advances to be regularised (mainly education allowances
for the following year but also travel on duty, and loans, as provided by the CPRs).
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2018
. Partners'
Prepayments (in EUR) IS Accomodation Total
Suppliers 1,708,311.69 1,290,043.89 2,998,355.58
Staff 1,337,379.09 - 1,337,379.09
Others - - -
TOTAL 3,045,690.78 1,290,043.89 4,335,734.67
2017
' Partners'
Prepayments (in EUR) IS Accomodation Total
Suppliers 1,442,193.43 1,283,123.82 2,725,317.25
Staff 1,306,815.19 - 1,306,815.19
Others . - -
TOTAL 2,749,008.62 1,283,123.82 4,032,132.44

NOTE 7: OTHER CURRENT ASSETS

These consist essentially of the counterpart of the valuation of untaken leave (EUR 1,966,535.32) and
advances to non-consolidated NATO entities (EUR 1.137 million).

The counterpart of untaken leave is a valuation of the potential budgetary contribution that would be
required if this untaken leave were to be paid. However as indicated in the note on Employee Disclosure,

untaken leave is normally never paid.

Advances to the Post Employment Benefit Schemes are cash advances to the Defined Contribution
Pension Scheme to ease the payment of invalidity and retirement annuities (EUR 320,000 end 2018;
EUR 200,000 end 2017). Advances were also done towards the previous NATO Staff Centre to ease
its liquidity situation up until its financial closure (EUR 817,898.75 end 2018; EUR 261,898.75 end

2017).

NOTE 8: INVENTORIES

The table below provides a breakdown of inventories.

Description Stock Value as of 31Dec17  |2018 lssues 2018 Purchases Stock Value as of 31Dec18

Office Supplies € 212,070.24 | € 96,291.12 | € 114,120.59 | € 229,899.71
Buildings & Infrastructure Supplies | € 170,563.09 | € 24473011 ] € 142,967.99 | € 68,800.97
TV Studio Supplies € - € - € - € -

Vaccines & Medicines € 4,578.06 | € 9,188.82 | € 10,115.55 | € 5,504.79
NOS Consumables € 39,534.00 | € 35,174.40 | € 51,723.00| € 56,082.60
Total € 426,745.39 | € 385,384.45 | € 318,927.13 | € 360,288.07

NOTE 9: NON CURRENT ASSETS: RECEIVABLES

Nothing to report.

NOTE 10: PROPERTY, PLANT AND EQUIPMENT

The following principles have been applied.

Property, Plant and Equipment

Infrastructure, plant and equipment are stated under the accounting principles mentioned in Note 2

above.
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This consists principally of costs related to the Network Realignment and Robustness (NR2) and
audiovisual equipment. Network Realignment and Robustness (NR2) is part of a strategic plan to
revitalize the management and support of Information and Communications Technology (ICT) within
the previous Headquarters. This element delivered a hardware and software upgrade to the physical
infrastructure for which the bulk was delivered prior to the close of 2012.

Land and buildings

Land and buildings are shown at fair value, based on internal valuation and judgment on each reporting
date.

Concerning the current NATO HQ:

During the first half of 2018, NATO moved to its new premises further to the handover from the Host
Nations (Belgium and NCIA) to NATO of the all of the main elements of the projects that enabled
operations in the new building. As a consequence, and as per the provisions of the NATO Accounting
Framework (C-M(2016)0023), all assets that were recorded as work in progress in the “New NATO HQ"
financial statements have been transferred to the NATO International Staff, or the NCIA (for the IT
assets).

The value of the current HQ building includes items considered as Common Funded and items
considered as Nationally Funded. The reasoning stems from a number of factors. The current HQ
building constitutes a coherent and global building whose purpose is to bring together member nations
in order to enable an efficient and effective consultation process. This situation whereby dedicated
National Representations are present on site is very specific to NATO and does not always exist in
other comparable international organizations. The member nations are not considered, from a legal
perspective, as having direct property rights on the parts of the building corresponding to their own
delegation premises, but rather having an exclusive right of use. In this respect the different funding
mechanisms cannot be deemed a factor justifying a specific accounting treatment. The situation also
carries certain restrictions, such as the inability to execute works affecting or altering the basic structure
of the building, or to use the premises for purposes different than housing their national delegation to
NATO, or to independently sell their premises. Additionally, it is difficult to accurately distinguish the
value between these common and nationally funded elements. Their inclusion provides useful and
clear information which contributes to financial transparency. Common funded and nationally funded
construction works were managed as a single project. The economic benefit or the service potential is
measured by the contribution to consensus building and therefore it cannot be separated from NATO’s
purpose. Therefore, this would not justify a separate accounting treatment.

It should be noted that this approach does not apply to the national fit-out segment, for which four
nations decided to act separately.

There are no longer any PPE or IT assets appearing on the statement of financial position of the current
NATO HQ.

Although parts of the building and its systems had been handed over from the PMT to NATO
International Staff during 2017, the handover process was not complete by end 2017; elements still
remained in the hands of the PMT and of the NCIA. NATO International Staff did not yet benefit from
the service potential of the building at year end 2017.

Concerning the previous NATO HQ:

Belgium granted to NATO by way of cancession a plot of land on which NATO was authorized to erect
all necessary buildings and facilities needed to perform its functions. A symbolic price is paid annually
for the rent. NATO is the full owner of all structures built thereon. Belgium remains the sole and full
owner of the land, which is public domain (*domaine publique”). The concession ends 180 days after
NATO has left the buildings and facilities. At the end of the concession, there will be no property rights
transferred to NATO. As a consequence, given the indefinite economic life of land and the specific
nature of concessions, the use of the land is classified as an operational lease. The rent charged by
the host nation is recognised as an expense in the Statement of Financial Performance.
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The original buildings of the previous HQ site are estimated as having a zero value in consideration of
their age, of the terms of the concession agreement, of the limited value for money of an evaluation
study and of the move to new premises in 2018.

Items purchased prior to 1 January 2013:

Material and non-recorded items purchased prior to 1 January 2013 are the fourth wing of Building Z,
assessed at the historical cost of EUR 2.566 million, and the Secretary General's residence with an
assessed market value of EUR 10,300,000 as at November 2013.

The table below concerns the IS for its Civil Budget segment.

Canyi Corrections
(amounts in EUR) Amoun:tnegnd related to PPE Additions Disposals | Depreciation Reclass Impairment Canying Amount
2017 T module .

COMMON FUNDED
Land & Building 666,899,391.64 0] (9,726,497.30) 0| 657.172,894.34
quip 49,779.75 294,627,717.55 0 (17,232,973 694,282 0] 278,138,805.98
Machinery 206,501.49 331,700.00 0 (66,014)) 0 472,187.57
Transportation Equipment 154,035.19 1,798.00 189,106.35 (5.871) (90,087) 0 248,881.76
Communications 54,050.75 ] (45,430) 0 8,620.93
IT Equipment 373,700.00 (331,700.40) 220,027.57 1] (70,844) 0 191,183.61
Intangible assets 5,920,553.94 417,580.40 21,097.01 (10,711,243) 8,470,684 4,118,682.51
Intangible assets under development| 8,843,309.24 2,480,634.81 (9,164,966), 2,158,978.16
TOTAL 15,601,930.36 419,388.00 | 964,437,974.93 | (5,870.79)| (37,943,087.64) - I - 942,510,334.86

Corrections had to be done further to an analysis of the depreciation durations applied to certain items
capitalized prior to 2018 resulting in an increase of EUR 419,388, which was balanced by an equivalent
adjustment to Long Term Unearned Revenue.

Aﬁlenegn d mi?;ﬁ:?;s Additions Disposals | Depreciation Reclass Impairment | Canying Amount
(amounts in EUR) 2017 2017 2017 2017 2017 end 2017
2016 module

COMMON FUNDED
Automated Information Systems 45,229.33 (45,229.04) 0.30
Installed equipment 55,636.12 (5,856), 49,779.75
|Machinery 65,860.00 156,420.50 (15,779) 206,501.49
Transportation Equipment 125,539.28 79,813.73 (51,318) 154,035.19
Communications 331,891.73 (277,841)) 54,050.75
IT Equipment 628,684.68 (9,405) (245,580) 373,700.00
Intangible assets 5,628,657.53 941,780.17 (2.136,055)| 1,486,172 5,920,553.94
Intangible assets under development] 9,711,276.22 372,625.00 | (1,240,592), 8,843,309.24
TOTAL 16,592,774.89 - 1,550,639.40 - (2,541.483.64)| - - 15,601,930.66

There is also PPE under construction related to the refurbishment of Building Z in the amount of
EUR 2,542,957.6 (EUR 742,978.80 end 2017).

NOTE 11: INTANGIBLE ASSETS

Intangible assets are stated at historical cost minus accumulated depreciation and any recognized
impairment loss. The assets deemed valid are software/hardware systems that are work in progress
and will be continue to be used in the current HQ. They are as follows:

» Digital Assets Management System (DAMS) — this is a Public Diplomacy tool that makes
NATO'’s digital assets accessible in multiple formats to the media. It will improve the retrieval
and availability of multimedia files to all NATO Staff and will serve as Public Diplomacy's single
shared storage platform for all public digital assets.

» Enterprise Resource Planning (ERP) — this Oracle based software enables NATO-IS to more
effectively manage and report on the human and financial resources under its responsibility by
integrating business processes from Finance, Budget, Procurement, Facility Management, and
Human Resources (HR).
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* Integrated Library System (ILS) — the project is designed to provide an online library automation
solution to support the daily operations of the IS Library (which is part of PDD) ranging from
cataloguing and circulation procedures to delivering resources and services via its website.

*  Web Content Management (WCM) — the project updates and improves the web based content
management system for the public website of NATO Headquarters.

* Enterprise Information Management (EIM) is a core multi-year program of procedures and
integrated software applications to manage information throughout NATO HQ and ensure that
information is handled effectively and securely.

* Project Portfolio Management System (PPM) is part of a NATO Resource Reform process
under the aegis of the NATO Office of Resources (NOR). The system provides the necessary
functionality for collecting, analysing, validating, recording, consolidating and reporting
information on current and planned common funded military resources in terms of Investment,
Operation and Maintenance and Manpower costs.

Depreciation

Straight-line depreciation method is used for all categories, with the life cycles in keeping with those
stated in the accounting policy.

Impairment of fixed assets

The carrying amounts of fixed assets are reviewed for impairment if events or changes of circumstances
indicate that they may not be recoverable. If any such indication exists, the recoverable amount of the
asset is estimated in order to determine the impairment loss. Any provision for impairment losses is
charged against the Statement of Financial Performance in the year concerned.

NOTE 12: OTHER NON-CURRENT ASSETS

An amount of EUR 9.787 million corresponds to the pre-financing of the cost of refurbishment and re-
investment works in Building Z. It is equal to the funding that would have been called from NATO
member nations, if the standard budgetary funding principles had been followed. This amount is based
on current estimates and it will be adjusted when final costs are known. Occupancy fees to be charged
to future occupants including the NATO International Staff will offset this amount.

NOTE 13: PAYABLES

Payables and accrued expenses may be to commercial suppliers, staff, Member Nations, other NATO
bodies and Partner Nations.

Payable to suppliers

Payable to suppliers relates to goods and services for which an invoice has been received, checked,
and queued for payment but for which payment was still pending at year-end.

Payable to personnel

Payable to personnel relates to amounts due to staff in relation to travel expenses and hospitalities.
Payable to Nations

There is a payable in relation to the reimbursable salaries due to certain countries (United States,
Norway and the Netherlands) for civilian staff members who are paid directly by their governments.

This amount payable can used by the nations in question applying it against their annual project
contribution.
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Payable to other NATO bodies
This includes amounts received from NATO bodies in support of projects funded by the Civil Budget.
Accruals

Accrued expenses correspond to the estimated obligation to third parties for goods and services
received but not yet invoiced.

The table below corresponds to the IS only.

Payables (in EUR) 2018 2017
Suppliers 4,047,547.10 3,860,011.47
Personnel Related 1,165,049.75 54,123.71
Member Nations 3,544,243.39 6,705,501.16
Accruals 19,232,424.96 8,411,147.49
Others 36,417.99
Total 27,989,265.20 19,067,201.82

NOTE 14: DEFERRED/UNEARNED REVENUE
Civil Budget:

Unearned revenue corresponds to contributions called for the current or previous years that NATO IS
plans to use as originally intended, but for which corresponding expenses will be incurred after the
reporting date of 31 December 2018.

Unearned revenue includes principally those amounts of contributions which will be spent in subsequent
years on the NATO Civil Budget as credits carried-forward resulting from the budget execution in
accordance with the NATO Financial Regulations. If the funds are not spent by the end of the second
year following the year for which they were approved, these funds will lapse unless a specific decision
is taken by member nations for a further carry-forward.

Extra Budgetary Funds:

Unearned Revenue corresponds essentially to contributions received in relation to Trust Funds for
which the related project activities are not yet completed. These amounts should be spent in future
years as the projects evolve.

NOTE 15: ADVANCES

The standard call for budget contributions process includes an advance on the foliowing year's budget.
Advances called amounting to EUR 52,000,000 relate to funding the 2018 Civil Budget (compared to
EUR 51,000,000 previous year).

In addition, some Nations made ad hoc voluntary advance budget contributions in the net amount of
EUR 3,432,530. (EUR 1.779 million end 2017).

NOTE 16: SHORT TERM PROVISIONS

There is a provision of EUR 68,692.00 in relation to a claim by the HQ catering services concessionnaire
concerning the situation under which it had to operate during the first months of activity in the new site.

NATO UNCLASSIFIED
6-15



ANNEX 6 to
FC(2019)0053

NATO UNCLASSIFIED

6-16

NOTE 17: OTHER CURRENT LIABILITIES:

(in EUR) 2018 2017
Current Year Surplus 13,725,854.29 18,377,825.81
Closed Operations (Trust Funds, Projects or Entities) 2,052,698.88 2,305,335.14
Untaken Leawe 1,966,535.32 1,786,579.40
Stikker Fund 95,774.61 95,774.61
Interentity Liability 10,000,000.00 11,955,046.87
Other 272,412.12 321,313.24
Ovwercall 3,916,859.84 -
Total Other Current Liabilities 32,030,135.06 34,841,875.07

Other Current Liabilities Linked to the Budget Process

Amounts corresponding to the current year budgetary surplus (lapsed credits + net interest +
miscellaneous income) are considered a liability towards the contributing nations. The settiement does
not follow the normal accounts payable process, since the standard approach is to return them to
contributing nations via a deduction of the following year's call for budget contributions. Nations may
also decide that part or all of the budgetary surplus is made available for use in future years (see Note
on Budget Information).

Lapsed credits are budget funds for which no legal liability exists. They cannot be spent in subsequent
years. Lapsed credits are deducted from the contributions due from Nations to fund the Civil Budget in
the second call of the following year. For the PMIS, lapsed credits are deducted from the amounts due
by the NATO participating entities for the following year. This principle does not apply to the Office of
Shared Services, as exceptionally agreed by the Budget Committee. The other activities do not follow
the standard budget process.

For the Civil Budget, receipts linked to interest, foreign exchange difference gains and bank charges
are deducted from the contributions due by Nations to fund the Civil Budget in the following year; the
deduction is made in the second call.

Miscellaneous receipts correspond to amounts collected by NATO-IS for services rendered to staff (e.g.
private phone calls) or services rendered to and works performed for entities, including Delegations,
present on the HQ site (e.g. telephone, refurbishment works, cabling). They also include amounts
related to Science for Peace and Security grants returned to NATO-IS. These receipts come as a
deduction in the calculation of the contributions due from nations to fund the Civil Budget in the following
year, the deduction is made in the second call.

There can occasionally be an under-call or over-call of contributions. This was the case in 2018 since
the information related to operations and maintenance amounts to be called from occupants of the HQ
building was not complete or available at the moment of the issuance of the last call for budget
contributions. Amounts concerned are regularised with the following calls for contributions.

Civil Budget Surplus (in EUR) 2018 2017
Lapsed Appropriations 13,806,453.55 16,824,733.52
Miscellaneous Income (84,467.69) 1,556,869.33
Net Financial Income 3,868.43 (3,777.04)
Total: Current Year Surplus 13,725,854.29 18,377,825.81
Under-Call (Over-Call) (3,916,859.84) -
Total 17,642,714.13 18,377,825.81
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Other Current Liabilities linked to closed or ad-hoc projects

Other Current Liabilities consist of monies initially contributed by Nations relating to balances of closed
Trusts Funds for which NATO-IS is awaiting instructions on the redistribution of funds, to the settliement
of the closure of former NATO entities (HAWK Agency) and AGS Support Staff Cell and to ad-hoc
contributions by some Nations to specific projects.

Untaken Leave

Included at year end 2018 is the valuation of Untaken Leave (which has no impact on the current
budgets) in the amount of EUR 1,966,535.32 (EUR 1,786,579.40 end 2017).

Stikker Fund

The Stikker Fund originates from a donation made by former Secretary General D.U. Stikker in the
1960s. In accordance with the conditions laid down by the donor, the Fund is used for special financial
aid to NATO staff in exceptional and distressing circumstances (EUR 95,774.61 unchanged between
2017 and 2018).

NOTE 18: NON-CURRENT LIABILITIES: LONG TERM PROVISIONS
Nothing to report.
NOTE 19: NON-CURRENT LIABILITIES: DEFERRED REVENUE

Long term unearned revenue is unearned revenue in relation to net carrying amounts of PP&E and
intangible assets. Revenue is recognised over the estimated life cycle of the PP&E and the intangible
assets when PP&E and intangible assets are recognized.

NOTE 20: OTHER NON-CURRENT LIABILITIES
Nothing to report.
NOTE 21: NET ASSETS

Corresponds to miscellaneous accumulated surpluses/deficits generated outside of the budget
execution context, essentially Partners Accommodation.

When the funding policy for Partners Accommodation (referred to as “Annex V") was established in
1997 (BC-DS(97)18 Revised), Annex IV had budgetary credits authorised to provide for Partner
accommodation on site. These were expanded to create offices in the Manfred Wérner Building. The
Civil Budget Committee then decided to have the Partners reimburse the total rent and operational
costs in proportion to the space they occupied. Further, Nations agreed that financing of Annex IV
should be treated separately from the Civil Budget. They also agreed that Annex IV would, in future,
be funded by Partners’ rental payments, therefore Annex IV is not subject to the lapse rules foreseen
in NATO's Financial Regulations. Over time, this process resulted in surpluses.

NOTE 22: REVENUE FROM NON-EXCHANGE TRANSACTIONS

Revenue is recognised to the extent that it is probable that the economic benefits will flow to the entity
and the result can be measured reliably.

The total revenue from non-exchange transactions is essentially related to budget (or equivalent) driven
segments, and in particular NATO-IS, the Office of Shared Services and Extra Budgetary Funds.
Budget contributions, when called, are booked as unearned revenue and subsequently recognised as
revenue when earned. The revenue recognition is matched with the recognition of expenses against
the budgets. For Extra Budgetary Funds: revenue is matched to the costs of activities undertaken.
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NOTE 23: REVENUE FROM EXCHANGE TRANSACTIONS

Revenue is recognised to the extent that it is probable that the economic benefits will flow to the entity
and the result can be measured reliably.

The total revenue from exchange transactions is broken down as follows. For the IS: revenue in relation
to the reimbursement to the Civil Budget of administrative support and common operating costs,
revenue received from concessions, miscellaneous income. For the PMIS: contributions from other
NATO bodies to cover the expenses of the PMIS system according to their proportion of established
posts. For Partners’ Accommodation: rent charged principally to Partner Countries for office space at
NATO HQ (Buildings V/IVA/Wérner).

NOTE 24: OTHER REVENUE

In the case of the Building Z Refurbishment, Other Revenue is the balancing element in order to
capitalize all expenses related to this project.

NOTE 25: FINANCIAL REVENUE AND COSTS

Financial revenue (principally from the Civil Budget) is measured at fair value received or receivable for
interest and foreign exchange gains. This source of revenue is impacted by the current context where
negative interest rates apply to EUR short term cash investments.

NOTE 26: EXPENSES

Wages, salaries and employee benefits

The personnel related costs include all staff expenses, as well as other non-salary related expenses in
support of common funded activities. The amounts include expenses for salaries and emoluments for
approved NATO-IS positions and temporary personnel, for other salary related and non-related
allowances including overtime, medical exams, recruitment, installation and removal and for contracted
consultants and training in accordance with Civilian Personnel Regulations.

Operating costs: rents, supplies and consumables used

The operating costs relate primarily to costs necessary to the day to day operation of the HQ, as well
as travel expenses. This item includes expenses classified as Capital expenditure from a budget
perspective (to include items such as IT, security, television and radio studios etc.) but that did not
qualify as capital from an IPSAS perspective.

Programmes and grants

The majority of grants are considered expended upon notification to the beneficiary of the decision to
attribute the grant/award. Programmes and grants is a broad term that covers activities with Partners
and NATO nations ranging from funding seminars and conferences through NGOs, to bringing groups
of experts to NATO HQ for briefings and attributing grants in the framework of the Science for Peace
Security Programme (the latter being the main component). It also includes the cost of running NATO
Information and External Offices in Russia, Ukraine, Georgia, Moldova and New York.

Programmes and grants expenses include advances paid to beneficiaries of grants.

Depreciation and amortization

Depreciation and amortization expenses are not budgeted for.

Financial costs

Financial costs include expenses for banking costs and foreign exchange losses.
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Other expenses

Other expenses include revenue received from concessions and transferred to the Staff Centre and
summer camps. They also include the amount of net interest revenue and miscellaneous income that
will be returned to the Nations and are booked as Other Current Liability in the Statement of Financial
Position.

NOTE 27: RESULT OF THE PERIOD (SURPLUS/DEFICIT)
The surplus/deficit is realised from the activities in support of Partner accommodation.
NOTE 28: CASH FLOW STATEMENT

In accordance with the new NATO Accounting Framework, the cash flow statement is presented based
on the indirect method.

NOTE 29: BUDGET INFORMATION
Presentation of budget information in the financial statements

For the purposes of these financial statements, the term “budget” is understood as corresponding to a
formal approval of expense limits by the North Atlantic Council or the Budget Committee. It does not
correspond to situations where the term “budget” may be used for more managerial purposes and/or is
used to forecast expenditure rather than limit its allocations.

From a budget perspective, the International Staff Financial Statements include the budget transactions
of the following budget entities: the NATO Civil Budget (i.e. that of the NATO Headquarters in Brussels,
essentially but not exclusively the International Staff), the NATO Wide PMIS (with the NATO Talent
Acquisition Platform) and the Office of Shared Services.

Presently, none of these budgets is publicly available.

The actual amounts referred to by IPSAS 24 (“amounts that result from execution of the budget’) are
considered to be the actuals and the commitment of appropriations when the corresponding services
or goods could not be received in the course of the year.

Budget Execution Rules and Principles

The following comments relate to the Civil Budget since it is the most important entity. The analysis
and processes apply to a very large extent to the other two budget entities.

The initial approved budget corresponds to total appropriations authorised by the North Atlantic Council,
normally at the end of the previous financial year. During the year the budget is adjusted as required.
The final authorisation is the approved appropriations’ situation as reported at the end of the financial
year including budgetary increases/decreases approved by the Budget Committee and transfers
approved by the Budget Committee or by the Financial Controller, depending on thresholds.

The budgets are prepared for the same period (1 January to 31 December) and encompass the same
entities (NATO International Staff, the NATO Wide PMIS, Office of Shared Services, NATO Talent
Acquisition Platform) as these financial statements but the basis is different.

Changes to the budgetary regulations were introduced by the North Atlantic Council in 2015 in
approving a new set of NATO Financial Regulations. The new NATO Financial Regulations were made
applicable to the 2015 budget year as from 1 May 2015. They have in particular instilled an accruals
based approach to budget preparation and budget execution, whereas before the approach was largely
commitment and cash based.

Despite a stronger emphasis on the principle of annual budgets, the approved and executed budget
cannot be considered as fully accruals-based, since the new regulations allow for a number of
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exceptions, such as carrying forward commitments for goods and services that were expected to be
delivered in the course of the year but for various reasons were not, or authority given to the member
Nations to allow for special carry forward of appropriations unused at year-end or a further carry-forward
of commitments not expended after having been carried-forward twice.

The Civil Budget is prepared and executed as follows:

1

2)

3)

4)

5)

6)

The commitment of appropriations is the advance acceptance and recording of the financial
consequence resulting from a legal obligation incurred during the financial year. As a
consequence appropriations are allocated, and commitments are approved, for goods, services
and works to be delivered at a later stage. Commitments are settled when the service is
rendered or goods delivered as is the case for expenses under accrual accounting.

Unliquidated commitments are carried forward and added to the budget of the following
financial year in relation to an existing legal commitment or if a special agreement is given by
the Budget Committee. Under the new regulations they correspond to services not received or
goods not delivered, at year-end, for specific circumstances. Outstanding commitments can
be carried forward for two years. As a consequence, the services or goods received may relate
to a commitment of appropriations from previous years' budgets. The carry-forward should be
justified by a reason for which the services or goods could not be received in the course of the
year. In addition, in accordance with Financial Regulations, member Nations may agree to a
further carry-forward of commitments that were already carried forward twice.

Commitments, because they are an advance acceptance, and because payments cannot be
made above approved credit levels, typically include an estimation factor and are (if only
slightly) higher than the actual amount eventually paid. This results in commitments being
higher than the actual expenses and in appropriations eventually lapsing.

Commitments are only made in respect of expenses relating to the initial purpose of the
commitment. Commitments for capital expenditures are normally made in the year during
which the purchase order is issued. In accrual accounting, the related costs would not appear
in the Statement of Financial Performance but in the Balance Sheet and only upon reception of
the works, goods or services. Conversely, there is no budgetary commitment of appropriations
for non-cash transactions such as capital depreciation or provisions which would normally
appear in the Statement of Financial Performance under accrual accounting.

On an exceptional basis, the NATO member Nations may approve the special carry-forward of
appropriations without any prior legal commitment, for instance for projects at their initiation
stage or planned expenditures. In accrual accounting there would be no expense recorded.

The balance of unused budgetary appropriations (not committed) lapses and is returned to
Member Nations at year-end. Lapses may include cases where a project was eventually not
completed or started, and therefore led to no expense.

The NATO Civil Budget

The Civil Budget is based on an Objective Based Budgeting (OBB) system which links financial and
human resources to Global Objectives. Contributions to these Global Objectives by IS Divisions and
Independent Offices are broken down into Operational Objectives. The OBB system is based on eight
Global Objectives which are defined at a political and strategic level of the Organization.

The eight objectives are set out below:

Crisis Management & Operations

Collective Defence

Cooperative Security

Public Relations

Consultation Process

Operational Environment of the Headquarters Site
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¢ Governance and Regulation
e Headquarters Security

The budget classification is also based on the economic nature of the expenses broken down into four
Resource Pools as follows:

Resource Pool 1: Personnel

Resource Pool 2: Operations and Maintenance
Resource Pool 3: Capital

Resource Pool 4: Programmes

All budget transactions, commitments and expenses are tracked according to a classification by
Objective and by Resource Pool.

Initial Civil Budget — Revised Civil Budget

In December 2017, the Council approved the 2018 initial Civil Budget of EUR 207,926,257 (C-
M(2017)0064). This amount includes contributions to the Defined Contribution Pension Scheme
(DCPS). In November 2018, the Budget Committee approved the revised 2018 Civil Budget in the
same amount of EUR 207,926,257 (BC-D(2018)0221-REV2).

The appropriations of EUR 2.462 million, initially frozen, were all unfrozen during the financial year.
With C-M(2017)0064, the Council also approved to special carry- forward all lapsable appropriations
from 2015, 2016 and 2017. The total special carry-forward of lapsable appropriations was EUR
16,824,734 (as identified in the 2017 IS Financial Statements).

Council approved a total of EUR 14,020,670 of special and further carry- forward of appropriations into
financial year 2019 (C-M(2018)0066). In addition, the Budget Committee approved the additional
special carry-forward of all lapsable appropriations from 2018 and prior years.

Appropriations are transferred under the authority delegated to the NATO-IS Financial Controller by the
NATO Financial Regulations and Financial Rules and Procedures.

An analysis of budget execution for the NATO Civil Budget is provided at Annex 5.

Reconciliation between Budget Execution and Statement of Financial Performance

For 2018
Amounts

Budget Execution Statement Total Costs 215,225,775.78
Depreciation & Amortisation Charges + PP&E Recognition + 34,667,758.50
Impairments PP&E, Intangible Assets and Stock +

Impairments Receivables +

Stock Variation + 66,457.32
NBV Fixed Assets Losses +

Financial Costs + 323,872.83
Non-Budgetary Provisions + 1,966,535.32
Other Non-Budgetary Costs +

Statement of Financial Performance Costs 252,250,399.75
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Amounts

Budget Execution Statement Total Costs 189,843,213.96
Depreciation & Amotisation Charges + 990,844.15
Impairments PP&E, Intangible Assets and Stocks + 17,051.84
Impairments Receivables +

Stock Variation + 294,272.57
Net Book Value Fixed Assets Losses +

PP&E Recognition -

Financial Costs + 217,284.88
Non-Budgetary Provisions + 1,786,579.40
Other Non-Budgetary Costs +

Statement of Financial Performance Costs 193,149,246.80

Human Resources Shared Services

The NATO IS Executive Management Human Resources was appointed as the provider of NATO-wide
Human Resources Shared Services. In this context, a wide variety of services will be provided over
time. During 2018 in addition to extant services related to the Integrated Payroll Personnel
Management Information System (PMIS), operations related to the NATO Talent Acquisition Platform
(NTAP) were put in place. In terms of financial reporting, both categories of services are now recorded
in this HR Shared Services segment which until 2016 was limited to the provision of payroll services
(PMIS).

The budgetary figures for these two special purpose budgets are the following:

¢ NATO-wide Payroll Management and Information System 2018 budget of EUR 221,730
through references BC-D(2018)0055 and BC-DS(2018)0019.

e NATO Talent Acquisition Platform 2018 budget of EUR 273,149 through references BC-
D(2018)0186 and BC-DS(2018)0051.

Funding is provided through contributions by the NATO bodies in proportion to their staffing levels for
PMIS and in proportion of hires per annum for NTAP. Invoices are reduced by the amount of previous
year’s surplus.

A budget execution statement is provided at Annex 5.
Shared Services Initiative Budget

An amount of MEUR 5.8 was made available for the pre-financing of the initial Agency Reform transition
costs as part of the MTRP 2012-2016 (C-M(20110067). The Budget Committee agreed a framework
mechanism for the management and control of the funds related to the initial transition costs and
subsequently to the budget allocation of the pre-financed credits to allow full oversight
(BC-D(2012)0202-REV1 and BC-D(2011)0209-ADD1). Council agreed this as part of the 2012 Military
Budget Recommendations (C-M(2011)0099).

The 2016 Shared Services Initiative initial budget covered the operations of the Shared Services Office
until it was disbanded in the course of the year and an annual tranche related to the implementation of
Phase | of General Procurement Shared Services. The 2016 budget was agreed in the amount of EUR
1,214,000, of which 70% of the EUR 900,000 allocation related to General Procurement Shared
Services was frozen (EUR 630,000). In addition, 50% of the EUR 314,000 personnel expenses
appropriations were also frozen (EUR 157,000) awaiting clarification on the status of the OSS beyond
the first six months of the year further to the assessment and approach to Finance and Accounting
Shared Services. Subsequently the BC decided a partial unfreeze (EUR 218,000) of the allocation
related to General Procurement Shared Services. This left an amount of frozen appropriations of EUR
569,000 (EUR 412,000 and EUR 157,000). Further to the submission of the 2" budget execution report
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the BC agreed to unfreeze EUR 73,213 in the Personnel Chapter and EUR 3,584 in the O&M Chapter.
As a consequence, frozen appropriations eventually amounted to EUR 492,202. The portion of frozen
funds related to the Office of Shared Services amounted to EUR 80,202. The portion related to the
General Procurement Shared Services initiative by NSPA amounted to EUR 412,000 and the Budget
Committee noted that this amount is available for use by the Committee for the intended purpose of the
MEUR 5.8 (C-M(2011)0067) foreseen for the initial Agency Reform transition costs (BC-DS(2016)0017,
). The Budget Committee agreed that available funds from the 2015 General Procurement Shared
Services allocation (EUR 359,258) could be used for 2016 (BC-DS(2016)0017, 1lI).

The 2017 Shared Services Initiative initial budget was approved in the amount of EUR 900,000
(C-M(2016)0077(INV)). This amount was not revised in the course of the year. Further to the closure
of the Office of Shared Services during 20186, the budget allocation is limited to the NSPA requirements
to operate the General Procurement Shared Services. Frozen funds from 2016 related to the Office of
Shared Services (EUR 80,202) were lapsed at the end of 2017. Funds available concerning GPSS at
year end were used in 2018.

Eventually there is an overall surplus of EUR 942,678.71 for the whole of the Shared Services Initiative,
including the GPSS, the Office of Shared Services and Agency Reform transition costs.

A budget execution statement is provided at Annex 5.
NOTE 30: SEGMENTS

The tables below provide segment information for financial performance and financial position
statements for 2017 and 2018. The following segments have been adopted: Civil Budget, Reimbursable
Expenses, Personnel Management Information System, Office of Shared Services, Extra-Budgetary
Funds, Partners’ Accommodation, Refurbishment of Building Z and, since September 2018, the Morale
and Welfare Recreational Activities (MWR).

Notes 2018
S Refundable ou'c oo  ExtmBudgetary  PARTNER BUILDING 2 - s on ot
Expanses funds ACCOMODATION REFURBISHMENT Transactions
Assats
Cusrent asaets
Cash and cash equiwelents 3 33758,367.85 -1,504,337.10 -157,83858 94267871 13,439,184 32 -470356 88 213702548 335,228 86 40,479.95266
Short tarm i 4 02 10.780.031.20 50,780,056 22
Recsivables 5 4525824135 188419247 346,05621 0.00 194897672 12843008 £5,450.00 78324567 50,424,59250
Propayments [} 30455689 18 0.00 1.280,043 89 4335733.07
Other curant assets 7 3521,006.75 1036746 3307866 000 10,000,000.00 10,387,667.00 3,176,78587
Imantorias 8 360,268.07 000 36028807
135943,618.22  390,222.83 221,296.20 942878.71 36,168,192.24 948,117.09 220247543 1,128474.53 10,387,867.00 187,857408.38
Non-current assets
9 0.00 0,00
Property. plant & equipment 10 936,232,67530 0.00 2542957 60 938.775,63290
Intanglbio sssots 11 627775478 ooo 627775478
Other nan-current assets 12 $.787,308.00 0.00 9,787,308 00 9,767 308.00 __9.787,308.00
952297,738.08 0.00 0.00 0.00 0.00 0.60 127330,265.60 0.00 9,787,308.00 95434069568
Total assets 1,088,241,358.30  390,222.83 221,298.29 942,878.71 36,168,192.24 948,117.09 14,532,741.08 1,128.474.53 20,174,975.00 1,122,398,104.07
Llabilitles
Current fabilties
Payables 13 2758926520 8624458 4243565 942678.7% 353.872.30 79.188.45 151957516 923,796 86 387,667.00 31,5483%0 0
Daferred revanue 14 20,394,995.80 35,702.465.79 10,379,171 .40 66,476,63399
Advances 15 5546053016  303978.15 0.00 9104248 55 855,550 78
0.00 0.00
Shori tarm provisions 16 68,692.00 6669200
Cther current liabilities. 7 32030.135.06 178,860.64 $11,853.15 7.74271 91,036 92 113635.19 10,000.000.00 22533263 87
135943618.22 39022283 221,295.29 942678.71 36,168,192.24 86,931.18 11,989,783.48 1,128 474.53 10,387,847.00 176,433,53048
(Nor-current Sabllities
Payables 12 0.00 000
Long lerm provisions 18 0.00 0.00
Dafsrred revenus 19 942510,430.08 000 2542957 .60 84505338768
Cther non-currand Habilities 20 9,787.308.00 0.00 $,787.308.00 0.00
952,297,738.08 0.00 0.00 0.00 0.00 0.00 2,542,957.60 0.00 9,787,308.00 945,053.387.88
Total llabllities 1,088,241,356.30  390,222.8] 221,298.29 942,878.71 36,168,192.24 8593118 14,532,741.08 1,128 474.53 20,174,875.00 1,121,838918.14
(Net assets 21
Capital assets 000
Resanes 0.00
Current yaar Surplus / (Doficits) 30350628 30350628
Accumulated surpluses / (deficils) prior yaar 557,679 65 557,679 65
Total net assets/ equity 0.00 0.00 o.00 0.00 0.00 861,185.93 0.00 0.00 000 $81,108.93
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Notes
(Assats
Current assels
[Cash and cash equivalents 3
[Short iarm investments 4
Recoivables 5
Prepayments ]
(Other currentassets 7
Inventories 8
[Non-cusrent asseta
Receivables °
Property, plant & equipment 10
Intangible assets 11
(Other non-currentassets 12
Total assats
Liabilities
Current iabilities
Paysbles 13
Deferred revenue 14
Advances 15
Short term provsians 10
Other curreni liabilities 17
[Non-current Rabiiities
Payables 18
Long rm provisions 1
Deferred revenue 19
Other non-cumentliabilities 20
Total fiabilities
(Net assots 2
Capital assats
Reserves
Current yoar Surpius / (Defcits)

[Accumulated surpluses / (deficits) prior yaar

Total net assets/ squity

2017
s Refundable - ogs  ExvaBudgetsry  PARTNER BUILDING Z N'"'I'::::',’" of
Expenses Funds ACCOMODATION REFURBISHMENT
Transactions

48,800 400 58 -145014 73 14548007  1,14543508 10,847,019 80 47074904 2108,133 15 68127,88172

48,501,32502 000 48.50122502

30,308174 58 682,955 12 50,100 29 000 601,908 40 14519508 397 34500 3225787905

2,748,008 62 0o 128312382 4032132 44

238732801 233,52315  1,500.290 43 10,004,419 70 1151890479 2.506 504 50

420,745 29 000 426 74539

131,360,076.18 518,14038 429,084.11  2,645728.52 27,256,247.79 758,569.86 2,500,478 .15 11,618,964.79 153,852.358.21

000 000

83308721 000 74297880 1,581.048 01

14,78395837 000 14,763,958 37

000 000

15,602,025.58 950 000 000 080 000 742,978.80 000 18.145500l.ll

148,962,101.76 51814039 429.084.11 284572652 _ 27.256247.78 75856986 3.246,456.95 11618,964.75 170,197,382.59

19,087.201.82 258044 82 138831 264572652 431,500 54 148,663 71 2180358 20 2474088272

2487167908 26,700,337.28 51,381017.24

5277931821 25019577 150,000 00 0.00 53,188 51508
000

000

3484107507 27771580 11531089 54,226 50 314118 98 1181888470 23,984,283 52

131.360,076.18 518,140.39 420,084.11  2,645,726.52 27,256.241.79 20089021 2,503,478.15 11,618,864.78 153,294,678.56

0.00 000

000 °00

15.602,025 58 0.00 T42a78 80 16345004 38

000

15,602.02558 0.00 0.00 000 0.00 0.0 74297880 0080 16345,004.38

1468,982.101.78 518,14038 42908411 2,645726.52 27.256,247.79 20088021 3,248,456 55 11,618,964.79 168,619,682.84

000

o000

29067287 20867287

250,008 78 250,008 78

0.00 0.00 0.00 080 0.00 $57,679.85 000 0.08 557,679.65

Eliminations correspond essentially to cash movements between segments related to the fact that short
term investments, for practical reasons, are done from the IS bank accounts.

Refurbishment works in Building Z are planned in conjunction with the move to the current NATO
Headquarters. Partner nations have been asked to pay in advance for the works corresponding to their
specific requests (Optional Program) in addition to the basic refurbishment, in the amount of EUR
2,934,037. NATO member nations agreed that the rest of the works estimated MEUR 9.787 would be
prefinanced by the IS treasury. All expenses are capitalized.

Notes
Revenue
[Non exchange rvanue 22
Exchange revenue 23
Other revenue 24
Financial revenue 25
Total revanue
Expenses
Personnel 26
Contractual supplies and senices 8
[Depreciation and amerization F
Impaimant 2
Prodsions 8
[Other expenses 8
Finance costs 5
Total expanass

Surplus/{Deficit) for the paried 27

Refundable Extra Budgetary Partner Building 2 Neutralisation of
18 Expenses Pais 0ss Funds Accommaodation Refurbishment Sl Ganiet, Intamal Transacions
2018 017

243,173,718 41 35185820 5,154,88533 501,68332 240,181,044 20 103,602.001.59
841085088 4477,76460 20136934 20031020 281977500 N80 79 38786700  15899.50186 13,000,052 87
3Nn4aen 47572322 000 32420381 23709717 138852089 BB 747 31
ErLELUR) 473097 65,059 19 031 39817718 399200713
252,250,309.75 4477.764.60 £81,823.5) 351,850.20 5,420,054.81 2,819,775.00 324,283.81 1,109,870.59 387,667.00 264,845,144.29 208,177,082.50
122,124,68255 170,317.26 10595556 640,705.88 83,345 51 123,205,008 78 118,696,508.80
$0.234,192 11 4.307,447.34 49521370 34022202 471116915 231628872 24001830 71525354 103,382,685 87 B4,422420.88
37,523,609 80 3752369980 2541481 55
525184 526184 24070 42

6809200 168 28,60188
1,975260 68 298893 387,687.00 387.887.00 197824050 1,814383 87
3238728 65418 283628 65,18917 109821 39405087 37945825
252,250,389.75 4.477,764.60 681,823.53 351,859.20 5,420,054.81 2,316,268.72 324,203.81 1,109,870.59 387,667.00 266,544,838.01 207,878,409.83
0.00 0.00 0.00 0.00 0.00 303,508.28 0.00 0.00 0.00 303,506.28 208,672.67
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1s Refundable PMIS oss Extra Budgetary Partner Bultding 2
Expensas Funds A
Notas 2017

Ravenus

[Non exchange rewenue 22 182217,639.26 136090230  10,113,550.03 193,602,001 59
Exchange revonue 2 9.687,449.19 33404985  304,80083 2,880,844.00 13,006 952.87
Other ravanuo 24 900,621.80 2512578 858.40 62141.32 988 747 34
Financial revenue 25 343,330.55 55,954 18 369.290.73
Total revenus 183,148,246.80 369,175.64  394,809.83  1,360,902.30 _ 10,169,504.21 2,681,302.40 62,141.32 208,177,082.50
Exponsos

Personnel 28 118,133,213.05 161,366 .40 30155639 1047102 118,696,606 36
Contractzal suppiies and sanicas 26 70,438,372.51 356,46047 23344343 1,350,898 18 9,808.945.28 2,382820 53 51,670.30 6442242868
Depreciation and amorszation 26 2,541,483.55 254148355
Impalmment 28 24,070 42 2407042
Provsions 26 1,786,579.40 1786,570.40
Other expanses 26 824299 10,004 12 9.537.38 27784 47
Finance costs 25 217.284.88 2,708.17 150.465 20 37945825
Total expenzos 193,149,245.80 358,175.64  394,000.83  1,360,802.30 10,169,504 21 2,382,629.53 62,141.32  207,875,409.63
Surptusi{Deficit) for the period 27 0.00 0.00 0.00 0.00 0.00 298,672.87 0.00 298,672.87

NOTE 31: LEASES

An analysis of lease contracts was conducted and it was considered that some of them had
characteristics that could have led them to be considered as finance leases (in the IPSAS 13 sense) in
particular as relates to the rent of porta cabins for temporary accommodation (e.g. Buildings V, VA) and
the Manfred Wérner building. However, in consideration of the fact that NATO-IS moved to new
premises in 2018, the rental period will be shorter than the remaining economic life of this equipment.
As a consequence, all leases in NATO IS are classified as operating leases. Fees payable under these
lease agreements are accounted as expenses in the Statement of Financial Performance on a straight-
line basis over the relevant lease term.

Belgium has granted to NATO by way of concession a plot of land on which NATO is authorized to erect
all necessary buildings and facilities needed to perform its functions (previous HQ). A symbalic price is
paid annually for the rent. NATO is the full owner of all constructions made. Belgium remains the sole
and full owner of the land, which is public domain (“domaine public’). The concession ends 180 days
after NATO has left the buildings and facilities. At the end of the concession, there will be no property
rights transferred to NATO. As a consequence, given the indefinite economic life of land and the specific
nature of concessions, the use of the land is classified as an operational lease. The rent charged by
the host nation is recognised as an expense in the statement of financial performance.

The operating leases at the reporting date can be classified into three categories: temporary offices,
transport equipment and photocopiers. The reduction in leases for offices is linked to the move to the
current NATO HQ where there is no such requirement.

Amount paid in Amount paid in Amont to pay in  |Amount to pay after
R 2016 2018 20202023 2025
Copiers 275,380.34 265,207.79 826,234.00
Vehicles 230,217.12 220,542.94 208,980.90
Buildings 11,392,803.66 1,943,794.42 5,670.00 0.00
Total 11,898,401.12 2,429,545.15 1,040,884.90 0.00

Belgium has granted to NATO by way of concession a plot of land on which NATO has been authorized
to erect all necessary buildings and facilities related to the NATO New Headquarters Project. The
annual fee is EUR 250. NATO is the full owner of all constructions made. Belgium remains the sole
and full owner of the land, which is military public domain. The concession ends 180 days after NATO
has left the buildings and facilities. In such case, if Belgium would decide to use the building and
facilities, it shall pay a fair indemnity to NATO. [f Belgium should decide to demolish them, it will not be
obliged to pay an indemnity to NATO neither will NATO have to contribute to demolition costs. At the
end of the concession, there would be no property rights transferred to NATO. As a consequence,
given the indefinite economic life of land and the specific nature of concessions, the use of the land is
classified as an operational lease.
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NOTE 32: RESTRICTIONS ON FIXED ASSETS
There are no restrictions on fixed assets.
NOTE 33: CONTINGENT LIABILITIES

A number of contingent liabilities have been identified but the total possible obligation relating to these
items is not expected to be material.

NOTE 34: WRITE OFF

The table below summarizes the write-off procedures for IS equipment in 2018.

[ IS 2018 WRITE-OFF REPORT ]
Serial Dossier |Date |I.ocatlon Type of Itﬁlns Acgulsmon Value [Net Book Value  |Reason for Write-off Dlsgosal Method
1]001-2018 | 18/ llzﬁlls HQ Audio-Visual, Telecommunication and 133,140.00 - |Unserviceable, Obsolete {Waste/Recycle
|T Equi
2|002-2018 18/1/2018|IS HQ Fumniture, Lightning and small office 55,966.00 - |Unserviceable, Obsolete |Waste/Recycle
equipment
3}003-2018 15/5/2018|IS HQ Audio-Visual, Telecommunication and 67,130.00 - {Unserviceable, Obsolete |Waste/Recycle
IT Equipment
4(004-2018 15/5/2013|IS HQ Audio-Visual, Telecommunication and 42,446.00 - |Unserviceable, Obsolete |[Waste/Recycle
iT Equipment
5/005-2018 15/5/2018|I5 HQ Furniture, Lightning and small office 147,868.00 - |Unserviceable, Obsolete |Waste/Recycle
equipment
6|006-2018 13/17J201_8|E HQ Vehicle Renault Traffic 16,638.24 Unserviceable, Obsolete [Waste/Recycle
7(007-2018 | 13/12/2018/1S HQ Vehicle Renault Ford Toumeo 16,773.66 3,354,73 |Damaged in Accident, Handed over to
NATO was compensated  |insurance
by Insurance company company
8|009-2018 | 13/12/2018}1S HQ Vehicle Renault Traffic 16,362.00 - _|Unserviceable, Obsolete |Waste/Recycle
9ls/n 3y, IOIZOIEFCR- RSMHQ |Vehicle SUV Toyota LandCruiser 105,488.00 Unserviceable, Obsolete |Waste/Recycle
(KABUL)
10|s/n 22/11/2018[SCR- NTMI Assorted small office furniture tems 3,557.95 3,557.95 |End of Mission. Cost of Disposal locatly
{BAGDAD) and small office IT equipment Ishipping bigger than
present value of the itams
11]s/n 19/2/2019)IS HQ All IS and IMS Furniture, Fixtures and Not determined | Not determined |Move to new HQ and Disposal through
Equipment left In the PHQ as a result of excess costs for the contractor
the move to the new site -> move/re-utilization in the
FC{2019)0024, 20Feb19 and BC- NHQ
D(20019)0034 {INV}
TOTALS 605,369.85 6,912.68

There was a discrepancy, end 2017, between the general ledger and cash on the bank statements. The
Budget Committe approved the write-off of the remaing amount of EUR 53,316.95 corresponding to this
unbalance (BC-DS(2019)011 (INV)).

NOTE 35: CONTINGENT ASSETS
Nothing to report.
NOTE 36: EMPLOYEE DISCLOSURE

Accounting for employee benefits is accounting for any liability in relation to all forms of consideration
given by an entity in exchange of service rendered by employees.

The tables below compare the established posts with the number of staff and compares with the
previous year. Establishment changes are approved by the NAC. However, the NATO Secretary
General has delegated authority in this domain. During 2018, this delegated authority was used to
create 12.4 posts and delete 7 posts. In addition, the Budget Committee recommended and the NAC
agreed the creation of 0 (zero) posts and deletion of 14 posts

The table below analyses the 1S establishment as of 31 December 2018.
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Position by HQ NATO Civilians
31-12-18 31-12-17
Total Approved PE 1112 1121
Total Filled Positions 1037 1057
Arrivals in the year 70 68
Departures in the year 110 76
Position by HQ Total Approved PE Total Filled Positions
Civilian (PE) 1112 1037
VNC - 64
Short term (Temps) - 55
Interns - 35
Others - 6

Also, NATO-IS receives “in kind" services provided by nationally funded personnel known as Voluntary
National Contributions (VNCs). VNCs worked for the IS at HQ but also at the NATO external offices,
or in support of specific projects on-site. During 2018, some 64 VNCs worked for the IS at HQ (40 in
2017).

The NATO-IS manages centrally three pension schemes, namely the Defined Benefit Pension Scheme
(DBPS), the Provident Fund and the Defined Contribution Pension Scheme (DCPS), as well as the
Retirees Medical Claims Fund (RMCF), covering staff employed by all NATO bodies. NATO wide
financial statements are issued by the NATO-IS Office of Financial Control for the three pension
schemes and the RMCF; therefore, no related assets or liabilities are recognised in these financial
statements.

There is no longer any staff member remaining as an affiliate of the NATO Provident Fund which is a
defined contribution pension scheme providing retirement benefits to civilian staff recruited by NATO
before 1 July 1974 and who decided not to join the Defined Benefit Pension Scheme set up at this date.
Benefits are paid upon retirement as one lump sum, being the total of the individual right acquired.
Monthly contributions, paid directly into the Fund, were made by staff and NATO, being 7% and 14%
respectively of basic salary.

618 staff members (573 end 2017) participate in the Defined Contribution Pension Scheme (DCPS)
administered by NATO. The DCPS provides that the NATO-IS budget makes a 12% monthly matching
contribution to the staff members contributions for current service.

423 employees (470 end 2017) participate in NATO's Defined Benefit Pension Scheme (DBPS): a
deduction of 9% of their salaries is made and contributed to the annual financing of this Scheme. These
contributions are expensed during the year in which the services are rendered and represent the total
pension obligation of the entity. The funding mechanism of the DBPS provides that Nations contribute,
in the course of a given year, for the difference between amounts due to pensioners and staff
contributions received.

DBPS

DCPS

7 263 661.74
TOTAL
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Also, 12 staff members (9 in 2017) are employed on reimbursable basis with an agreement between
NATO-IS and the United States. Their salary is paid directly by the US using national salary scales and
the US is reimbursed the costs corresponding to the grade of the post occupied by the staff member.
Those individuals are paid and accrue pension rights under a United States pension scheme.

A similar agreement exists with the Netherlands but currently there are no staff under these conditions
(1in2017). An agreement with Norway was signed in 2015 and applies to 3 staff members (3 in 2017).

Paid leave is an employee benefit and as such part of overall personnel expenses. In accordance with
personnel regulations, the remaining balance at year end may be carried forward but must be taken
before 30 April of the following year. It can be exceptionally extended to 31 October in accordance with
Civilian Personnel Regulations art. 42.3.5 and 42.3.6. After this date it lapses and is not paid to staff.
For these financial statements, untaken leave is specifically reported if its monetary value is more than
10% of the total annual leave entitlement. The cost of untaken leave days is usually absorbed during
the year through the monthly salaries; leave to be taken carried forward into the next year constitutes a
liability towards the future and would notionally require funding from Participating Nations.

Further to an analysis covering the last years of the history of death in service risks in relation to
premiums paid by the Organisation during 2012-2015, a compensation of EUR 6 million at the NATO-
wide level was agreed by the insurance company. End 2018, the NATO Secretary General decided
that a fraction of this amount (circa EUR 1,7 million) should be paid to NATO staff who were members
of the DCPS during the period 2012-2015 in proportion to the contributions they made to the
DCPS. Staff employed by NATO-IS during the period 2012-2015 and affiliated to the DCPS are
therefore entitled to a payment to be made from the NATO DCPS accounts. A decision still has to be
taken concerning the remaining amount of the compensation, which may result in a proportional
payment to NATO-IS.

NOTE 37: KEY MANAGEMENT PERSONNEL

The North Atlantic Council is the governing body of NATO. It approves the Civil Budget further to
screening and recommendation by the Budget Committee (BC) and the Resource Policy and Planning
Board (RPPB). Members of the North Atlantic Council, the BC and the RPPB are nominated by their
respective national authorities. They are paid on the basis of applicable national pay scales. They do
not receive from NATO any additional remuneration for their responsibilities or access to benefits.

For the purposes of IPSAS 20 implementation, key management personnel of the International Staff
are the Secretary General, the Deputy Secretary General, the Director of the Private Office, the eight
Assistant Secretary Generals, the Senior Civilian Representative in Afghanistan and the three Directors
of Independent Offices (Security, Resources and Financial Control). The aggregate remuneration and
the number of individuals on a full time equivalent basis are:

Aggregate remuneration: EUR 3,745,443.34 (EUR 3,986,281.42 in 2017)
Number of persons: 15 (15 in 2017)

The decrease in the aggregate remuneration is essentially due to the rotation of posts during 2018 and
to changes in the individual situation (e.g. family situation) of newly recruited members.

The Secretary General is provided with accommodation at no cost in premises belonging to the
Organisation. The residence is serviced by three established posts. The cost of operations and
maintenance of the residence and works were EUR 339,000.00 in 2018 (EUR 239,116 in 2017). The
amounts vary according to the level of annual renovation works. The residence was assessed in
November of 2013 as being worth EUR 10,300,000. The Deputy Secretary General is provided with
an approved special allowance to contribute towards the lease of accommodation suitable for
representation at the Ministerial and distinguished visitor level. The Secretary General is entitled upon
departure to a special leaving allowance, equal to one year's basic salary if a full four year term was
served.

On 1 June, 2013, the NAC approved changes to the Representation Allowance system. A key element
was that in lieu of monthly allowances being paid out and then reimbursed by the recipients if unused,
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recipients now submit receipts and are then reimbursed up to the allocated ceiling. The OFC is
responsible for the day to day verification, with IBAN able to disallow expenses if deemed necessary.

A total of 13 senior staff positions are entitled to a Representation Allowance, the use of which is subject
to a specific control by the OFC. This includes the Secretary General, the Deputy Secretary General,
the Director of the Private Office, the eight Assistant Secretary Generals, one Deputy Assistant
Secretary General, and the Spokesperson. The gross amount paid was EUR 74,387.32 (EUR 53,775
in 2017). Unused funds and disallowed expenses are returned to the Organisation.

Key management staff have access to a pool of vehicles and drivers for official business.

There is no other remuneration or benefit to key management personnel and their family members. Key
management personnel is entitled to receive loans which are also available to other members of the
NATO International Staff.

NOTE 38: RELATED PARTIES
There have been the following related party relations.
Member Nations and NATO bodies

NATO-IS performs certain administrative support and common operating services for which it
isreimbursed by Member Nations and NATO entitites. As part of the Civil Budget revenue, the IS
collected for 2018: accommodation charges for NATO Member Nations and NATO entities residing in
the NATO Headquarters in the amount of EUR 6,449,197.38 (EM(BPA)(2018)0019 +COR1); Charges
for the NATO International Staff administrative services and Human Resources shared services of EUR
4,438,047.02 (EM(BPA)(2018)0013 +COR1).

For 2017, administrative support costs were charged in the amount of EUR 6,338,588.39 and common
operating costs in the amount of EUR 3,348,860.80 in 2017

These amounts come as a deduction to the budget contributions due from Nations to fund the Civil
Budget.

Belgium provides military personnel in support of activities related to security (Delegation Militaire de la
Securité Technique) for which EUR 535,420.29 (EUR 531,301 in 2017) were charged by the Belgian
Ministry of Defence and paid by the Civil Budget.

There are also personnel provided by nations under a reimbursable basis or as VNCs (Note 36)
Member and Partner Nations

The NATO-IS Office of Financial Control is the Treasurer for the operations related to a number of Extra
Budgetary Funds. Trust Funds were authorized under NATO's Partnership for Peace Programme, the
Mediterranean Dialogue Programme, the NATO-Russia Council, the NATO-Ukraine Commission and
the NATO-Georgia Commission. The OFC also received financial resources on a bilateral ad-hoc basis
from nations in support of specific activities conducted by NATO-IS or as a complement to the Civil
Budget funding for certain activities. For Trust Funds a Lead Nation (NATO member) is normally
designated. Partner nations can also participate in such additional funding. No management fees are
charged by the IS to cover the related costs.

Appendixes 1 and 2 provide a breakdown of the Statements of Financial Position and of Financial
Performance for Extra Budgetary Funds.

Employee Benefits
NATO-IS is responsible for the management at the NATO-wide level for the three pension systems

(Provident Fund, Defined Benefit Pension Scheme, Defined Contribution Pension Scheme) and the
Retirees Medical Claims Fund. Separate financial statements are issued by the NATO-IS Office of
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Financial Control. No management fees corresponding to the related costs incurred by NATO-IS are
charged to these entities.

Staff Centre

In October 2013, Nations approved a mandate for the Staff Centre under C-M(2013)0054 with a view
to transitioning to a fully customer funded model in 2016. An Executive Board was established in 2013
to provide oversight of Staff Centre operations. The Chairman of the Board is nominated by the
Secretary General and is currently the ASG EM. Other members of the Board include other Executive
Management staff, the IMS Executive Officer and the Director of the Staff Centre. Two members of the
Budget Committee attend ex-officio.

Appendix 1 Annex 1 of the C-M outlines, under the heading of Category A, all activities that can receive
Civil Budget funding.

The NATO Staff Centre was officially closed in September 2018; it is no longer a going concern. In
accordance with the Council decision on the Mandate of the NATO HQ Staff Centre, the Staff Centre
had its own financial statements. Further to its financial closure on 31 December 2018 its net assets
were transferred to the NATO International Staff. The settlement of the outstanding balances will be
done in the course of 2019.

NATO-IS provided certain administrative support and covered some operating and maintenance
services to the Staff Centre in an estimated amount of EUR 547,584.00 (EUR 1,059,327 in 2017)
which were not charged. These were estimates based on physical criteria (space, number of staff
served etc.) and may not correspond exactly to the value of the service received by the Staff Centre.
The reason for the decrease in the support is linked to the limited period of operations of the Staff Center
during 2018.

The funds required to settle the Staff Centre's negative net assets are available in the Civil Budget in
the amount of 2,1 Million EUR (these appropriations were subject to a special carry-forward to 2019).
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Assets

Current assets

Cash and cash squivalents
Short term investments
Recsivables

Prapayments

Other current assets
Inventories

Non-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-current assets

Total assets

Liabilities
Current liabilities
Payables
Deferred revenue
Advances

Shortterm provisions

Other current liabliities

Non-current liabllities
Payables

Long term provisions
Defarred revenue

Other non-currsnt liabilities

Total liabilities

Net assets

Capital assets
Resenves

Current year Surplus / (Deficits)

Accumulated surpluses / (deficits) prior year

Total net assets/ equity

Notes
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Statement of financial position
As at 31 Decerrber 2018
Audit of TF
Children Multi- TF
Von Karman Summer US Tramil EW Trial EW Trial Nationally Tajikistan Moldova Azerbaijan
Institute Air Nav {PFP Pro]
Camps Funded {] 1] JCP)
Bodies

000 2387368 73,249.68 26762266 24988593 9448531 125 792,317.03 107,060.57
0.00 0.00 780,031.20 0.00 0.00 0.00 0.00 0.00 0.00
1,822,992.98 334.32 0.00 94,000.00 23,058.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1,822,992.99 24,208.00 853,280.88 361,622.66 272,943.93 94,495.31 1.25 792,317.03  107,060.57
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1,822,992.99 24,208.00 853,280.88 361,622.66 272,943.93 94,495.31 1.25 792,317.03 107,080.57
0.00 0,00 000 15,105.42 000 6850.16 0.00 0.00 0.00
1.822,992.99 0.00 853,280.88 346,517.24 272,843.93 0.00 1.25 792,317.03 107,060.57
0.00 000 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 2420800 0.00 0.00 0.00 87645.15 0.00 0.00 0.00
1,822,992,99 24,208.00 853,280.88 361,622.66 272,943.93 94,495.31 1.25 792,317.03  107,060.57
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 000 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 000 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0,00 0.00
1,822,992.99 24,208.00 853,280.88 361,622.66 272,943.93 94,495.31 1.25 792,317.03  107,060.57
0.00 0.00 000 0.00 0.00 0.00 0.00 000 0.00
0.00 Q.00 0.00 0.00 0.00 0.00 0.00 0.00 000
0.00 0.00 0.00 0.00 0,00 0.00 0.00 0.00 0.00
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Assots

Current assets

Cash and cash equivalents
Short term investments
Receivables

Prepayments

Other current assets
Inventories

Non-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-current assets

Total assets

Llabilities
Current liabliities
Payables
Deferred revenue
Advances

Short tarm provisions

Other current liabiliies

Non-current liabilities
Payables

Long tarm provisions
Defarred revenue

Other non-current liabilities

Total liabiiities

Net assets

Capital assets
Reserves

Current year Surplus / (Deficits)

Accumulated surpluses / (deficits) prior year

Total net assets/ equity
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TF
TF Canada Global NAF
TF Ukraine TF CNAD TF Jordan TF Jordan TF Sarbia (TF APM
Arm Crisl
TRAmenia | piase2 50791 ynep " v v M:m't Destruction
Mauritanla Belarus)

1,084,500.00 1,853,204.26 0.00 393.644.50 622,964.58 303.422.83 1,238,325.61 .581 -20,032,088.52
0.00 0.00 0.00 0.00 0,00 0.00 0,00 0.00 10,000,000.00
0.00 0.00 000 835237 000 0.00 000 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0,00 0.00 000 0.00  10,000,000,00
0.00 0.00 0.00 0.00 000 000 0.00 0.00 0.00
7,081,560.00 1,663,204.26 0.00 401,096.87 822,964.58 303,432.83 1,238,325.81 581 3306852
0.00 0.00 0.00 0.00 0.00 0,00 0.00 000 0,00
0,00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 000 0.00 0.00 000 000
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1,081,500.00 1,653,294.26 0.00 401,896.87 822,964.58 303,422.83 1,238,325.81 -5.61 -32,068.52
0.00 0.00 000 3943726 000 0.00 000 0.00 0.00
1,081,500.00 1,653,204.26 0.00 362,55081 822,984.58 303,422.83 1,238,325 81 561 3208852
0.00 0.00 000 0.00 0.00 0.00 0.00 0.00 0.00
000 0.00 0.00 0.00 0.00 0.00 0.00 000 000
0.00 0.00 0.00 0.00 000 000 0.00 0,00 0.00
1.051,592& 1_1553,_294.25 0.00 401,996.87 822,964.58 303,422.83 1,238,325.81 -5.61 -32,068__.5_1_'“
0.00 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00
0.00 0.00 0.00 000 0.00 000 0.00 000 0,00
000 0.00 0.00 0.00 0.00 0.00 0.00 000 0.00
0.00 0.00 000 000 0.00 0.00 000 000 0.00
1,081,500.00 1,653,294.26 0.00 401,996.87 822,964.58 303,422.83 1,238,325.81 -5.61 -32,088.52
0.00 0.00 000 000 0.00 000 0.00 0.00 000
0.00 0.00 000 000 0.00 000 0.00 0.00 000
000 0.00 0.00 0.00 0.00 0.00 .00 0.00 0.00
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Assots

Current assets

Cash and cash equivalents
Short term investments
Receivables

Prapayments

Other cument assets
Inventories

Non-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-current assets

Total assets

Liabilities
Current liabliities
Payables
Deferrad ravenue
Advances

Short tarm provisions

Other cuirent liabilities

Non-current liabliities
Payables

Long term provisions
Deferred revenue

Other non-current liabilities

Total liabilities

Net assets

Capital assets
Reseres

Cument year Surplus / (Deficits)

Accumulated surpluses / (deficits) prior year

Total net assets/ equity

NATO UNCLASSIFIED

6-33 APPENDIX 1 to

ANNEX 6 to

FC(2019)0053

T TF NATO TF
Ukraine Il DEFENCE  JWGDR TF TF TF Building TF TF Georgla TF
SALW CAPACITY Prof De Mauritania Building Integrity - Explosive Professional UKRAINE
Mun. roL ey I Integrity Phase 4 Detec Development MCT
BUILDING Pgrm
Destr.

14,427.02 15,175,017.08 288,247.32 312,414.36 84,470.52 1,179,496.20 326,545.76 138,268.63 222,011.72
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 239.04 0.00 0,00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 37,080.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
14,427.02 15,175,017.08 288,486.36 312,414.36 121,550.52 1,179,496.20 326,545.76 136,268.63 222,011.72
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 000 0.00 0.00 0.00 000 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
14,427.02 15,175,017.08 288,486.36 312,414.36 121,550.52 1,179,496.20 326,545.76 136,268.63 222,011.72
000 21582 19,800.00 0,00 391258 0.00 0.00 0.00 16,800.00
14,427.02 15,174,801.26 268,566.36 312,414.368 117,837.94 1,179,496.20 326,545.76 136,268.63 188,131.72
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 000 0.00 0.00 0.00 37,080.00
14,427.02 15,175,017.08 288,486,386 312,414.36 121,550.52 1,179,496.20 326,545.76 136,268.63 222,011.72
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 000 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
14,427.02 15,175,017.08 288,486.36 312,414.36 121,550.52 1,179,496.20 326,545.76 136,268.63 222,011.72
0.00 0.00 0.00 0.00 0.00 0.00 000 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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Assets

Current assets

Cash and cash equivalents
Short term investments
Receivables

Prepayments

Other current assets
Inventories

Norn-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-curent assets

Total assets

Liabllitles
Current llabilities
Payablas
Deferred revenue
Advances

Short term provisions

Other cument liabilities

Non-current liabllities
Payables

Long term provisions
Deferred revenue

Other non-current liabilities

Total liabilities

Net asseots

Capital assets
Reserves
Curment year Surplus / (Deficits)

Accumulated suipluses / (deficits) prior year

Total net assets/ equity
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6-34 APPENDIX 1 to

ANNEX 6 to

FC(2019)0053

TF NATO-
TF NATO UKRAINE TF

TF TF TF TF UKRAINE TF Defense & PLATFOR Commun

UKRAINE TFIRAQ Security M ON ication

UKRAINE UKRAINE MEDICAL UKRAINE

L&S CYBER ca REHABILITATION EODICIED CJED Campaign COUNTERI Activities

DEFENCE -Pliot NG In W-
phase HYBRIDE Balkans

WARFARE

1,002,379.51 33,064.04 3,203,331.49 1,928,301.32 538,724.44 0.00 119,840.00 29621.31 39,24261
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0,00 0.00 0.00 0.00 0.00
1,002,379.51  33,064.04 3,203,331.49 1.928,301.32 538,724.44 0.00 119,840.00 29,621.31 39,242.61
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0,00 0.00 0.00
1,002,379.51 33,084.04 3,203,331.49 1,928,301.32 538,724.44 0.00 119,840.00 29,621.31 39,242.61
0.00 0.00 107,533.12 120,000.00 0.00 0.00 4,102,00 0.00 0.00
1,002,379.51 33,064.04 3,085,798.37 1,808,301.32 538,724.44 0.00 115738.00 28,621.31 39,24261
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
1,002,379.51  33,084.04 3,203,331.49 1,928,301.32 538,724.44 0.00  119,840.00 29,621.31 39,242.61
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 000 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0,00
1,002,379.51  33,064.04 3,203,331.49 1,828,301.32 538,724.44 0.00 119,840.00 29,621.31 39,242.61
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0,00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0,00
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Assats

Current assets

Cash and cash equivalents
Shortterm investments
Receivables

Prepayments

Other currentassets
inventories

Non-current assets
Receivables

Property, plant & equipment
Intangible assets

Other non-currentassets

Total assets

Llabilitles
Current Habilities
Payables
Deferred revenue
Advances

Shartterm provisions

Other current liabilites

Non-current liabliities
Payables

Long term provisions
Deferred revenue

Other non-current liabilities

Total Habilltles

Net assets

Capital assets
Reserves

Current year Surplus / (Deficits)

Accumulated surpluses / (deficits) prior year

Total net assots/ equity

NATO UNCLASSIFIED

6-35 APPENDIX 1 to
ANNEX 6 to
2018 2017
TF MIC-
T TF NRC SPS Women,
TF NRC Theater TF UK TFlrag GS5395FR Peace
CAIlV OB missle MM gicom  TeB MICR  and
Defence 3 IMAG Security
CURT

177,132.33 138,054.83 2521359 167960.16 695,306.52 0.00 100,000.00 432,529.60 13,439,184.32 16.647,919.60
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 10,780.031.20 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 1,948,876 72 603,908.40
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0900 0.00 10.000.000.00 10,004,419.79
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 2,00

177,132.33 138,054.83 26,213.59 167,960.16  695,306.52 0.00 100,000.00 432,529.60 36,168,192.24 27,266,247.79
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 Q.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 000 0.00 0.00 0.00 0.00

0

177,132.33 13805483  25213.59 167,960.16  695,306.52 0.00 100,000.00 432,529.60 36,168,192.24 27,256,247.79
0.00 0.00 0.00 0.00 1894925 0.00 000 106689 353,872.30 431,599.54

177,132.33 138,054.83 25213.59 167,960.16 676,357.27 0.00 100,000.00 43146291 35,702,466.7% 26,709,337.26
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 111,853.15 11531099

177,132.33 138,054.80  25213.69 167,960.16  695,306.52 0.00 100,000.00 432,529.60 36,168,192.24 27,266,247.79
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

177,132.33 138,064.83 265213.59 167,960.16 _ 696,2306.52 0.00 100,000.00 432,629.60 36,168,192.24 27,256,247.79
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00" 0.00 0.00

r
0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0900

o.na o000 000 o.00 000 0.00 o.00 0.00 o000 o.00
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NATO UNCLASSIFIED

IBA-A(2019)0142
29 November 2019

To: Secretary General
(Attn: Director of the Private Office)

Cc: Assistant Secretary General, Executive Management Division
Financial Controller, International Staff
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Financial Statements of the NATO Coordinated Pension Scheme for
the year ended 31 December 2018 — IBA-AR(2019)0028

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to
the Council (Annex 1).

The IBAN report sets out an unqualified opinion on the financial statements of the
NATO Coordinated Pension Scheme and an unqualified opinion on compliance for
financial year 2018.

Yours sincerely,

Daniela Morgante
Chairman

Attachments: As stated above.
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ANNEX 1

Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
NATO Coordinated Pension Scheme
for the year ended 31 December 2018

The NATO Coordinated Pension Scheme is an unfunded, defined benefit plan and
applies to all NATO Staff recruited between 1 July 1974 and 30 June 2005. Members of
staff recruited prior to July 1974 are members of the Provident Fund. Staff members
recruited after 1 July 2005 are members of the Defined Contribution Pension Scheme.

The NATO Member states jointly guarantee the payment of benefits. The total decrease
in net assets under the Pension Scheme for 2018 amounted to EUR 164.5 million
(EUR 158.5 million in 2017). The actuarial present value of the pension liability of the
scheme at 31 December 2018 was EUR 8.1 billion (EUR 6.9 billion at 31 December
2017).

IBAN issued an unqualified opinion on the financial statements of the NATO Coordinated
Pension Scheme and an unqualified opinion on compliance for the year ended
31 December 2018.

During the audit, IBAN made two observations which do not impact the audit opinion:

1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply
with the NATO Accounting Framework (IPSAS 39 Employee Benefits).

2. Need to develop more effective internal controls over financial reporting.

IBAN also followed up on the status of observations from previous years’ audit and found
that four observations were closed and one observation is in progress.

The Auditor’s report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff whose comments have been included,
with the IBAN'’s position on those comments where necessary, see the Appendix to
Annex 3.
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ANNEX 2
IBA-AR(2019)0028

29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO COORDINATED PENSION SCHEME

FOR THE YEAR ENDED 31 DECEMBER 2018
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ANNEX 2
IBA-AR(2019)0028

INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Coordinated Pension Scheme for the 12 month period ended 31 December
2018, issued and submitted to IBAN on 31 march 2019. These Financial Statements
comprise the Statement of Net Assets Available for Benefits as at 31 December 2018, the
Statement of Changes in Net Assets Available for Benefits and the Explanatory Notes,
including a summary of significant accounting policies.

In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Coordinated Pension Scheme as at 31
December 2018, and of its statement of Changes in Net Assets Available for Benefits
ended 31 December 2018, in accordance with accounting requirements and reporting
standards consistent with the NATO Accounting Framework and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAls 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’'s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Coordinated Pension Scheme are drawn up in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework as approved by the Council and International Accounting Standard
(IAS) 26, Accounting and Reporting by Retirement Benefit Plans. The Financial Controller
is responsible for submitting the Financial Statements for audit to IBAN not later than 31t
March following the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
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responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
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Report on Compliance

Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
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This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 29 November 2019

Daniela Morgante
Chairman
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE NATO COORDINATED PENSION SCHEME

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Coordinated
Pension Scheme Financial Statements for the year ended 31 December 2018, and
issued an unqualified opinion on the financial statements and an unqualified opinion on
compliance.

Observations and Recommendations

During the audit, IBAN made two observations that do not impact the audit opinion.

1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply with
the NATO Accounting Framework (IPSAS 39 Employee Benefits).

2. Need to develop more effective internal controls over financial reporting.

IBAN followed up on the status of the observations from previous years’ audits and found
that four recommendations are closed and one recommendation is in progress.
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OBSERVATIONS, CONCLUSIONS AND RECOMMENDATIONS
1. NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT

LIABILITIES TO COMPLY WITH THE NATO ACCOUNTING FRAMEWORK
(IPSAS 39 EMPLOYEE BENEFITS)

Reasoning

1.1 The NATO Coordinated Pension Scheme is a defined benefit retirement plan that
applies to staff recruited between 1 July 1974 and 30 June 2005. The Scheme, which is
often referred to as the NATO Defined Benefits Pension Scheme (DBPS), is coordinated
with five other international organisations that apply a common set of rules. The benefits
of the NATO Coordinated Pension Scheme are paid from annual budgets approved by
the North Atlantic Council. Funding sources consist of compulsory contributions from
active staff, employer contributions of certain NATO bodies, and as a balancing resource,
budgetary contributions by NATO member nations.

1.2 Administration services and secretariat support for the NATO Coordinated
Pension Scheme are provided by the Pensions Unit of NATO International Staff (IS)
Executive Management Division. The Pensions Unit assesses the entitiement to benefits
payable under the NATO Coordinated Pension Scheme for the whole NATO community.
Financial services, including preparing the financial statements are provided by the NATO
IS Office of Financial Control (OFC).

1.3 As the NATO Accounting Framework (NAF) does not include a specific standard
for accounting and reporting for pension and medical funds, the IS OFC applied the
International Accounting Standard (IAS) 26 “Accounting and Reporting by Retirement
Benefit Plans” for the accounting and presentation of the financial statements of the
NATO Coordinated Pension Scheme. The Financial Statements of the Scheme are
therefore prepared in accordance with the NATO Accounting Framework and with IAS 26.
As the Scheme does not have any employees itself, International Public Sector
Accounting Standards (IPSAS) 39 Employee Benefits does not apply to the financial
statements.

1.4 According to IPSAS 39 Employee Benefits, “an entity shall recognize a liability
when an employee has provided service in exchange for employee benefits to be paid in
the future”. Employee benefits are defined as future benefits granted by the employer to
actual or former employees in exchange of their past service rendered. Post-employment
benefits include benefits such as pensions and lump sum payments on retirement, post-
employment life insurance and post-employment medical care.

NATO UNCLASSIFIED
3-3



NATO UNCLASSIFIED

ANNEX 3
IBA-AR(2019)0028

1.5 The post-employment benefit liability disclosed in the notes to the financial
statements is based on an actuarial valuation produced on an annual basis by the
International Service for Remuneration and Pensions (ISRP). The ISRP is a common
service platform for six Coordinated Organisations including NATO, providing services
for their pension schemes and remuneration policies. The actuarial valuation is based on
comprehensive data provided by NATO of the affiliated population at the end of each
year.

Observation

1.6 The NAF requires NATO Bodies with employees contributing to the NATO
Coordinated Pension Scheme to comply with IPSAS 39 Employee Benefits and
recognise a post-employment benefit liability in their financial statements. Therefore, all
NATO Bodies with employees contributing to the NATO Coordinated Pension Scheme
need in principle to recognise their share of the EUR 8.1 billion post-employment pension
liability. Not doing so, would normally require an adaptation to the NAF.

1.7 Note 3 to the NATO Coordinated Pension Scheme Financial Statements
discloses the EUR 8.1 billion total post-employment benefit liability for all NATO Bodies
and other relevant information extracted from the annual actuarial report submitted by
ISRP. The IS OFC did not recognise a liability for the post-employment benefits related
to the NATO Coordinated Pension Scheme in its own Financial Statements, which is
correct given that the Scheme itself does not have any employees.

1.8 Although this does not impact the Financial Statements of the NATO Coordinated
Pension Scheme, IBAN found that the pension liability and associated disclosures related
to the NATO Coordinated Pension Scheme are not included in any of the financial
statements of NATO Bodies or Scheme.

Recommendation

1.9 IBAN recommends that the IS OFC, being the Financial Controller of the NATO
Coordinated Pension Scheme, define the recognition criteria for the post-employment
liability, ensuring that this liability is recognised in accordance with the NATO Accounting
Framework (IPSAS 39 Employee Benefits).
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2. NEED TO DEVELOP MORE EFFECTIVE INTERNAL CONTROLS OVER
FINANCIAL REPORTING
Reasoning
2.1 Financial statements need to be free from misstatements, mathematical errors,

non-reconciling items, or any other errors or omissions caused by ineffective controls
over the preparation process. The NATO Financial Regulations require NATO Bodies to
develop effective internal controls, including reviews and reconciliations, to ensure the
consistency and accuracy of information presented in the financial statements.

Observation

2.2 The disclosure notes to the Coordinated Pension Scheme Financial Statements
included the following errors that could have been avoided if more effective controls and
verification procedures were performed on the Financial Statements prior to submitting
them for audit:

- The information related to bank costs amounting to EUR 279 thousand disclosed
in Note 17 “Other Decreases in Net Assets” actually relates to Interest Earned
and Bank Charges, and should therefore have been disclosed in Note 14;

- Note 4 “Cash and Cash Equivalents” states that “the increase in the level of cash
holdings can be explained by contributions being paid faster by Nations”. In fact,
cash and cash equivalents significantly decreased in 2018 from EUR 48.34 million
to EUR 27.22 million. As a result, the explanation provided in Note 4 is inconsistent
with the balances shown in the Statement of Net Assets Available for Benefits in
the Financial Statement;

- The refundable surplus from Nations’ contributions amounting to
EUR 145 thousand in 2018 is incorrectly disclosed in Other Liabilities, when it was
in fact at year end an asset that should therefore have been recorded as a
receivable. This balance needs to be recorded as a receivable because the total
actual costs are higher than the requested total contributions from Nations;

2.3 In addition, although the number of 3,943 affiliates disclosed in the 2018 financial
statements is correct, this number could not be reconciled with the number of 3,931
affiliates disclosed in the ISRP 2018 actuarial valuation report. The number of 3,943
pensioners was confirmed by the Pensions Unit of NATO IS Executive Management as
being correct and ISRP was informed of this error. All relevant information disclosed in
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the financial statements needs to be reconciled with the actuarial valuation report to
ensure that errors and other discrepancies are avoided.

Recommendation

2.4 IBAN recommends that in order to prevent and detect errors, IS OFC develop
more effective internal controls over the financial statements preparation process, such
as by documenting verification procedures of information and amounts presented in the
financial statements prior to their submission for audit.
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IBAN followed up on the status of observations from the previous years’ audit. The
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summarised in the table below.
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Board’s recommendation

The preparer of the financial statements
should keep detailed supporting working
papers in order to be able to support any
balance presented or information
disclosed in the financial statements.
Moreover, the IS must be able to provide
details for each ERP asset / liability
account in order to allow proper follow-up
of the balances.

The Board recommends recording
income and expense transactions,
different by nature, in separate accounts,
such as:
- unrealized gain/loss;
- gain/loss from foreign currency
purchases;

Sufficient information was available to
support the information disclosed in the
financial statements for the year 2018.

Different income transactions were still
recorded together in a limited number of
accounts. However IBAN was provided
with  sufficient  supporting  details
concerning these transactions.

Improvement of the transparency and
availability of accounting data noted. Also
more extensive use of ERP workflows
noted.

Overall improvement of the quality of
financial statements noted. Some

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) Pension FY 2017

IBA-AR(2018)29, paragraph 1

LATE ISSUANCE OF THE FINANCIAL Observation
STATEMENTS Closed.
Board’s Recommendation

The financial statements of the NATO | IBAN has noted the progress and

Coordinated Pension Scheme were | improvements made to issue on time the

received by the Board on 28 June 2018, | financial statements for the year ended

thus not respecting the requirements of | 31 December 2018.

the NFRs. The late issuance of the

financial statements results in a

qualification on compliance for the 2017

Coordinated Pension Scheme Financial

Statements.

(2) Pension FY 2016

IBA-AR(2017)31, Paragraph 2

INSUFFICIENT CONTROLS OVER Observation
FINANCIAL REPORTING Closed.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

- contributions;
- inward/outward transfers;
- other types of income/expense.

The Board recommends improving the
transparency and availability of the
accounting data. Where technically
possible and practicable, the Board
recommends linking transactions in ERP
to the specific counterparty in order to be
able to trace changes in respective
balances receivable and/or payable to
these counterparties. Using standard
ERP workflows instead of manual
adjustments is encouraged. In situations
when aggregated data is entered in the
accounting program, underlying
supporting details (summaries, listings,
calculations, etc.) should be available
within the ERP and should be subject to
proper verification and approval within
the system.

The Board recommends strengthening
the multi-level financial statements
review process in order to improve the
overall quality of the produced financial
statements and their compliance with
applicable reporting frameworks.

The Board recommends performing, at
least annually, formal inter-entity balance
confirmations between all entities who
have financial statements prepared by
the IS Office of Financial Control.

insignificant discrepancies noted in the
Financial Statements.

No issue identified regarding the
overstatement of the balance of
receivables from International Staff at
year-end. A Formal inter-entity balance
confirmations process between all
entities, which have financial statements
prepared by the IS Office of Financial
Control has been established for the year
2018.

(3) Pension FY 2016
IBA-AR(2017)31, Paragraph 5

DISCLOSURE OF RESULTS OF THE
ACTUARIAL VALUATION USING 2016
DATA

Board’s recommendation

The Board recommends aligning the
reporting timelines for the financial
statements and the ISRP actuarial
valuation of NATO Coordinated Pension

IBAN has noted the progress and
improvements to make the actuarial
valuation for the year ended 31

Observation
Closed.
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
Scheme pension obligation in order to | December 2018 available for the
ensure that the financial statements | issuance of the financial statements.
include the data on actuarial valuation for
the respective year.
(4) Pension FY 2015
IBA-AR(2017)23, paragraph 5
SIGNIFICANT DELAYS IN PROVIDING Observation
INFORMATION REQUIRED FOR THE Closed.
AUDIT
Board’s recommendation
The Board recommends that the IS | IBAN has noted improvements in the
Office of Financial Control provide | timelines of the submission of the
required information to the Board in a | information during the financial audit.
timely manner. In order to meet the | There was no issue regarding information
Board’s deadlines, less flexibility will be | provided for the audit of the Coordinated
provided in future audits. pension scheme for the year 2018.
5) Pension FY 2015
IBA-AR(2017)23, paragraph 8
UNCLEAR FOREIGN CURRENCY Observation
CONVERSION POLICY In progress.
Board’s recommendation
The Board recommends developing and | The formal policy on the accounting and
implementing a comprehensive policy on | reporting of transactions and balances
the accounting and reporting of | stated in foreign currencies has not been
transactions and balances, stated in | implemented.
foreign currencies. No material issues or findings in the year
The Board recommends that monetary | end revaluations of balances stated in
assets and liabilities at year-end be | foreign currency have been found by
revalued into EUR at the year-end | IBAN during the audit of the financial
foreign exchange rates. statements for the year 2018.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are

superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

OBSERVATION 1:
NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT LIABILITIES
TO COMPLY WITH IPSAS 39 EMPLOYEE BENEFITS

International Staff’s Formal Comments

A. The point raised by IBAN does not concern the accounting treatment of the
NATO Coordinated Pension Scheme but that of all NATO bodies who submit
separate financial statements.

The NATO Coordinated Pension Scheme is a post-employment benefit plan.
There are no IPSAS standards for accounting and reporting by post-employment
benefits plans. The NATO Accounting Framework does not have any specific
provisions for post-employment benefit plans. As a consequence, the IS Office
of Financial Control has applied International Accounting Standard 26
“Accounting and Reporting by Retirement Benefit Plans" for the related financial
statements. We note that this observation and recommendation has no impact
on the opinion on the accounts, neither on compliance, of the NATO Coordinated
Pension Scheme.

B. Before 2006, in trying to get ready for IPSAS compliance, when analysing
the implications of the then IPSAS 25 (now IPSAS 39), it was considered that no
NATO body would disclose any proportion of the RMCF or of NATO Coordinated
Pension Scheme liability. The practical reasons were:

- It would be difficult and costly to identify an objective set of criteria to
break down the liability among the NATO bodies (e.g. some staff move
from one NATO body to another; some NATO bodies are closed and no
longer exist without transfer of liability to another NATO body);

- Any breakdown would require fixing a number of arbitrary parameters
that could be challengeable or considered irrelevant;

- Breaking down the information into a number of little pieces (by NATO
body) would blur the overall information;

- Having each NATO body disclose a proportion of the liability would give
the impression that each NATO body is individually liable, which is not
the case.
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More generally, the IS OFC believes that whilst each NATO body is responsible
for paying the pension contributions related to its own staff, as provided by the
NATO Civilian Personnel Regulations, its financial responsibility as an individual
NATO body stops there. None of the NATO bodies to which IBAN refers and who
issue their own financial statements has an obligation to pay future related
benefits such as pension benefits, be it for its former staff or any proportion of
former NATO staff. In this respect, the IS OFC believes that each individual
NATO body cannot be considered individually liable. We are not aware of any
NATO regulations (NFR, CPR or other) that would have such provisions. We,
therefore, believe that the idea (see paragraph 1.6 of the observation) that the
individual NATO bodies would carry a share of the overall pension liability, and
that therefore it should be disclosed, is not properly justified.

In consideration of the above, in order to avoid any confusion, we consider that
a clarification at the level of the NATO Accounting Framework is preferable and
should be sought.

IBAN’s Position

IBAN acknowledges that the liability amounting to EUR 8.1 billion related to the
NATO Coordinated Pension Scheme is in practice borne centrally by NATO as a
whole. This is because Nations have agreed that pension contributions are called
up and paid centrally on behalf of all NATO Bodies. However, applying the
reasoning described by the OFC has led to the current situation, whereby this
significant liability is not recognised in any of the financial statements of NATO,
which in overall terms cannot be compliant with IPSAS 39 and therefore with the
NATO Accounting Framework. IBAN therefore has amended the observation and
recommendation to reflect this point.

OBSERVATION 2:

NEED TO DEVELOP MORE EFFECTIVE INTERNAL CONTROLS OVER FINANCIAL
REPORTING

International Staff’s Formal Comments

The recommendation is agreed.
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Statement of Net Assets Available for Benefits

Annex 1 to
FC(2019)0044

(All amounts in EUR) Notes Current Year Previous Year
31-Dec-18 31-Dec-17
Assets
Cash and cash equivalent 4 27,216,210.62  48,336,753.88
Financial investment 5 40,000,000.00  40,000,000.00
Staff member contributions receivable 6 368,164.67 549,197.06
Employer contribution receivable 7 1,352,786.02 1,311,689.94
Nation contributions receivable 8 144,756,106.41 113,969,650.36
Pension adjustments contribution receivable 9 25,436,772.09  19,807,575.69
Credit for past service to be refunded by staff 10 65,962.93 76,915.45
Other 11 456,687.83 270,127.75
Total assets 239,652,690.57 224,321,910.13
Liabilities
Contributions called for y+1 8 163,964,400.00 154,542,700.00
Voluntary advances 8 659,149.87 0.00
Pension adjustments called for y+1 9 27,5643,000.00 27,109,100.00
Other 12 550,732.92 419,791.48
Total Liabilities 192,717,282.79 182,071,591.48
Net assets available for benefits 13 46,935,407.78  42,250,318.65
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THE NATO COORDINATED PENSION SCHEME
Statement of Changes in Net Assets Available for Benefits

C Y i
(All amounts in EUR) Notes urrent Year Previous Year
31-Dec-18 31-Dec-17
Increase in net assets 1,058,659.18 157,810.10
Interest income 14 24,600.67 -225,121.92
Transfers from other pension funds 15 947,287.18 199,660.66
Other 16 86,771.33 183,271.36
Contributions 168,123,326.27 158,349,731.20
Staff members 6 15,308,114.68 16,231,956.37
Employers 7 292,980.18 550,055.43
Nations 8 152,802,326.98 141,567,719.40
Regularizations previous years -280,095.57 0.00
Tax adjustments 9 27,176,320.84 25,924,447.09
Total increase in net assets available for benefits 196,358,306.29 184,431,988.39
Decrease in net assets 164,496,896.32 158,480,172.78
Pension benefits 18 164,147,209.15 167,977,212.21
Leaving allowances 18 0.00 148,401.18
Other costs 17 69,894.83 70,293.06
Bank costs 14 279,792.34 284,266.33
Tax adjustments 9 27,176,320.84 25,924,447.09
Total decrease in net assets available for benefits 191,673,217.16 184,404,619.87
Net change for the year 4,685,089.13 27,368.52
Net assets available for benefits, beginning of year 42,250,318.65 42,222,950.13
Net assets available for benefits, end of year 46,935,407.78 42,250,318.65
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EXPLANATORY NOTES TO THE
2018 FINANCIAL STATEMENTS OF THE
NATO COORDINATED PENSION SCHEME

NOTE 1: GENERAL INFORMATION
Description

The NATO Coordinated Pension Scheme is a defined benefit retirement plan that applies to
NATO staff recruited between 1 July 1974 and 30 June 2005. NATO staff recruited before
1 July 1974 are participants in the NATO Provident Fund, a defined contribution retirement
plan. NATO staff recruited after 30 June 2005 are participants in the NATO Defined
Contribution Pension Scheme (DCPS), also a defined contribution retirement plan.

NATO IS operates the Coordinated Pension Scheme for all NATO staff. This Scheme is often
referred to as the NATO Defined Benefit Pension Scheme, and is hereafter referred to as the
NATO DBPS.

The NATO DBPS is coordinated with five other international organisations: the Council of
Europe, the European Centre for Medium Range Weather Forecast, the European Space
Agency, the Organisation for Economic Cooperation and Development and the Western
European Union (extinct as off 2011). These Coordinated Organisations apply a common set
of rules concerning the present defined benefit retirement plan. These rules are initiated and
recommended by the Coordinating Committee on Remuneration and are approved by the
North Atlantic Council. They are embedded in the NATO Civilian Personnel Regulations
(CPRs), Annex V.

The scheme includes provisions for retirement, invalidity, survivor, orphan and dependent
pensions. Benefits paid are usually calculated as a proportion of the staff member's final
salary, based on the number of reckonable years of service. NATO civilian staff recruited
between 1 July 1974 and 30 June 2005 become eligible for a retirement pension after 10
years of service; those who depart before 10 years of service receive a leaving allowance.
The details of the conditions and entitlements of each component of the NATO DBPS are laid
down in Annex |V of the CPRs.

Financing Policy

The benefits of the NATO DBPS are paid from annual budgets approved by the North Atlantic
Council. Funding sources consist of compulsory contributions from active staff, employer
contributions of certain NATO bodies, and, as a balancing resource, budgetary contributions
by NATO member Nations. Contrary to most, if not all, of the other Co-ordinated
Organisations, NATO has not set aside funds to be invested to fund future costs and,
therefore, NATO's funding of the Coordinated Pension Scheme is on a pay-as-you-go basis.

Staff Contributions
The rate of the staff contribution is set so as to represent the cost, in the long term, of one-

third of the benefits provided at the coordinated level. Therefore this rate is not specific to
NATO; it is the same for all the Coordinated Organisations.
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The staff contribution rate is adjusted in accordance with the result of an actuarial study which
is carried out every 5 years. This rate has been increasing over time. It was 7.0% from the
inception of the scheme until it was brought to 8.0% in 1995. The rate was further increased
to 8.3% in 2000 and to 8.9% in 2005.

As of 1 January 2010, contributions to the NATO DBPS from serving staff increased from
8.9% to 9% of their basic salary, further to a change in the method used to calculate such
rates in order to take account of the closure of the pension scheme in certain Coordinated
Organisations. The rate was increased to 9.5% as from 1 January 2015.

Employer contributions

In specific cases, and in particular for a few NATO activities, limited either in time or in
numbers of personnel, or with a specific financial basis, Nations decided that the pension
liability is best discharged through a contribution equal to twice the staff contribution rate from
the annual budget of the concerned activity or NATO entity (BC-WP(83)3(Revised) paragraph
5(1) and C-M(83)34). This contribution is considered as an employer’s contribution. This
contribution, together with the staff's, is deemed to provide the necessary funds for the
subsequent pensions liability of the entities concerned. Employer contributions are due from
the following NATO bodies: the NATO Headquarters Staff Centre (closed in 2018), the New
NATO Headquarters Project Office (NHQPO), the Munitions Safety Information Analysis
Centre (MSIAC), the NATO Naval Forces Sensor and Weapon Accuracy Check Sites
(FORACS), the NATO Battlefield Information Collection and Exploitation Systems (BICES)
Agency and the NATO Alliance Ground Surveillance Management Agency (NAGSMA).

Nations’ contributions

The member states jointly guarantee the payment of benefits. Should a country, being a
member or ex-member of the Organisation, fail to comply with its obligations, the other
countries shall meet the cost thereof in proportion to their contributions to the budget of the
Organisation as fixed annually from and after the said country’s default (article 40.4 of Civilian
Personnel Regulations, Annex V).

Contributions from member states are called once a year based on the authorized annual
budgets. They are calculated as the difference between the anticipated benefits due for the
year under review and the main sources of funding, primarily staff contributions and
employer’s contributions. The NATO DBPS is funded through two separate budgets approved
by the North Atlantic Council, one for the International Staff and the other for the Military
Budgets which includes NATO agencies.

The related calls for contributions are issued in advance, usually towards the end of the
preceding year. Costs are shared among NATO member countries based on the cost-shares
applicable to the NATO body for which the staff member worked before he/she became a
beneficiary of the scheme. In practice, the annual call is based on a weighted average of
each NATO body's cost-share weighted by the related pension costs as per the latest
available financial statements.

Management of the DBPS

Administrative services and secretarial support are provided by the Pensions Unit of NATO-IS
Human Resources. In the framework of the coordinated system, this unit is referred to as
Computation Unit Il. The Pensions Unit assesses the entitliement to benefits payable under
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the DBPS for the whole NATO community. Financial services are provided by the NATO-IS
Office of Financial Control (OFC). The OECD’s International Service for Remunerations and
Pensions (ISRP) provides overall support concerning the global NATO DBPS (actuarial
studies, adjustment calculations, etc.).

An Administrative Committee on Pensions of the Coordinated Organizations (CAPOC) was
set up to ensure that provisions of the Pension Scheme Rules are uniformly applied at the
coordinated level.

None of the above-mentioned management services provided by NATO and the ISRP are
charged to the NATO DBPS (see note on Related Parties).

Pension Adjustment

The recipient of a pension is entitled to an adjustment applying to the member country of the
organisation in which the pension and adjustment relating thereto are chargeable to income
taxes under the tax regulations in force in that country. This adjustment (sometimes referred
to as “tax adjustment”) concerns members of the NATO DBPS and of the DCPS. The
adjustment equals 50% of the amount by which the recipient's pension would theoretically
need to be increased, were the balance remaining after deduction of the amount of national
income tax or taxes on the total to correspond to the amount of the pension calculated in
accordance with the rules of the NATO DBPS or of the DCPS.

The adjustment is borne by the country in which the recipient is subject to taxes on income for
the period considered and, therefore, separate accounts are drawn up for each individual
country.

For practical reasons, the operations relating to the adjustment of pensions are included in the
present financial statements rather than in a separate set of financial statements.

A specific call for contributions is issued to the countries concerned.
NOTE 2: SIGNIFICANT ACCOUNTING POLICIES

The principal accounting policies adopted in the preparation of these financial statements are
set out below.

Declaration of conformity

The financial statements of the NATO DBPS have been prepared in accordance with the
NATO Financial Regulations and International Accounting Standard 26, “Accounting and
Reporting by Retirement Benefit Plans”. The NATO Accounting Framework, which is an
adapted version of the International Public Sector Accounting Standards (IPSAS), does not
have a specific standard for accounting and reporting by retirement benefit plans

The accounting system currently used by the NATO DBPS is accrual based.
The financial statements summarise the transactions, net assets available for benefits and the

changes in net assets available for benefits. In accordance with IAS 26 the actuarial present
value of promised retirement benefits of the NATO DBPS is presented in Note 3.
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Basis of presentation

The financial statements have been prepared on a going-concern basis: the NATO DBPS will
continue in operation for the foreseeable future.
The amounts shown in these financial statements are presented in EUR.

Changes in accounting policy

None in 2018.

Reclassification of financial statements of previous year
None in 2018.

Use of estimates

In the application of accounting policies judgments, estimates and assumptions are made
about carrying amounts of assets and liabilities that are not readily apparent from other
sources. The estimates and associated assumptions are based on historical experience and
other factors that are considered to be relevant. Actual results may differ from these
estimates. Estimates include, but are not limited to: the long term obligation of the NATO
DBPS and receivables.

Foreign currency transactions

NATO entities pay their staff's contributions in various currencies (EUR mostly, GBP, USD,
NOK, PLN and DKK) normally in the bank accounts denominated in the same currency.
Contributions from the Nations to the pension budget and for the pension adjustment are
exclusively called in EUR at the year-end for the following year and received in the EUR bank
account.

Benefits are paid in various currencies. Benefits are calculated by reference to salary scales
applicable to the country of the staff member's last posting. However the staff member may
opt for the scale applicable to another country if the former staff member settles subsequently:
in a member country of one of the Coordinated Organisations of which he is a national, or in a
member country of one of the Coordinated Organisations of which his spouse is a national, or
in a country where he/she has served at least five years in one of the organisations of the
Coordinated Organisations. As a consequence payments are made in a variety of currencies
such as: EUR, AUD, CAD, CHF, DKK, GBP, NOK, NZD, SEK, THB, TRY and USD.

Foreign currency transactions are accounted for at the NATO exchange rates prevailing on
the date of transactions. The monetary assets and liabilities at year-end are reported in EUR
using the NATO rates of exchange that were applicable at year-end.

Gains and losses resulting from the settlement of such transactions and from the revaluation
at the reporting dates of monetary assets and liabilities denominated in foreign currencies are
recognized as expenses and revenues.

Cash and Cash equivalents
Cash and cash equivalents are defined as short-term assets. They include cash in banks,

term deposits and other short-term highly liquid investments that are readily convertible to a
known amount of cash.
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Financial Investments

Financial investments with a fixed redemption value, acquired with the intention to be held to
maturity, matching DBPS obligations or parts thereof, are recognised at ultimate redemption
value.

Receivables

Receivables are stated at their book value. No allowance for loss is recorded for receivables
relating to NATO bodies’ statutory contributions or to national contributions.

Payables

Payables are amounts due to third parties based on rights acquired by staff or pensioners, or
services provided that remain unpaid. This includes, as required, an estimate of the related
accrued obligation for rights not liquidated, or services provided but not yet invoiced.

Financial instruments

The NATO DBPS uses non-derivative financial instruments as part as its normal operations.
These financial elements include bank accounts, deposit accounts, accounts receivable and
provisions. The NATO DBPS has also invested in a 3-year capital-guaranteed note yielding 3-
month Euribor but with a minimum of 0.03%. The note is intended to be held to maturity in
order to match obligations of the DBPS.

Cash and equivalents are recognised in the statement of financial position at their fair value.
The 3-year note with capital guarantee is recognised at redemption value at maturity.

The maximum exposure as at year-end is equal to the total amount of bank balances, short
term deposits, the note and receivables. There is very limited credit risk associated with the
realization of these elements.

Credit risk

The NATO DBPS incurs credit risks from cash, cash equivalents and a note held with banks,
and receivables.

Credit risk on cash and cash equivalents is managed by holding current accounts and short
term highly liquid deposits that are readily convertible to a known amount of cash held a with
registered banking institution with the following ratings (short term).

ING Bank Credit Ratings as off 01/03/2019 are:

ING Bank Fitch Moody's S&P
Short term F1 P1 A-1

A “floored floater” 3-year, capital-guaranteed note held with a registered banking institution
has the following ratings.

Credit Ratings as at 08/03/2019
Fitch Moody's S&P
Ratings A- A2 A-
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Credit risk is also managed by maintaining control procedures over receivables. These
consist essentially of contributions due from NATO member countries. This risk is considered
limited since these countries are generally considered creditworthy. Similarly, the risk linked
to employer or staff contributions due from NATO bodies is considered limited since, with the
exception of the Staff Centre, these bodies are directly funded by member Nations or indirectly
in the case of customer funding.

Currency risk

The NATO DBPS is exposed to foreign currency exchange risk arising from fluctuations in
currency rates. The scheme receives contributions in EUR from member Nations. It receives
mostly EUR but also GBP, USD, NOK, PLN and DKK from NATO bodies. As explained
above, benefits due to participants in the scheme are in various currencies. Payments are
made mainly in EUR. The table below provides a breakdown of the DBPS pension related
payments by currency. Foreign currencies are purchased as needed on a monthly basis
keeping foreign currency holdings at a minimum. There is therefore very little currency risk
because cash and cash equivalent balances on bank accounts in foreign currencies are
always a small percentage of the cash and equivalents.

Currency |Percentage/EUR

EUR 83.99%
GBP 8.45%
USD 2.95%
NOK 1.37%
DKK 1.34%
CAD 1.12%
TRY 0.44%
CHF 0.14%
AUD 0.06%
THB 0.05%
MXN 0.04%
NZD 0.03%
SEK 0.03%
PLN 0.01%
Total 100%)

The calls for contributions from Nations related to Pension Adjustment are in EUR. Pension
Adjustments paid to pensioners are primarily in EUR. There is therefore very little currency
risk.

Liquidity risk

A liquidity risk could arise from an unforeseen short term liquidity requirement. There is a very
limited exposure to liquidity risk because contributions ensure funding commensurate with
budgeted benefit disbursements and are called in advance, and because member states
jointly guarantee the funding of this pension scheme. Some limited risk could be due to the
validity of forecasts used for the NATO DBPS budget formulation. However, past history
shows that this process results in surpluses.
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The outflows of cash follow fairly regular paths and so do the staff and employer contributions
but the latter are of a smaller amount. While the timing of member Nations’ contributions is
not entirely predictable, staff and employer contributions as welil as benefit outflows are very
stable. The budgetary surplus shields NATO DBPS from liquidity risk.

Cash, cash equivalents, and the capital-guaranteed note are managed to avoid liquidity risk.

The calls for contributions related to the Pension Adjustment tend to be lower than the actual
requirement due to difficulties in making accurate forecasts. This situation generates a
liquidity risk that is managed through the excess cash on the DBPS side.

Interest rate risk

The scheme is restricted from entering into borrowings and therefore, there is no related
interest rate risk.

Market risk

The bank-guaranteed note yields 3-month Euribor with a minimum of 0.03%. There is no
currency risk attached to it since it is in EUR. The capital is guaranteed. Fluctuations in the
euro interest rates will affect the market value of the note if sold before maturity, which is not
the intention. The principal corresponds to funds the DBPS has no intention to use in the
immediate future, it matches DPBS obligations and relates to inward transfers of pension
rights by staff members from their previous pension schemes.

NOTE 3: ACTUARIAL VALUATION

In 2018 the International Service for Remunerations and Pensions (ISRP) decided to update
its actuarial model known as the Projection of Pensions and Staff Costs model. This updated
model was subject to an external review and validation of its calculations and output. The
conclusion was that the new model appears to be a reasonable way to assess the value of the
liabilities within the Co-ordinated Organisation schemes. A reconciliation exercise was
conducted between the output of the updated model and the calculations produced by the
previous model, with differences which were either not material or explainable and therefore
were considered acceptable.

An actuarial study was conducted early 2019 by the OECD ISRP using the updated model to
assess the value of the long term NATO post-employment medical care obligation.

The new DCPS was created on 1 July 2005 and thereafter the NATO DBPS was closed to
new entrants.

The evaluation of the situation end 2018 results in an overall present value of MEUR 8,076.

The methodology is based on the Projected Unit Credit Approach, this method is recognised
by the IFRS/IPSAS standards.

Endogenous assumptions taken into account are:

- Probability that a staff member leaves the Organisation, retires, or becomes invalid,
etc.
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- Annual salary increase and impact due to career progression: 0.24% above inflation
(previous: 0.27%)

Exogenous assumptions taken into account are:

- Discount rate in nominal value for post-employment medical care: 0.85% (previous
1.14%)

- Price inflation in the long run: 2% (previous 2%)

- Rates of mortality for both active staff and pensioners (mortality table International Civil
Servant Life Table 2018 - ICSLT2018, source ISRP/EUROSTAT, which is based on
data covering several international organizations in Europe, including NATO and the
European Union.).(previous table was ICSLT201 3).

The previous actuarial study estimated that the value of the obligation for post-employment
medical care at the end of 2017 was MEUR 6,891. The liability at the end of 2018 can be
obtained as follows:

amounts in MEUR)

Evaluation of the obligation at year end 2017 (a) 6,891
Benefits paid (b) 164

interest cost (c) 78

Current service cost (d) 161

Obligation at year end 2017 projected into 2018 (e)=(a-b+c+d) 6,966
Actuarial loss (gain) on obligation (f-e) 1,110

Evaluation of obligation at year end 2018 (f) 8,076

The actuarial loss is MEUR 1,110 (i.e. the positive difference between the obligation estimated
at the end of the current year by the new study and the obligation resulting from the previous
study at the end of previous year projected into the current year). An analysis of the actuarial
loss is provided in the following table.

Impact of change in ... Type of of loss (gain) |[Amount in MEUR | % of year end liability
Population Experience 209 2.6%
Demographic assumptions Assumption -170 -2.1%
Mortality table Assumption 650 8.0%
Discount rate Assumption 421 5.2%
Total actuarial loss (gain) 1,110 13.7%

By definition actuarial valuations are largely dependent on the endogenous and exogenous
parameters. Therefore changes to the latter can result in material changes to the final
evaluation of the obligation.

The significant increase in life expectancies reflected in the new mortality table ICSLT2018
had a significant impact. This new mortality table was approved in 2018. Itis an update of the
previous ICSLT2013 table produced using historic population data from a number of European
based international organisations. It is therefore deemed to constitute a more realistic
assumption.

In this case, the discount rate was decreased, by 29 basis points, from 1.14% to 0.85%.
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The discount rate refers to market yields on high quality corporate bonds. For the purpose of
this actuarial study, in the absence of a market for Eurozone corporate bonds with maturities
longer than 18 years, the Euro area government bond yield curve was used instead as a
reference to discount the liabilities of the NATO Co-ordinated Pension Scheme. This resulted
in the discount rate of 0.85%, compared to the previous 1.14% (and before 0.89%, 1.51%,
1.33% and 2.77%).

Use of the ever-changing market value reference discount rate is likely to result in substantial
changes of the actuarial valuations. Considering that the present interest rates used for the
actuarial study are historically low, the use of a higher discount rate in the future would result
in a decrease in the valuation of the liability.

The table below provides a sensitivity analysis for each significant actuarial assumption as of
the end of the reporting period.

Amounts in MEUR| Change

Base liability 8,076 -

Discount rate -1% 10,038 24%
Discount rate +1% 6,629 -18%
Inflation -1% 6,700 -17%
Inflation +1% 9,894 23%
Mortality rate shifted by +1 year 7,740 -4%
Mortality rate shifted by -1 year 8,419 4%

Any potential liabilities regarding medical expenses for present and future pensioners are
reported in the financial statements of the RMCF.

There could be an additional long term obligation in relation to the adjustment of pensions for
countries in which pensions are subject to national tax legislation. This obligation is not an
obligation of the NATO DBPS and, therefore, it is not reported here.

NOTE 4. CASH AND CASH EQUIVALENTS

Separate bank accounts are held in various currencies (AUD, CAD, CHF, DKK, EUR, GBP,
NOK and USD) in order to ensure payments. Payments are made in other currencies (e.g.
NZD, SEK,TRY); they are usually made from the EUR bank account.

Cash is held on account of third parties in the amount of EUR 58,980.38 (same as end 2017).
These funds belong to Nations, members of former NAMSA (now NSPA), who decided that
amounts credited to them further to the transfer of staff from the Provident Fund to the DBPS
(validation costs) would be kept at their disposal. Five Nations are concerned. These funds
can be used to fund part of their budgetary contributions to the DBPS.

The increase in the level of cash holdings can be explained by contributions paid faster by
Nations.

NOTE 5: FINANCIAL INVESTMENTS
In 2016, in a market context where low-risk deposits in euro offered negative interest an

amount of EUR 40,000,000 was invested in a Belfius Bank guaranteed capital note maturing
in June 2019 yielding the 3-month Euribor rate but with a floor of 0.03%. The 3-year maturity is
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consistent with a conservative assessment of when these funds might be required for
disbursement. The EUR 40 million is related to inward transfers from national pension
schemes so are not subject to disbursement in the near term.

This note is recognized at its redemption value because it is held to maturity and corresponds
to DBPS future requirements. It is an “over the counter” (OTC) investment, not publicly traded.
However, if it were marketable and if it were held for sale, its reported value would be based
on current interest rate market conditions. At 31 December 2018, that notional market value
would have represented an unrealised gain of EUR 36 thousand. The most recent estimated
value on 12 March 2019 represented a notional unrealised gain of EUR 13 thousand.

This is the only non-cash-equivalent investment held by DBPS.
NOTE 6: STAFF MEMBER CONTRIBUTIONS

Staff member contributions are paid monthly by the NATO payroll centres. Since 1 January
2015, contributions to the NATO DBPS from serving staff have been 9.5% of basic salary
(previous contribution rate was 9.0% since 1 January 2010). The reduction in the number of
contributing staff, as newly recruited staff are members of the DCPS, results in reductions in
the value of staff member contributions. This trend is partially offset by the increase of the
contribution rate.

Outstanding amounts are contributions due on staff salaries for December from several NATO
entities, which were all received in early 2019.

NOTE 7: EMPLOYER CONTRIBUTIONS

Employer contributions are due from the following NATO bodies: MSIAC, FORACS,
NAGSMA, the NATO BICES Agency, the New NATO Headquarters Project Office and the
NATO Headquarters Staff Centre. Employer contributions are paid monthly.

Outstanding amounts are essentially employer contributions due by the NATO Headquarters
Staff Centre, which is in charge of morale and welfare activities. No employer contributions
have been made by the Staff Centre since 2001 (staff member contributions were paid). A
recovery plan was established in 2011 and the Staff Centre reimburses EUR 25,000 per
month (EUR 300,000 per annum) which is about 50% more than its annual dues. According
to the initial plan the full amount should be repaid by 2021. However due to its financial
situation the Staff Centre did not fully comply with the plan and no contributions were received
during recent years. As of 31 December 2018 the outstanding receivable amounts to EUR
1,3562,786.32. The Staff Centre was closed during 2018. Nations have agreed that its
outstanding liability towards the DBPS will be funded through a contribution by the Civil
Budget and have carried forward appropriations to that effect. The settlement is expected to
take place in 2019.

NOTE 8: NATIONS’ CONTRIBUTION

Contributions due from NATO member Nations to fund the NATO DBPS of a given budget
year are called once annually towards the end of the preceding year. In accordance with
Article XXIX 8) of the NATO Financial Rules and Procedures, amounts called are to be paid in
principle within a period of one month after receipt of the request. Amounts recognised are
those amounts called.
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The DBPS call for contributions is a single call issued towards the end of the year. It includes
an advance on next year's pension budget including any frozen credits, takes into account the
previous year’s surplus or deficit, and regularises any adjustments done in the course of the
budget year such as budget revisions.

The advances called at year end are:

2019 2018
Clv MIL Clv MIL
Budget called in Y-1 38,134,400.00 125,830,000.00(37,842,700.00 116,700,000.00
163,964,400.00 154,542,700.00

Uncollected budgetary contributions from Nations relate mainly to the call for the 2019 pension
budget. The call for contributions was issued in late 2018 which largely explains the level of
these receivables. Below there is a breakdown of such outstanding collections as off 31
December 18.

Nations outstanding receivables as at 31/12/2018
ALBANIA 158,724.67,
BELGIUM 3,851,215.24
BULGARIA 1,059,337.74
CANADA 10,329,229.04;
CROATIA 355,444.25)
CZECH 365,333.51]
DENMARK 1,474,215.17,
ESTONIA 310,800.42
FINLAND -1,216.07
FRANCE 16,264,992.51
GERMANY 19,218,953.45)
GREECE 553,920.43)
HUNGARY 1,055,646.83
ICELAND 96,081.50]
ITALY 3,033,135.73
LITHUANIA 27.00)
LUXEMBOURG 533,265.73]
MONTENEGRO 77,967.60]
NETHERLANDS 5,979,112.18]
NORWAY 5,924,827.95)
PORTUGAL 1,217,468.71
ROMANIA 2,748,655.81
SLOVENIA 537,418.49
SPAIN 8,240,931.02
SWEDEN -6,688.25
TURKEY 3,162,624.51
UK 7,379,359.95
USA 50,835,321.29
Total: 144,756,106.41]

On occasion, NATO member Nations may voluntarily pay supplementary advance
contributions, at year end there was only one outstanding voluntary advance of EUR
659,149.87 (EUR 0 end 2017).

NOTE 9: PENSION ADJUSTMENT

For practical reasons, the operations relating to the adjustment of pensions are included in the
present financial statements. Members of the DCPS are also entitled to such an adjustment.
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DCPS related payments are a very small fraction of the total (EUR 95,008.26) and were
advanced by the DCPS.

The adjustment is paid monthly by way of advance at the same time as the pension.

The following table provides the breakdown of actual payments by country for DBPS pensions
Tax Adjustments.

DBPS - Pension tax adjustments paid to pensioners

Country 2018 2017
ALBANIA 0.00 0.00
BELGIUM 13,025,918.00 12,430,463.00
BULGARIA 0.00 0.00,
CANADA 250,367.41 246,888.02,
CROATIA 0.00 0.00
CZECH REPUBLIC 0.00 0.00,
DENMARK 493,519.44 1,233,275.20
ESTONIA 0.00| 0.00
FRANCE 1,595,347.00 1,594,300.00,
GERMANY 2,245,624.00 2,154,433.00
GREECE 172,998.00 165,092.00
HUNGARY 0.00 0.00
ICELAND 0.00 0.00,
ITALY 2,173,432.00 1,867,275.54
LATVIA 0.00 0.00,
LITHUANIA 0.00 0.00,
LUXEMBOURG 1,378,309.00 1,210,731.00
NETHERLANDS 2,948,180.00 2,846,766.80,
NORWAY 343,631.77 61,833.05
POLAND 17,605.03 16,472.71
PORTUGAL 162,755.00 135,415.00
ROMANIA 0.00 0.00
SLOVAKIA 0.00 0.00
SLOVENIA 0.00 0.00
SPAIN 288,658.00 260,662.00
TURKEY 0.00 0.00
UNITED KINGDOM OF GREAT BRITAIN 1,697,877.61 1,211,339.55
UNITED STATES OF AMERICA 287,342.71 324,984.51
DCPS transfers 95,008.26 164,509.69
Adjustments -252.39 0.00
Total: 27,176,320.84 25,924,447.07;

Pension Adjustment amounts paid to pensioners as reported in Euros in the table above are
impacted by a variety of factors, among which: exchange rates, number of pensioners having
their tax residence in a given country (which may be different from their country of origin or the
country in which the NATO entity for which staff worked is located), household/family situation,
level of the pension itself, national taxation policies, etc. As a consequence, amounts due by
individual Nations may vary from one year to the other and are not related to their cost shares
of the NATO entity for which staff worked.
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Contributions due by Nations concerned to fund the Pension Adjustment of a given budget
year are called towards the end of the preceding year. In accordance with Article XXIX 8) of
the NATO Financial Rules and Procedures, amounts called are to be paid in principle within
one month after receipt of the request. Amounts recognised are those amounts called.
Advances on the next year's payments of the pension adjustment are called towards the end
of the current year. At year end the balance of advances were:

2019 2018
Civ MIL Cclv MIL
. 10,190,800.00{ 17,352,200.00| 9,522,300.00| 17, 586,800.00
Budget called in Y-1
27,543,000.00 27,109,100.00

Receivables from Nations to fund the Pension Adjustment relate mainly to the call for the
advances on 2019 expenses. The call was issued in late 2018 which largely explains the level
of these receivables. The table below gives you the status of the open receivables at year
end.

NOTE 10: CREDIT FOR PAST SERVICE TO BE REFUNDED BY STAFF

This relates to amounts due from staff who had left the Organisation and were paid a leaving
allowance but who were Iater re-employed by the Organisation or to staff who retroactively
became members of the Coordinated Scheme further to NATO Administrative Tribunal
decisions.

NOTE 11: OTHER ASSETS

These are essentially accrued interest, occasional advances to the DCPS and miscellaneous
amounts to be regularised.

NOTE 12: OTHER LIABILITIES

These correspond to amounts relating to bank fees, life insurance capital due and other
miscellaneous amounts due to be regularised (including reimbursement to the DCPS of
amounts it paid in relation to Pension Adjustment), and some accruals.

This item also includes funds held on behalf of certain Nations corresponding to their share of
former NAMSA (now NSPA) staff members' validation costs EUR 58,980.38 (same amount at
end 2017). When the DBPS was established, staff who decided to transfer from the Provident
Fund had to return the value of their accounts to the DBPS. The related holdings were
returned to the Nations but certain Nations decided to keep the funds in the DBPS accounts.

NOTE 13: NET ASSETS AVAILABLE FOR BENEFITS

The net assets available for benefits at year-end correspond essentially to the surplus linked
to the budgetary process, the inward transfer of pension rights (Note 15) and credit for past
service by staff. As explained in the introductory note on the funding of the DBPS, contrary to
most, if not all, of the other Coordinated Organisations, NATO has not set aside funds to be
invested to fund future costs and, therefore, NATO's funding of the Coordinated Pension
Scheme is on a pay-as-you-go basis.

NATO UNCLASSIFIED
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ANNEX 3 to 3-14
FC(2019)0044
Breakdown of Net Assets available for benefits

2018 2017
Credits for Past Services 65,962.93 76,915.45
Pensions rights transferred to DBPS 41,380,317.37| 40,433,030.19
Budgetary Surplus at End of Year 5,489,127 .48 1,740,373.01
46,935,407.78] 42,250,318.65

The surplus at year-end is the difference between the final approved pension budgets and
actual amounts required to ensure the payment of benefits due for the period covered by
these financial statements. It therefore normally contains excess funding from Nations. The
surplus is due to the budgetary context under which the NATO DBPS operates and normally
results from prudent estimation of the net funding requirements and unforeseen net revenue
(such as the net result from interest revenue, foreign exchange profit and loss, bank charges
and other miscellaneous income and expenditure).

This surplus is not invested into a fund from which future benefits would be paid: it is returned
to contributing Nations. The surplus is taken into account, as a deduction, in the assessment
of the net contributions to be called from member Nations for the budgets of the second year
after the reporting period (e.g. the surplus end of 2018 will be returned to Nations with the call
for the 2020 budget to be issued end 2019).

NOTE 14: INTEREST EARNED AND BANK CHARGES

This corresponds to expenses and revenues related to financial operations, interest earned on
cash holdings and bank charges paid on transactions.

NOTE 15: INWARD TRANSFER OF PENSION RIGHTS FROM PENSION SYSTEMS

The NATO Civilian Personnel Regulations (Annex IV, Article 12) provide that staff may, under
certain circumstances, arrange for payment to the Organisation of any amounts corresponding
to the retirement pension rights accrued under the pension scheme to which the staff member
was previously affiliated in so far as that scheme allows such a transfer. Agreements can be
signed with other pension systems to establish the conditions under which such transfers
apply to staff in given conditions.

For the individuals concerned, the related amount is converted into a number of years of
reckonable service with which the staff member concerned has been credited under his/her
own pension scheme.

End 2018, the total amount of inward transfers received throughout the year was
EUR 947,287.18, which resulted in a balance of EUR 41,380,317.37 at the end of the year.

In 2009, the Belgian Authorities allowed such inward transfers to NATO and accordingly gave
the then-active staff a limited period of time, from 1 December 2009 to 31 May 2010, to make
their requests. For 2010 and 2011, the Belgian “Office National des pensions” was the sole
case concerned, with contributions amounting to respectively EUR 22.507 million and EUR
10.914 million. As of 31 December 2013, NATO-IS OFC had received EUR 36.025 million
from the Belgian “Office National des Pensions” (EUR 35.714 million as of end 2012,
EUR 33.422 million as of 31 December 2011).

In 2012, the inward transfers received amounted to EUR 3.294 million, with the main
contributions coming from the following national pension systems: Belgium (EUR 2.291
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million), Greece (EUR 0.471 million), the Netherlands (EUR 0.369 million) and Luxemburg
(0.072 million).

In 2013, the inward transfers received amounted to EUR 2.694 million, with the main
contributions coming from the following national pension systems: Belgium (EUR 0.311
million), Greece (EUR 0.232 million), the Netherlands (EUR 2.026 million) and Luxemburg
(0.124 million).

In 2014, the inward transfers received amounted to EUR 0.329 million, with the main
contributions coming from the following pension systems: Greece (EUR 0.191 million), the
Netherlands (EUR 0.034 million) and International Organisations (0.103 million).

In 2015, the inward transfers received amounted to EUR 0.274 million, with the main
contribution being the repayment of a Leaving Allowance (EUR 0.222 million) and the rest
coming from a pension system of the Netherlands (EUR 0.052 million).

In 2017, the inward transfers received amounted to EUR 199,660.66.

In consideration of the fact that these inward transfers of rights are evaluated at the actuarial
value of future benefits due to the concerned staff, the corresponding amounts have been
considered as a net asset available for future benefits. They have also been included in the
actuarial value of the future obligation of the NATO DBPS.

The Budget Committee approved, per BC-DS(2011)0055, that the related budgetary receipts
be applied not as a lump sum to the current year but rather spread over time and should offset
expenses when they occur.

NOTE 16: OTHER INCREASES IN NET ASSETS

This corresponds mainly to interest income and to realised exchange gains and other
miscellaneous operations.

NOTE 17: OTHER DECREASES IN NET ASSETS
This corresponds mainly to the cost of the actuarial study, realised exchange losses and other

miscellaneous operations. The breakdown of the amount recorded as “bank costs” (EUR
279,792.34) is as follows:

Type Amount

Accruals -6,695.41
Bank fees 198,010.93
Exchange rate differences {pensions payments) 87,737.07,
Pensioners bank charges pay back 739.75
Total 279,792.34

NOTE 18: PENSIONS AND LEAVING ALLOWANCES

The tables under notes 18 and 21 provide a breakdown of payments and collections according
to the kind of pensions paid in 2018.

NATO UNCLASSIFIED
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CIVIL BUDGET

PAYMENTS / PAIEMENTS

Retirement Pension / Pension d'Ancienneté 28,260,008.68
Survivor Pension / Pension de Survie 5,561,472.07
Orphans Pension / Pension d'Orphelins 186,998.48
Invalidity Pension / Pension d'Invalidité 4,785,809.54
Family Allowance / Allocations Familiales 1,770,362.25
Leaving Allowance / Allocations de Départ 0.00
Validation Costs Paid / Codts de Validation payés 0.00
Miscellaneous / Divers 56,535.34
Total Payments / Paiements 40,621,186.36
RECEIPTS 4 RECETTES

Staff Contributions / Contributions des Agents 3,545,314.62
Employer Contributions / Contributions de I'Employeur 115,645.80
Validation Costs Received / Colits de Validation recus 0.00
Interests,Profit &Loss / intéréts,Pertes & Profits 0.00
Miscellaneous / Divers -297,054.24
Contributions due by Staff Center 0.00
Total Receipts / Recettes 3,363,906.18
Funding Requirement / Besoin de financement 37,257,280.18

MILITARY BUDGETS

PAYMENTS / PAIEMENTS

Retirement Pension / Pension d'Ancienneté 86,001,515.33
Survivor Pension / Pension de Survie 16,982,618.10
Orphans Pension / Pension d'Orphelins 558,915.28
Invalidity Pension / Pension d'Invalidité 13,970,262.17
Family Allowance / Allocations Familiales 6,069,247.25
Leaving Allowance / Allocations de Départ 0.00
Validation Costs Paid / Co(ts de Validation payés 0.00
Miscellaneous / Divers 172,238.17
Total Payments / Paiements 123,754,796.30
RECEIPTS / RECETTES

Staff Contributions / Contributions des Agents 11,762,800.06
Employer Contributions / Contributions de I'Employeur 177,334.38
Validation Costs Received / Codits de Validation recus 0.00
Interests,Profit &Loss / Intéréts,Pertes & Profits 1,410.85
Miscellaneous / Divers 16,958.67
Total Receipts / Recettes 11,958,503.96
Funding Requirement / Besolin de financement 111,796,292.34

Under Miscellaneous receipts for the Civil Budget, there is a correction of EUR 294,054.24
(reduction of receipts) that derives from corrections done in 2018 for a double invoicing issued
to NATO IS in 2017. Under Miscellaneous receipts for the Military Budget there were also
corrections done by the total amount of EUR 16,958.67 (increase on receipts), resulting from
credit memos and new invoices issued.

NOTE 19: CONTINGENT ASSETS

Nothing to report.

NATO UNCLASSIFIED
3-16



NATO UNCLASSIFIED

3-17 ANNEX 3 to
FC(2019)0044

NOTE 20: CONTINGENT LIABILITIES

There are no material contingent liabilities arising from legal actions and claims that are likely
to result in significant liability to the NATO DBPS.

NOTE 21: SEGMENT INFORMATION

Although there are only two main sources of funding (Civil Budget and Military Budgets), each
of the NATO bodies has its own individual funding cost share which is taken into account
when calculating the final contributions for each individual country. Segment information is
developed in the following tables to show income and expenditure by NATO body (i.e. the
NATO body which was the last employer of the retired staff member on the expense side, and
the NATO body which is currently employing the contributing staff member on the revenue
side).

The data provided below concerns 2018.
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NOTE 22: BUDGET EXECUTION

3-22

ANNEX 3 to
FC(2019)0044

Presently the NATO DBPS budgets are not made available to the public. The following table
compares approved budgets and actuals.

Budget Execution 2018
{amounts in EUR) Initial Budget Revised Budget Actuals Difference
(a) (b) (c) (b-c)
CIVIL BUDGET

PAYMENTS / PAIEMEN

Retirement Pension / Pension d'Ancienneté 29,591,900.00 29,591,900.00 28,260,008.68 1,331,891.32
Survivor Pension / Pension de Survie 5,667,100.00 5,667,100.00 5,561,472.07 105,627.93
Orphans Pension / Pension d'Orphelins 173,000.00 173,000.00 186,998.48 -13,998.48
Invalidity Pension / Pension d'Invalidité 4,299,300.00 4,299,300.00 4,785,809.54 -486,509.54
Family Allowance / Allocations Familiales 1,701,100.00 1,701,100.00 1,770,362.25 -69,262.25
Leaving Allowance / Allocations de Départ 0.00 0.00 0.00 0.00
Validation Costs Paid / Colits de Validation payés 0.00 0.00 0.00 0.00]
Miscellaneous / Divers 0.00 0.00 56,535.34 -56,535.34
Total Payments / Paiements 41,432,400.00 41,432,400.00 40,621,186.36 811,213.64
RECEIPTS / RECETTES

Staff Contributions / Contributions des Agents 3,437,700.00 3,437,700.00 3,545,314.62 -107,614.62
Employer Contributions / Contributions de |'Employeur 152,000.00 152,000.00 115,645.80 36,354.20)
Validation Costs Received / Coiits de Validation recus 0.00 0.00 0.00 0.00)
Interests, Profit &Loss / Intéréts,Pertes & Profits 0.00 0.00 0.00 0.00
Miscellaneous / Divers 0.00 0.00 -297,054.24 297,054.24
Contributions due by Staff Center 0.00 0.00 0.00 0.00
Total Receipts / Recettes 3,589,700.00 3,589,700.00 3,363,906.18 225,793.82
Funding Requirement / Besoin de financement 37,842,700.00 37,842,700.00 37,257,280.18 585,419.82

MILITARY BUDGETS

PAYMEN PAIEMEN

Retirement Pension / Pension d'Ancienneté 89,500,000.00 89,500,000.00 86,001,515.33 3,498,484.67
Survivor Pension / Pension de Survie 17,200,000.00 17,200,000.00 16,982,618.10 217,381.90
Orphans Pension / Pension d'Orphelins 700,000.00 700,000.00 558,915.28 141,084.72
Invalidity Pension / Pension d'lnvalidité 14,600,000.00 14,600,000.00 13,970,262.17 629,737.83
Family Allowance / Allocations Familiales 6,400,000.00 6,400,000.00 6,069,247.25 330,752.75
Leaving Allowance / Allocations de Départ 0.00 0.00 0.00 0.00
Validation Costs Paid / Coiits de Validation payés 0.00 0.00 0.00 0.00]
Miscellaneous / Divers 0.00 0.00 172,238.17 -172,238.17
Total Payments / Paiements 128,400,000.00 128,400,000.00 123,754,796.30 4,645,203.70
RECEI RECETTES

Staff Contributions / Contributions des Agents 11,600,000.00 11,600,000.00 11,762,800.06 -162,800.06
Employer Contributions / Contributions de I'Employeur 100,000.00 100,000.00 177,334.38 -77,334.38
Validation Costs Received / Colits de Validation regus 0.00 0.00 0.00 0.00)
Interests,Profit &Loss / Intéréts,Pertes & Profits 0.00 0.00 1,410.85 -1,410.85
Miscellaneous / Divers 0.00 0.00 16,958.67 -16,958.67
Total Receipts / Recettes 11,700,000.00 11,700,000.00 11,958,503.96 -258,503.96
Funding Requirement / Besoin de financement 116,700,000.00 116,700,000.00 111,796,292.34 4,903,707.66

TOTALCIVIL + MILITARY BUDGETS
TOTAL Funding Requirement 154,542,700.00 154,542,700.00 149,053,572.52 5,489,127.48
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The “actual amounts” referred to by IPSAS 24 (“amounts that result from execution of the
budget”) are considered to be the commitment of credits. In the case of the NATO DBPS
there are no differences between the budget and accounting bases. The notion of
commitments used for the NATO DBPS budget execution corresponds to expenses incurred
during the course of the year. In this respect the NATO DBPS budget should be considered
as prepared and executed on an accrual basis. There are no timing or entity differences.

DBPS funding requirement credits for 2018 for the Civil Budget and the Military Budgets were
initially approved at, respectively, EUR 37,842,700.00 and EUR 116,700,000.00. . No
revisions took place during 2018.

The difference between approved budgets and actuals for both the Civil Budget and the
Military Budgets mainly concern the following items: invalidity pensions and staff contributions.
Invalidity pensions do not follow regular evolution paths and prove to be more difficult to
anticipate. Newly recruited staff are automatically members of the DCPS. As a consequence,
the number of staff contributing to the NATO DBPS is declining. The impact of this trend has
proven difficult to forecast. Approved budgets are based on a principle of prudence and
therefore there is a tendency to underestimate revenue.

NOTE 23: RELATED PARTY TRANSACTIONS AND KEY MANAGEMENT PERSONNEL
During 2018 there have been the following related party transactions:
Administrative Expenses

Administrative expenses in relation to the NATO DBPS are not recognised in these financial
statements.

The administrative expenses related to the management of the scheme by NATO IS are
estimated at about EUR 420K. This includes miscellaneous operating costs and the
personnel costs of the full time equivalent of 4 staff from the Office of Financial Control and
the Human Resources Pension Unit.

NATO's contribution towards the annual administrative costs of the International Service for
Remunerations and Pensions (ISRP which took over, among others, the activities of the
former Joint Pensions Administrative Section) paid to the OECD was EUR 128,919 in 2011.
No similar breakdown for subsequent years has been provided but the amount is estimated to
be of the same order of magnitude in 2018.

These administrative expenses are charged to the NATO Civil Budget, which includes the IS.
In the framework of the Admiinistrative Support Costs process applied by NATO IS to all of the
other NATO bodies to which such kind of services are provided, NATO-IS charges these
expenses to the other individual NATO bodies in proportion to the number of NATO
established posts. The related income is returned to NATO member Nations as a deduction
to the Civil Budget contributions called from them.

For the purposes of these financial statements, Key Management Personnel are considered to
be the NATO-IS Assistant Secretary General for Executive Management and the Financial
Controller. Their remuneration is totally covered by the NATO International Staff.
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The following table provides information concerning the number of beneficiaries in the NATO
Coordinated Pension Scheme.

NATO UNCLASSIFIED
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) Survivor and |Orphan's and L
Retirement . Invalidity
Year . Reversion |Dependant's ) Total
Pensions . R Pensions
Pensions Pensions
1995 830, 330 88 155 1,403
1996 878 340 91 168 1,477
1997 926 374 97 188 1,585
1998 967 395 98 202 1,662
1999 1,020, 409 104 224 1,757
2000 1,096 424 96 229 1,845
2001 1,134 432 102 248 1,916
2002 1,187 448 98 275 2,008
2003 1,243 461 103 293 2,100
2004 1,344 479 96 313 2,232
2005 1,417 500 99 336 2,352
2006 1,469 515 96 379 2,459
2007 1,548, 515 90 406 2,559
2008 1,629 523 77 419 2,648
2009 1,715 537 79 452, 2,783
2010 1,838 543 71 472 2,924
2011 1,950 561 68 480 3,059,
2012 2,023 592 72 480 3,167
2013 2,149 609 64 491 3,313
2014 2,272 624 59 470 3,425
2015 2,380 652 58 459 3,549
2016 2,589 665 65 439 3,758
2017 2,665 684 58 436 3,843
2018 2,759 699 53 432 3,943
* k k * %



BICES:
CPR:
DCPS:
DBPS:
FORACS:
IFRS:
IPSAS:
IS:
ISRP:
JPAS:
MSIAC:

NAGSMA:

NAC:
NCIA:
NSPA:
OECD:
OFC:
RMCF:
SC:
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List of acronyms:

Battlefield Information Collection and Exploitation Systems Agency
Civilian Personnel Regulations

Defined Contribution Pension Scheme

Defined Benefit Pension Scheme

NATO Naval Forces Sensor and Weapons Accuracy Check Sites
International Financial Reporting Standards

International Public Sector Accounting Standards

international Staff

International Service for Remunerations and Pensions

Joint Pensions Administrative Section

Munitions Safety Information Analysis Centre

NATO Alliance Ground Surveillance Management Agency

North Atlantic Council

NATO Communication and Information Agency

NATO Support Agency.

Organisation for Economic Co-operation and Development
Office of Financial Control

Retirees Medical Claims Fund

NATO Headquarters’ Staff Centre
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To:

Cc:

Subject:
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IBA-A(2019)0098
28 August 2019

Secretary General
(Attn: Director of the Private Office)

Chairman, NATO FORACS Steering Committee

Project Manager and Technical Director, NATO FORACS Office

Financial Controller, International Staff

Chairman, Resource Policy & Planning Board

Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the NATO
FORACS Office (NFO) Financial Statements for the year ended
31 December 2018 — IBA-AR(2019)0022

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of

Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

IBAN’s report sets out an unqualified opinion on the Financial Statements of the

NATO FORACS Office (NFO) and on compliance for financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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ANNEX 1

Summary Note for Council
by the International Board of Auditors for NATO (Board)
on the audit of the Financial Statements of the NATO FORACS Office
for the year ended 31 December 2018

The NATO Naval Forces Sensors and Weapon Accuracy Check Sites (NATO FORACS)
provide a comprehensive calibration of sensors associated with the weapon systems of
NATO naval units such as surface ships, submarines and anti-submarines helicopters.
These tests are conducted at three FORACS ranges under the jurisdiction of Norway
(NFN), Greece (NFG), and the United States (NFA).

The overall management of the programme is the responsibility of the FORACS Steering
Committee. The NATO FORACS Office is located at the NATO Headquarters in Brussels
and serves as the executive staff of the Steering Committee. The NATO FORACS Office
budget for 2018 (including brought forward credits) amounted to EUR 2.05 million while
budget expenses amounted to EUR 1.34 million.

IBAN issued an unqualified opinion on the financial statements and on compliance for the
year ended 31 December 2018.

The IBAN’s audit resulted in three observations and recommendations. These
observations do not impact the audit opinion:

1. Weaknesses in the internal controls over financial reporting.
2. Recognition of revenue from services provided by the Ranges to non-member
Nations.

3. Recognition and disclosure of the cash to be received from Ranges related to
budgetary surpluses.

IBAN also followed up on the status of two outstanding observations from its previous
years’ audits and noted that one is in-progress and one is closed as superseded by
current year observation 1.

The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the NATO FORACS whose comments have been included (see
the Appendix to Annex 3).
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

NATO NAVAL FORCES SENSOR AND WEAPON ACCURACY SITES
(NATO FORACS OFFICE (NFO))

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of NATO FORACS OFFICE (NFO), for the 12 month period ended
31 December 2018, issued under document reference FC(2019)0038, and submitted to
IBAN on 31 March 2019. These Financial Statements comprise the Statement of
Financial Position as at 31 December 2018, the Statement of Financial Performance, the
Statement of Changes in Net Assets/Equity and the Statement of Cash Flow, for the
12 month period ended 31 December 2018, including a summary of significant
accounting policies and other explanatory notes. In addition, the Financial Statements
include a budget execution report for the 12 month period ended 31 December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of NATO FORACS OFFICE (NFO) as at 31 December 2018, and of its financial
performance, its cash flows and budget execution for the 12 month period ended
31 December 2018, in accordance with accounting requirements and reporting standards
consistent with the NATO Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAls 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’'s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO FORACS OFFICE (NFO) are drawn up in accordance with
accounting requirements and reporting standards consistent with the NATO Accounting
Framework as approved by the Council. The Financial Controller is responsible for
submitting the Financial Statements for audit to IBAN not later than 315t March following
the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAls, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

NATO UNCLASSIFIED
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e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance

Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been

properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
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Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Project Manager is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO FORACS OFFICE (NFO)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the NATO FORACS Office
(NFO) Financial Statements for the year ended 31 December 2018 and issued an
unqualified opinion on the financial statements and an unqualified opinion on compliance.

Observations and Recommendations

The IBAN’s audit resulted in three observations and recommendations. These
observations do not impact the audit opinion:

1. Weaknesses in the internal controls over financial reporting.

2. Recognition of revenue from service provided by the Ranges to non-member
Nations.

3. Recognition and disclosure of the cash to be received from Ranges related to
budgetary surpluses.

IBAN also followed up on the status of two outstanding observations from its previous
years’ audits and noted that one is in-progress and one is closed as superseded by
current year observation 1.
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OBSERVATIONS AND RECOMMENDATIONS
1. WEAKNESSES IN THE INTERNAL CONTROLS OVER FINANCIAL
REPORTING
Reasoning

1.1 Article 6 of the NATO Financial Regulations (NFRs) requires the Financial
Controller to exercise the responsibility of budgeting, accounting and reporting activities
of the NATO entity. This includes being responsible for the financial internal control
system established, and for the preparation of the financial statements in accordance with
the NATO Accounting Framework.

1.2 Cash and cash equivalent are defined as short-term assets. They include cash in
hand, deposits held with bank, and other short term highly liquid investment. According
to IPSAS 2 “Cash flow statement”, cash equivalents are held for the purpose of meeting
short term cash commitments rather than for investment or other purposes.

1.3 For an investment to qualify as a cash equivalent, it must be readily convertible
to a known amount of cash and be subject to an insignificant risk of changes in value.
Therefore, an investment normally qualifies as a cash equivalent only when it has a short
maturity of, say, three months or less from the date of acquisition. Equity investments are
excluded from cash equivalents unless they are, in substance, cash equivalents.

Observations
14 IBAN found misstatements or errors in the financial statements.

1.5 Firstly, the NFO holds funds, in cash, contributed to the NATO FORACS Greece
(NFG), NATO FORACS AUTEC (NFA) and NATO FORACS Norway (NFN) budgets.
These bank accounts are controlled by the IS Office of the Financial Controller. However,
the closing bank balances are reported in the NFO’s financial statements because they
are exclusively used for the daily management of FORACS financial operations. The
funds managed include NFA’'s short term deposits amounting EUR 866,701
(EUR 801,011 in 2017) with a maturity of one month. We found that these amounts, which
should be considered as cash equivalent according to IPSAS 2, are not included in the
opening and closing cash balances of the cash flow statement.

1.6 This leads to an incorrect presentation of the cash flow statement, showing a
variation of EUR -65,689 as a cash outflow from financing activities.

1.7 Secondly, exchange and non-exchange revenue figures have been inverted in
the Statement of Financial Performance. Consequently, EUR 970,033 of revenues
related to the execution of the budget has been mistakenly disclosed as exchange
revenue.
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Recommendations
1.8 IBAN recommends NFO to:

a) Correct the Cash Flow Statement in order to present short term deposits with a
maturity of less than three months as a cash equivalent.

b) Implement and document verification procedures of the figures in the Financial
Statements in order to prevent or detect these mistakes before the issuance of
the Financial Statements.

2, RECOGNITION OF REVENUE FROM SERVICES PROVIDED BY THE
RANGES TO NON-MEMBER NATIONS

Reasoning

2.1 IPSAS 9 “Revenue from exchange transactions” states that “when the outcome

of a transaction involving the rendering of services can be estimated reliably, revenue
associated with the transaction should be recognised by reference to the stage of
completion of the transaction at the reporting date.”

2.2 IPSAS 23 “Revenue from non-exchange transactions” also states that “in a non-
exchange transaction, an entity either receives value from another entity without directly
giving approximately equal value in exchange, or gives value to another entity without
directly receiving approximately equal value in exchange.”

2.3 According to the FORACS accounting policy disclosed in the Financial
Statements, non-exchange revenue has to match with the expenditure reported in the
budget execution.

Observations

24 NFO has recognised EUR 85,239 of exchange revenue. However the service to
the Belgian Navy was rendered by the NFN Range. A Range is a fixed-site facility
responsible for conducting and controlling tests on board ships. Corresponding expenses
were therefore not incurred by NFO.

2.5 Given that this revenue will not be paid back to the NFN Range, it must be treated
as an implicit contribution by the NFN Range to NFO. Accordingly, the amount needs to
be recognised as a non-exchange revenue in the NFO Financial Statements.

Recommendation

2.6 IBAN recommends that the revenues collected by NFO resulting from the
services provided by the Ranges to non-member Nations be documented and recognised
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as non-exchange revenue.
3. RECOGNITION AND DISCLOSURE OF CASH TO BE RECEIVED FROM
RANGES RELATED TO BUDGETARY SURPLUSES
3.1 According to IPSAS 1 “Presentation of financial statements”, [...] “for each asset

and liability line item that combines amounts expected to be recovered or settled no more
than twelve months after the reporting date [...] , an entity shall disclose the amount
expected to be recovered or settled after more than twelve months.”

3.2 IPSAS 19 “Provisions, contingent liabilities and contingent asset” also states that
‘in the extremely rare case where no reliable estimate can be made, a liability exists that
cannot be recognised. That liability is disclosed as a contingent liability. Likewise, a
contingent asset is disclosed, where an inflow of economic benefits or service potential
is probable.”

3.2 As per FRP XXIX, paragraph 10, related to refundable surpluses, contributions
paid in excess of the net expenditure reported in the annual financial statements
constitute part of the refundable surplus which shall be refunded to contributors pro rata
according to the cost sharing formula under which they were originally assessed.

3.3 Article 6.4 of the “NATO FORACS Guidelines for calls for funds and budgets
distribution” states that “NFA’s and NFN'’s lapsed funds from the previous year are
returned to HQ/FC-controlled bank accounts by the end of February.” Due to national
rules, NFG’s lapsed funds are deducted by FC from the advance on NFG’s current year’s
budget payable in April.

Observations

3.4 2018 budgetary surpluses (main + supplementary) for NFA and NFN amounted
to NOK 3,072,320 (EUR 310,429) and USD 128,051 (EUR 110,981) respectively. These
surpluses are disclosed in the “NATO FORACS Corporate Plan 2019 — 2020” issued in
April 2019.

3.5 NFN’s cash was returned to NFO in March 2019. However NFA’s cash was not
returned to NFO, and the corresponding lapsed funds from 2018 were finally deducted
from the second disbursement of 2019 funds.

3.6 The return of budgetary surplus is an obligation of the Ranges towards NFO from
which they may not derogate, pursuant to Article 6.4 of the FORACS procedure
mentioned below. However no corresponding cash receivable from the Ranges with
refundable surplus to Nation member as a liability counterpart, is issued in NFO’s
Financial Statements. Similarly, no information is provided in the Financial Statements
with respect to contingent assets and liabilities.
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Recommendations
3.7 IBAN recommends that NATO FORACS:

a) Recognise in the financial statements the Ranges budgetary surpluses for the
year, which will be returned in cash to NFO the following year, as a current asset
in counterpart of a liability representing the refundable surplus to Nation.

b) Disclose in the financial statements the Ranges budgetary surpluses as a
contingent assets and liabilities, if the Ranges budgetary surplus amounts are not
available, or the amount not sufficiently reliable at the reporting date.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are

summarised in the table below.

ANNEX 3
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REGULATIONS, PARTICULARLY THOSE
ARTICLES ON INTERNAL CONTROL, RISK
MANAGEMENT AND INTERNAL AUDIT

Board’s Recommendation

a) Ensure its risk management policy and risk
registers include financial reporting and
compliance risks.

b) As required by FRP XlI 3) (e), choose a
specific internal control framework that it will
use to assess its system of internal control. The
assessment is required by Article 12 of the
NFRs. Since other NATO entities have already
adopted COSO as their internal control
framework, and it is a framework that can be
used by entities of all sizes, the NFO should
consider adopting COSO as their internal
control framework.

c) In coordination with the IS where applicable,
begin the work of assessing and documenting
the system of internal control and risk
management procedures to support
compliance with NFR Articles 11 and 12, FRPs
XI and XIl, and the internal control framework
that it chooses.

a) Financial Controller’s involvement
in risk management is still limited.
Observation In-progress.

b) The Statement of Internal Control
for 2018 does not mention any
specific internal control framework
that will be used to assess the
system of internal control.
Observation In-progress.

c) Documentation has not been
completed yet. Observation In-
progress.

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) NFO FY 2017
IBA-AR(2018)20, paragraph 1.5
WEAKNESSES IN INTERNAL CONTROL Observation
OVER FINANCIAL REPORTING Closed.
Board’s Recommendation
The Board recommends that NFO:
a) The Board recommends NFO to implement | This recommendations is Closed as
and document verification procedures of the | superseded by current year
figures in the Financial Statements in order to | Observation 1.
prevent or detect these mistakes before the
issuance of the Financial Statements.
(2) NFO FY 2015
IBA-AR(2017)22, paragraph 7.8
EFFORT TO ACHIEVE COMPLIANCE WITH Observation
THE REVISED NATO FINANCIAL In-progress.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

d) Through outsourcing if considered to be
more cost effective, ensure internal audit
activities are evaluating NFO risk management
and internal control.

e) Ensure that the supplementary budget
credits are only used to enter into commitments
for goods and services to be rendered during
the financial year. Contract authority should be
used for goods and services to be received in
future years.

d) The evaluation of the internal
controls and risk management by
the IS Internal Audit has not been
conducted yet. IBAN notes that the
IS Internal Audit was provided with
relevant information related to risk
management and internal controls
by the Project Manager. Also, we
note that the IS Internal Audit Plan is
prepared based on a risk based
methodology. It is for NFO to ensure
that internal audit activities are
conducted. NFO is awaiting IS
Internal Audit action. Observation
Open.

e) NFO changed the approval
process for the supplementary
budget, which is now only used for
goods and services to be rendered
during the financial year.
Observation Closed.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are

superseded, or have lapsed.
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NATO FORACS STEERING COMMITTEE FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS

OBSERVATION 1:
WEAKNESSES IN THE INTERNAL CONTROLS OVER FINANCIAL REPORTING

NATO FORACS Steering Committee’s Formal Comments

Recommendation a)
Agreed.

Recommendation b)
Agreed. The existing verification procedures in place will be reinforced.

OBSERVATION 2:
RECOGNITION OF REVENUE FROM SERVICES PROVIDED BY THE RANGES TO
NON-MEMBER NATIONS

NATO FORACS Steering Committee’s Formal Comments

IBAN’s analysis is acknowledged and the recommendation is agreed. It should
be noted however that the recognition of services provided by the ranges as
exchange revenue is a documented accounting policy and practice disclosed in
the notes since 2017 (see note 16 for 2017 reporting year) and IBAN had made
no observation which lead us to believe that this was acceptable.

OBSERVATION 3:
RECOGNITION AND DISCLOSURE OF CASH TO BE RECEIVED FROM RANGES
RELATED TO BUDGETARY SURPLUSES

NATO FORACS Steering Committee’s Formal Comments

Recommendation a)
Agreed.

Recommendation b)
Agreed.

NATO UNCLASSIFIED
3-9



NATO UNCLASSIFIED

APPENDIX
ANNEX 3
IBA-AR(2019)0022

FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
(5) Audit Report FY 2015
IBA-AR(2017)22 paragraph 7.8

EFFORT TO ACHIEVE COMPLIANCE WITH THE REVISED NATO FINANCIAL
REGULATIONS, PARTICULARLY THOSE ARTICLES ON INTERNAL CONTROL,
RISK MANAGEMENT AND INTERNAL AUDIT

NATO FORACS Steering Committee’s Formal Comments

Recommendation a)
The OFC is developing a complete risk matrix for its operations which will,
therefore, also apply to FORACS.

Recommendation b)
Agreed. However, the NATO FORACS Steering Committee has subsequently
approved adoption of the COSO Framework (NFO(2019)003-200 dated
31 January 2019 and NFO(2019)010-200 dated 18 February 2019 refer).

Recommendation c)
Agreed. The documentation is nearing readiness for final signature.

Recommendation d)

The Board notes that “NFO is awaiting IS Internal Audit action”. It should be
noted that the IS Internal Audit may conduct audits of a horizontal nature that
indirectly cover NFO. The IS Internal Audit was informed about NFO risk
management and internal controls and did not conclude that it should take any
NFO specific action. | do not believe this observation should be kept Open until
a specific audit is conducted by the IS Internal Audit who, by definition, has to
conduct its activities based on relative risks within its overall portfolio.

IBAN’s Position

NFO is responsible to ensure internal audit activities are evaluating NFO risk
management and internal controls, through outsourcing if considered to be more cost
effective. IBAN therefore maintains its position to consider the status of this observation
as “Open”.
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NATO FORACS OFFICE

FINANCIAL STATEMENTS
Financial Year 2018

Annexes:
1 Statement of financial position
2 Statement of financial performance
3 Statement of cash flow
4 Statement of changes in net assets/equity
5 Statement of budget execution

6 Explanatory notes to the financial statements

N7y OO

M. PAGE S. CHAGNOT
Project Manager FORACS Financial Controller NATO-IS
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NATO FORACS OFFICE
Statement of Financial Position
As at 31 December 2018
(in EUR)
Notes Current Year Prior Year Variance
2018 2017 CY -PY
Assets
Current assets
Cash and cash equivalents (3&4) 3,467,883.54 3,506,414.20 -38,530.66
Short term investments (384) 866,701.33 801,011.80 65,689.53
Receivables (5) 85,592.30 200,612.15 -115,019.85
Prepayments (6) 2,614,906.77 2,502,087.13 112,819.64
Other current assets (6) 19,008.40 16,034.06 2,974.34
Inventories @ 0.00
7,054,092.34 7,026,159.34 27,933.00
Non-current assets
Receivables 0.00
Property, plant & equipment 0.00
Intangible assets (8) 1,685,581.64 1,398,421.62 287,160.02
1,685,581.64 1,398,421.62 287,160.02
Total assets 8,739,673.98 8,424,580.96 315,093.02
Liabilities
Current liabilities
Payables (9) -753,881.85 -868,982.55 115,100.70
Deferred revenue (10) -52,063.83 -82,374.74 30,310.91
Advances (11) -5,079,662.88 -4,832,164.20 -247,498.68
Provisions (12) 0.00
Other current liabilities (13) -795,584.92 -650,363.09 -145,221.83
-6,681,193.48 -6,433,884.58 -247,308.90
Non-current liabilities
Provisions 0.00 0.00 0.00
Deferred revenue (14) -1,685,581.64 -1,398,421.62 -287,160.02
Other non-current liabilities 0.00
-1,685,581.64 -1,398,421.62 -287,160.02
Total liabilities -8,366,775.12 -7,832,306.20 -534,468.92
Surplus/Deficit 0.00 0.00
Retained earnings (15) -372,898.86 -592,274.75 219,375.89
Reserves
Total net assets -372,898.86 -592,274.75 219,375.89
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NATO FORACS OFFICE
Statement of Financial Performance
As at 31 December 2018
(in EUR)
Notes Current Year Prior Year
2018 2017 Variance
Revenue
Exchange Revenue (970,033.34) (977,467.40) 7,434.06
Non-Exchange revenue (85,239.00) - -85,239.00
Financial revenue (42,158.60) (9,966.31) -32,192.29
Other revenue (19,418.42) (11,451.14) -7,967.28
Total revenue (16) -1,116,849.36 -998,884.85 -117,964.51
Expenses
Personnel 655,525.96 632,781.77 22,744.19
Contractual supplies and services 400,983.99 351,708.83 49,275.16
Depreciation and amortization 0.00 0.00 0.00
Impairment 0.00 0.00 0.00
Provisions 0.00 0.00
Other expenses 11,243.58 11,381.93 -138.35
Finance costs 49,095.83 3,012.32 46,083.51
Total expenses (17) 1,116,849.36 998,884.85 117,964.51
Surplus/(Deficit) for the period 0.00 0.00 (0.00)

NATO UNCLASSIFIED
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NATO FORACS OFFICE
Statement of Cash Flow
As at 31 December 2018
(in EUR)
Notes Current Year Prior Year
2018 2017
Cash flow from operating activities
Surplus/(Deficit) 0.00 0.00
Non-cash movements
Depreciation/ Amortisation 0.00 0.00
Impairment 0.00 0.00
Use of Cash Reserves -219,375.89 68,923.46
Increase /(decrease) in payables -115,100.70 -123,403.87
Increase/ (decrease) in other current liabilities 362,409.60 -754,826.97
Increase/ (decrease) in provisions 0.00 0.00
Increase/ (decrease) in other non current liabilities 287,160.02 601,462.48
(Gains)/losses on sale of property, plant and equipment 0.00 0.00
Decrease/ (Increase) in other current assets 0.00 0.00
Decrease/ (Increase) in receivables ~ -774.13 298,593.99
Net cash flow from operating activities ~ 314,318.90 90,749.09
Cash flow from investing activities
Purchase of property plant and equipment / Intangible assets -287,160.02 -601,462.48
Proceeds from sale of property plant and equipment 0.00 0.00
Net cash flow from investing activities -287,160.02 -601,462.48
Cash flow from financing activities
Decrease/ (Increase) Deposit -65,689.53 14,805.46
Net cash flow from financing activities -65,689.53 14,805.46
Net increase/(decrease) in cash and cash equivalents -38,530.65 -495,907.93
Cash and cash equivalent at the beginning of the period 3,506,414.20 4,002,322.12
Cash and cash equivalent at the end of the period 3,467,883.54 3,506,414.20

NATO UNCLASSIFIED
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NATO FORACS OFFICE
Statement of Changes in Net Assets/Equity

As at 31 December 2018

Balance at the beginning of the period 2015

Changes in accounting policy

Restated balance

Net (gains)/losses recognised directly in net assets/equity
Exchange difference on translating foreign operations
Use of cash Reserves

Gain on property revaluation

Surplus/(deficit) for the period

Change in net assets/equity for the year ended 2016

Balance at the end of the period 2016

Balance at the beginning of the period 2016

Changes in accounting policy

Restated balance

Net (gains)/losses recognised directly in net assets/equity
Exchange difference on translating foreign operations
Use of cash Reserves

Gain on property revaluation

Surplus/(deficit) for the period

Change in net assets/equity for the year ended 2017

Balance at the beginning of the period 2017

Changes in accounting policy

Restated balance

Net (gains)/losses recognised directly in net assets/equity
Exchange difference on translating foreign operations
Use of cash Reserves

Gain on property revaluation

Surplus/(deficit) for the period

Change in net assets/equity for the year ended 2018

NATO UNCLASSIFIED
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(in EUR)

(481,168.94)

(42,182.05)

(42,182.05)

(523,350.99)

(540,678.49)

(68,923.76)

(592,274.75)

(592,274.75)

219,375.89

(372,898.86)
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6-1 ANNEX 6 to
FC(2019)0038

EXPLANATORY NOTES TO NATO FORACS OFFICE
2018 FINANCIAL STATEMENTS

NOTE 1: GENERAL INFORMATION

FORACS' mission is to measure the bearing, range, position and heading accuracy of sensors and
navigation systems and to provide communications systems and interoperability testing in surface
ships, submarines and maritime aircraft to satisfy national requirements and to meet NATO material
readiness standards.

The NATO FORACS Memorandum of Understanding was signed in 1974 by seven NATO nations:
Denmark, Germany, Greece, Italy, Norway, the United Kingdom and the United States. In September
1994, Canada became the eighth signatory.

Three NATO FORACS (Naval Forces Sensor and Weapons Accuracy Check Sites) test Ranges
were authorized under the management of a NATO FORACS Steering Committee (NFSC).

NATO FORACS Office (NFO) was established at NATO Headquarters in January 1977. This office
provides technical direction for the project, quality control over test procedures, and maintains a data
bank of test results for national summary reports.

NATO FORACS Norway (NFN) began routine testing in 1978.
NATO FORACS Greece (NFG) was opened for routine operation in 1985.

In 1994 the US FORACS range at AUTEC (Atlantic Underwater Test and Evaluation Center) became
an affiliated NATO FORACS test range called NATO FORACS AUTEC (NFA).

Nations maintain oversight of the project through the NATO FORACS Steering Committee. The
Steering Committee executes its responsibility through an executive Project Manager at the NFO in
Brussels.

Normal operations and maintenance of NATO FORACS activities are funded by the member nations
on a cost-sharing basis. Non-member nations utilize the resources and capabilities based on a
calculated ‘day rate’ for services. Fixed facilities and capital costs are commonly funded through the
NATO Security Investment Programme (NSIP). NATO International Staff Financial Control provides
accounting and budgeting for the NATO FORACS Office and handles annual calls to nations to fund
operations for the Project.

These financial statements relate only to the NATO FORACS Office (NFO). The three NATO
FORACS Ranges (NFA, NFG and NFN) are responsible for executing their own budgets and issuing
their own financial statements under their national budgeting and financial rules.

NATO FORACS conducts tests for eight Alliance nations in response to NATO's tasking to provide
mission capable platforms. This testing also supports Nation’s acquisition and upgrade programmes
testing ship, submarine and maritime aircraft. Having systems in ships, submarines and maritime
aircraft aligned and calibrated to the same common reference and to clearly defined accuracy
standards aligns with the Connected Forces Initiative and improves interoperability of maritime
systems within and between nations. In 2013, FORACS adopted a strategic tag line: Operational
Confidence Through Accuracy

NATO UNCLASSIFIED
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FC(2019)0038

The NATO FORACS Project continues to demonstrate a quality management culture based on ISO
9001:2015 and in 2017 achieved recertification for a further three years.

NOTE 2: ACCOUNTING POLICIES

The principal accounting policies adopted in the preparation of these financial statements are set out
below.

Declaration of Conformity

The NFO financial statements have been prepared in accordance with NATO Financial Regulations
(NFR), the Financial Rules and Procedures (FRP) and the NATO Accounting Framework, which is
an adapted version of the International Public Sector Accounting Standards (IPSAS).

Basis of Preparation

These financial statements relate to the NATO FORACS Office (NFO). They also include
transactions with the Ranges only in as much as they relate to the calls for contribution process of
their respective budgets and therefore concerns cash, short term investments, receivables,
payables, advances, and the Ranges’ other current liabilities to the IS OFC on behalf of the NATO
FORACS Office. Funds are called from Participating Nations; receivables are recorded; funds are
transferred to the Ranges upon request of the Range Managers. Cash and cash equivalents are
held on separate bank accounts controlled by the IS Office of Financial Control. None of the ensuing
financial transactions of the Ranges (commitments, expenses, payments, etc.) are disclosed in these
financial statements since they are executed under the exclusive authority and responsibility of the
Ranges in accordance with their respective national regulations. The NATO FORACS Office plays
no role in this respect.

All budget related decisions are taken by the FORACS Steering Committee, not by the FORACS
Office. The latter has no financial authority over the Ranges, which operate under national
regulations for all aspects of their management (budget execution, procurement, human resources,
health and safety, financial reporting, external audit, etc.). The NATO FORACS Office holds an
executive management function but does not exercise any power over the Ranges and it does not
have rights over their surpluses or assets, neither can it be considered liable for their obligations. As
a consequence, the NATO FORACS Office exercises no control over the Ranges for financial
reporting purposes and therefore its financial statements are not consolidated with those of the
Ranges.

These financial statements have been prepared on a going-concern basis. The assumption is that
NFO is a going concern and will continue in operation and meet its objectives and obligations for the
foreseeable future.

The financial year is from 1 January to 31 December.

The amounts shown in these financial statements are presented in EUR

FORACS applied IPSAS 9 Revenue from exchange transactions and IPSAS 23 Revenue from non-
exchange transactions.

The following IPSAS have no material effect on the 2018 NFO financial statements:

NATO UNCLASSIFIED
6-2



NATO UNCLASSIFIED

6-3 ANNEX 6 to
FC(2019)0038

IPSAS 5: Borrowing Costs

IPSAS 7: Investments in Associates.

IPSAS 8: Interests in Joint Ventures

IPSAS 10: Financial Reporting in Hyperinflationary Economies
IPSAS 11: Construction Contracts

IPSAS 16: Investment Property

IPSAS 21: Impairment of non-cash generating assets

IPSAS 26: Impairment of Cash-Generating Assets

IPSAS 27: Agriculture

IPSAS 32: Service Concession Arrangements: Grantor

Changes in accounting policy

None.

Restatement of Financial Statements of Previous Years
None.

Reclassification of Financial Statements of Previous Years

A minor reclassification was done, concerning untaken leave. It is no longer disclosed as a provision in the
statement of financial performance in consideration of the fact that in the NATO context untaken leave is never
paid except in very specific and exceptional circumstances in which case it is immediately expended. Untaken
leave is included in the item Other Expenses.

The table below summarises the change.

(in EUR)
Reclassified Initial Reclass.- Initial
2017 2017 Variance

Revenue

Rewenue (977,467.40) (977,467.40) -
Financial revenue (9,966.31) (9,966.31) -
Other revenue (11,451.14) (11,451.14) -
Total revenue (998,884.85) (998,884.85) -
Expenses

Personnel 632,781.77 632,781.77 -
Contractual supplies and senvices 351,708.83 351,708.83 -
Depreciation and amortization -
Impairment -
Provisions - 11,381.93 -11,381.93
Other expenses 11,381.93 - 11,381.93
Finance costs 3,012.32 3,012.32 -
Total expenses 998,884.85 998,884.85 -
Surplus/(Deficit) for the period 0.00 0.00 -

NATO UNCLASSIFIED
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Use of Estimates

In accordance with generally accepted accounting principles, the financial statements include
amounts based on estimates and assumptions by management, according to the most reliable
information available, judgement and assumptions. Estimates include accrued revenue and
expenses. Actual results could differ from those estimates. Changes in estimates are reflected in the
period in which they become known.

Foreign Currency Transactions

The NFO's budget is authorized and managed in EUR so the contribution call is made in EUR.
Foreign currency transactions as required are accounted for at the NATO exchange rates prevailing
on the date of the transactions. Monetary assets and liabilities at year-end which were denominated
in foreign currencies were converted into EUR using the NATO rates of exchange that were
applicable at year-end.

Realised and unrealised gains and losses resulting from the settlement of such transactions and
from the revaluation at the reporting dates of monetary assets and liabilities denominated in foreign
currencies are recognised in the Statement of Financial Performance.

NFO does not have any unrealised gains or losses resulting from the translation of statements.
Financial Risks

NFO uses only non-derivative financial instruments as part of its normal operations. These financial
instruments include cash, bank accounts and deposit accounts.

All the financial instruments are recognised in the statement of financial position at their fair value.

The organisation is exposed to a variety of financial risks, including foreign exchange risk, credit risk,
currency risk, liquidity risk and interest rate risk.

a. Foreign currency exchange risk

The exposure to foreign currency risk is limited as the vast majority of NFO's expenditures are made
in EUR, the currency of its budget. The current bank accounts are held in EUR.

b. Credit risk
NFO incurs credit risks from cash and cash equivalent held with banks and from receivables.

The maximum exposure as at year-end is equal to the total amount of bank balances, short term
deposits and receivables. There is very limited credit risk associated with the realization of these
elements.

Concerning cash and cash equivalent NFO credit risk is managed by holding current bank accounts
and short term highly liquid deposits that are readily convertible to a known amount of cash held with
ING Bank (Belgium) which has the following short term credit ratings:

Credit Ratings as at 01/03/2019

ING Bank Fitch Moody’'s S&P
Short term F1 P1 A-1
NATO UNCLASSIFIED

6-4



NATO UNCLASSIFIED

6-5 ANNEX 6 to
FC(2019)0038

The NFO outstanding accounts receivable are managed by maintaining control procedures over
receivables. All cash receivables are due from NATO member nations, which are considered credit
worthy.

c. Liquidity risk

The liquidity risk, also referred to as funding risk, is based on the assessment as to whether the
Organisation will encounter difficulties in meeting its obligations associated with financial liabilities.
A liquidity risk could arise from a short term liquidity requirement. There is a very limited exposure to
liquidity risk because of the funding mechanism which guarantees contributions in relation to the
approved budgets. In addition, the NATO FORACS Office maintains an Operational Reserve. Some
limited risk could be due to the inaccuracy of budget forecasts. However, past history shows that
this process results in surpluses and the budgetary rules provide for revised budgets.

The NATO FORACS Office incurs a liquidity risk since it collects the budget contributions for the
Ranges and sends to the Ranges the funds they require, sometimes in advance of the budget year.
This transfer of a liquidity risk from the Ranges to the NATO FORACS Office could result in a liquidity
issue if contributions from Participating Nations were late.

d. Interest rate risk

Except for certain cash and cash equivalent balances, NFO's financial assets and liabilities do not
have associated interest rates. NFO is restricted from entering into borrowings and investments,
and, therefore, there is an insignificant interest rate risk. Interest earned is not a budgetary resource
but contributes to the surplus owed to Nations. In case of negative interest rates, these are added
to the amounts called from Participating Nations.

Current Assets

a. Cash and cash equivalents

Cash and cash equivalents are defined as short-term assets. They include cash in hand, deposits
held with banks, and other short term highly liquid investments.

b. Funds managed for third parties

Funds managed on behalf of third parties are held in cash and are presented as a liability. They are
accounted for when cash is effectively received. They are represented as a separate item in the
cash flow statement of the entity in order to avoid any confusion.

c. Receivables

Receivables are stated at net realisable value, after provision for doubtful and uncollectible debts.
Outstanding budget contributions concerning the Ranges are also recorded as Receivables.
Contributions receivable are recognised when a call for contribution has been issued to the funding

nations. No allowance for loss is recorded with respect to Member countries' assessed contributions
receivable.

NATO UNCLASSIFIED
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d. Prepayments

A prepayment is a payment in advance of the period to which it pertains and is mainly in respect of
an advance payment made to a third party. This item may include advances made to staff in
accordance with Civilian Personnel Regulations (such as advances on salary or on education
allowance in consideration of the fact that these are advances on future staff benefits).

e. Other Current Assets

Other Current Assets relate to miscellaneous amounts due to the FORACS such as accrued interest,
counterpart of untaken leave, etc. This item may include other assets that do not result from the
standard order to cash process, such as miscellaneous transactions to be regularized between
entities managed by the IS Office of Financial Control.

f. Inventories

As mentioned above, NATO's adaptations of IPSAS are spelled out in C-M(2016)0023 of April 2016,
which included IPSAS 12 Inventories. Furthermore, C-M(2017)0043 of September 2017, approved
the NATO Accounting Policy for Inventory.

When it comes to assessing the control of NATO Inventory, these documents define a set of 10
criteria to be used in assessing the level of control of an Inventory asset. A positive response on six
of the criteria will lead to the asset being capitalised in the Financial Statements if it is above the
capitalisation threshold. This is applied from January, 2013, under the initial NATO Accounting
Framework C-M(2013)0039 of July 2013.

Criteria that may indicate control of an asset

The act of purchasing the asset carried out (or resulted from instructions given) by the NATO
Reporting Entity.

The legal title is in the name of the NATO Reporting Entity.

The asset is physically located on the premises or locations used by the NATO Reporting Entity.
The asset is physically used by staff employed by the NATO Reporting Entity or staff working
under the NATO Reporting Entity's instructions.

The fact that the NATO Reporting Entity can decide on an alternative use of the asset.

The fact that the NATO Reporting Entity can decide to sell or to dispose the asset.

The fact that the NATO Reporting Entity, if it has to remove or destroy the asset, can take the
decision to replace it.

The fact that a representative of the NATO Reporting Entity regularly inspects the asset to
determine its current condition.

The fact that the asset is used in achieving the objectives of the NATO Reporting Entity.

The fact that the asset will be retained by the NATO Reporting Entity at the end of the activity.

Capitalisation thresholds relevant to the financial statement are as follow:

6-6

Category Threshold Basis

Consumables €50,000 Per location/warehouse

Spare Parts €50,000 Per location/warehouse

Ammunition €50,000 Per location/warehouse

Strategic stocks €50,000 Per location/warehouse
NATO UNCLASSIFIED
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Slow moving inventory — Assuming turnover of stock is over a 12 month period, any items not used
over a 36 month period will be deemed to be slow moving.

Strategic stock — Some complex elements of slow moving stock can be identified as strategic if they
are deemed essential to the effective operation of an asset and cannot be readily replaced by
commercial off the shelf items or cannot be purchased due to market decisions to close production
lines of key inventory items due to the advanced age of the strategic asset to which the stock relates

NFO will capitalise inventory which it controls in its financial statements. Where there is a conflict
between more than one NATO Reporting Entity as to the control of inventory, only the end-user
entity will report the inventory in its financial statements, based on reliable information provided by
the NATO services provider entity as defined in individual agreements between the two entities.

NFO will include transportation costs involved in bringing the inventories to their present location and
condition in the initial valuation of inventory. These costs will be measured on the actual cost of
transportation per item of inventory or by using an apportionment of the global transportation costs
of bringing the inventories to their present location and condition across all inventory items in the
period. Transportation costs involved in the subsequent movement of inventory which brings them
into operational use will not be included in the value of inventory. The method of measuring these
costs will be disclosed.

NFO may consider inventory acquired prior to 1 January 2013 as fully expensed.

For inventory held prior to 1 January 2013, and not previously recognized as an asset, NFO will
provide a brief description of inventory held within their inventory recording systems in the notes to
the financial statements. Such disclosure will include as a minimum the types of inventories held,
locations where inventories are held and the approximate number of items held per asset category.
Where this adaptation conflicts with another requirement of IPSAS this adaptation shall apply. For
the remainder, IPSAS 12 shall apply.

NFO assesses inventories under IPSAS 12. The outcome of this assessment is that the value of the
inventories is immaterial both in value and in terms of the nature of the items held. Consequently,
inventory is fully expensed on receipt. The materiality will be assessed each year.

In consideration of the above thresholds, the NFO currently has no inventory.

Non-Current Assets - Fixed Assets (Property, Plant & Equipment)

a. Property, Plant & Equipment

As mentioned above NATO's adaptation of IPSAS are spelled out in C-M(2016)0023 of April 2016
among which were specific items addressing IPSAS 17 PPE. Furthermore, C-M(2017)0022(INV)
approved the NATO accounting policy for Property, Plant and Equipment.

When it comes to assessing the control of NATO over PPE these documents define a set of 10
criteria to be used in assessing the level of control of a tangible asset. A positive response on six of
the criteria will lead to the asset being capitalised in the Financial Statements if it is above the
capitalisation threshold. This is applied from January 2013, under the initial NATO Accounting
Framework C-M(2013)0039 of July 2013

Capitalisation thresholds relevant to the financial statement are as follow:

NATO UNCLASSIFIED
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Category Threshold Depreciation life Method
Land €200,000 N/A N/A
Buildings €200,000 40 years Straight line
Other infrastructure €200,000 40 years Straight line
Installed equipment € 30,000 10 years Straight line
Machinery € 30,000 10 years Straight line
Vehicles € 10,000 5 years Straight line
Aircraft €200,000 Dependent on type Straight line
Vessels €200,000 Dependent on type Straight line
Mission equipment € 50,000 3 years Straight line
Furniture € 30,000 10 years Straight line
Communications € 50,000 3 years Straight line
Automated information € 50,000 3 years Straight line
systems

NATO FORACS considers PPE acquired prior to 1 January 2013 as fully expensed. However,
existing accounting policies will continue to be applied for any PPE assets already capitalized prior
to 1 January 2013. For PPE upgraded after 1 January 2013, only the portion related to the
modification will be capitalized.

In consideration of the above thresholds, the NFO currently has no PPE.
b. Intangible assets

As mentioned above, NATO'’s adaptations of IPSAS are spelled out in C-M(2017)0023 of April 2013,
which included IPSAS 31 Intangible Assets. Furthermore, C-M(2017)0044 approved the NATO
accounting policy for intangible assets.

When it comes to assessing the control of NATO over Intangible Assets, these documents define a
set of 10 criteria to be used in assessing the level of control of an Intangible asset — they are the
same as mentioned above under Inventory. A positive response on six of the criteria will lead to the
asset being capitalised in the Financial Statements if it is above the capitalisation threshold. This is
applied from January 2013, under the initial NATO Accounting Framework C-M(2013)0039 of July
2013.

NATO Intangible Assets Capitalisation Thresholds - the NATO FORACS will capitalise each
intangible asset item above the following agreed NATO thresholds:

Category Threshold Depreciation life Method
Computer software €50,000 4 years Straight line
(commercial off the shelf)

Computer software (bespoke) | €50,000 10 years Straight line
Computer database €50,000 4 years Straight line
Integrated system €50,000 4 years Straight line

FORACS will capitalise all controlled intangible assets above the NATO Intangible Asset
Capitalisation Threshold. For anything below the threshold, the NATO FORACS will have the
flexibility to expense specific items.
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FORACS will capitalise integrated systems and include research, development, implementation and
can include both software and hardware elements. But FORACS will not capitalise the following
types of intangible assets in their financial statements:

e rights of use(air, land and water);
e landing rights;

e airport gates and slots;

* historical documents; and,

e publications

FORACS will capitalise other types of intangible assets acquired after 1 January 2013 including:

e Copyright
e Intellectual Property Rights
e Software development

FORACS may consider Intangible Assets acquired prior to 1 January 2013 as fully expensed.

FORACS will report controlled Intangible assets in its financial statements. Where there is a conflict
between more than one NATO Reporting Entity as to the control of intangible assets, only the end-
use entity will capitalise the intangible asset in its financial statements based on reliable information
provided by the NATO services provider entity as defined in individual agreements between the two
entities.

For intangible assets held prior to the 1 January 2013, and not previously recognized as an asset,
FORACS will provide a brief description of intangible assets held in its intangible asset recording
systems in the notes to the financial statements. Such disclosure will include as a minimum the
types of intangible held, locations where intangible assets are held and the approximate number of
items held per asset category.

If an intangible asset is upgraded after 1 January 2013, only the portion related to the modification
will be capitalised.

Where this adaptation conflicts with another requirement of IPSAS this adaptation will apply. For the
remainder, IPSAS 31 shall apply. This adaptation is effective for financial reporting periods beginning
on 1 January 2013.

In 2015, the NFO has initiated a replacement of a software required for its operations.

Current Liabilities

a. Payables

Payables are amounts due to third parties, including Participating Nations, based on goods received
or services provided that remain unpaid. These include estimates of accrued obligations to third
parties for goods and services received but not yet invoiced. Amounts due to Participating Nations
in the context of their budget contributions are booked under Other Current Liabilities.

b. Advances and Deferred Revenue

Advances are contributions received related to future year's budgets. Up until 2015, Advances only
concerned advances linked to the NFO budget call for contributions. Advances linked to the Ranges'
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budgets were classified as Payables. As from 2016, Advances include all advances linked to the
budget process of the NFO and of the Ranges. This better reflects the nature of the transactions
since they result from the call for budgetary contributions process, handled by IS OFC, irrespective
of the entity, and harmonises the approach between the NFO and the Ranges.

Deferred Revenue represents Participating Nations’ contributions which have been called for current
NFO budgets but that have not yet been recognised as revenue in the absence of any related
budgetary expenses.

c. Other Current Liabilities

Amounts corresponding to the current year budgetary surplus of NFO (lapsed credits + net interests
+ miscellaneous income) are considered a liability towards the Participating Nations. The settlement
does not follow the normal accounts payable process, since the standard approach is to return them
to Participating Nations via a deduction of the following year's call for budget contributions. This
liability is therefore classified under Other Current Liabilities.

This item may include other liabilities that do not result from the standard procure to pay process,
such as miscellaneous transactions to be regularized between entities managed by the IS Office of
Financial Control.

Non-Current Liabilities

The long term unearned revenue is unearned revenue in relation to net carrying amounts of Property,
Plant and Equipment and Intangible Assets. Revenue is recognised over the estimated life cycle of
the Property, Plant and Equipment and The Intangible Assets.

Net Assets

Net Assets correspond to FORACS’ Project Accumulated Surplus. Project Accumulated Surplus
relates to funds resulting from past years contributions by FORACS member Nations in excess of
budget execution that the Steering Committee decided not to redistribute to the member nations but
keep for the needs of FORACS as an operational reserve. It is held at the direction of the Steering
Committee.

Revenue Recognition

Revenue comprises contributions from NATO FORACS Office Member Nations and amounts due
by beneficiaries of services provided by the FORACS Ranges.

Revenue is recognised to the extent that it is probable that the economic benefits will flow to the
entity and the revenue can be measured reliably. The balance of unspent contributions and other
revenues that relate to future periods are deferred accordingly.

Where a transfer is subject to conditions that, if unfulfilled, require the return of the transferred
resources, the entity recognises a liability until the condition is fulfilled.

Contributions to be called from Member nations, based on the budget they approved, are initially
recorded as unearned revenue liabilities. They are recognised as revenue in the statement of
financial performance when such contributions are used for their intended purpose as envisioned in
the approved Budget.
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Transformational adjustments are made in calculating earned revenue and expenses in the
Statement of Financial Performance.

Segment Reporting

A segment is a distinguishable activity or group of activities for which it is appropriate to separately
report financial information. There is no segment in NFO. The Ranges are FORACS components
but are not NATO entities and do not form part of NFO, so cannot be considered as segments of
NFO. Separate information concerning the Ranges is provided when appropriate, but this should
not be considered as being done with the intent of complying with IPSAS 18 on Segment Reporting,
which is not applicable in the case of these financial statements.

Statement of Financial Position
NOTE 3: CASH AND CASH EQUIVALENTS — SHORT TERM INVESTMENTS

The current bank accounts are held in EUR. Deposits are held in interest-bearing bank accounts,
immediately available.

in EUR 2018 2017
NFO 2,429,846.72 2,508,038.52
Petty Cash 0.00 0.00
TOTAL 2,429,846.72 2,508,038.52

NOTE 4: FUNDS MANAGED FOR THIRD PARTIES

The NATO-IS Office of Financial Control holds funds, in cash, contributed to the NFG, NFA and,
since 2013, NFN budgets. These bank accounts are controlled by IS Office of Financial Control, in
the context of the management of FORACS financial operations, thus the closing balances are
reported in the NFO's financial statements. Upon request of the Range Managers, funds are
transferred to the Greek, US and Norwegian officials respectively, under the supervision of the
Range Managers to execute their budget following their national rules.

The breakdown is as follows.

in EUR

2018

2017

NFA

37,471.38

29,237.30

NFA short term deposit

866,701.33

801,011.80

NFG

611,836.40

780,576.73

NFN

388,729.04

188,561.65

TOTAL

1,904,738.15

1,799,387.48

NOTE 5: ACCOUNTS RECEIVABLE

Receivables (in EUR)

2018

2017

Budgetary contributions

200,612.15

Staff

Other NATO bodies

353.30

Users of FORACS services

85,239.00

Total

85,592.30

200,612.15
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Contributions receivable are funds requested from the nations to finance the current and following
year budgets of all the FORACS components. There is normally only one call for contribution, issued
during the summer period. As directed by the Steering Committee, the call includes approximately
20% of the current year's budget credits and an advance of approximately 80% for next financial
year.

The tables below analyse the budgetary contributions receivable by FORACS components and the
amounts originally called as advances on the following year's budget.

Budget Contributions

Receivable (in EUR) 2018

2017

NFO - -

NFA

NFG

NFN

200,612.15

TOTAL

200,612.15

NOTE 6: PREPAYMENTS AND OTHER CURRENT ASSETS

(in EUR) 2018 2017
Prepayments to the Ranges 2,610,555.62 2,497,346.09
Prepayments to Suppliers - -
Prepayments to Staff 4,351.15 4,741.04
Other Current Assets 19,008.40 16,034.06
Total 2,633,915.17 2,518,121.19

Advances are made to the Ranges on their respective following year's budget in accordance with
the process of centralisation of all budgetary calls under the NATO FORACS Office umbrella.

Prepayments to the
Ranges (in EUR) e L
NFA 560,520.54 520,447.14
NFG 348,396.00 336,540.00
NFN 1,701,639.08 1,640,358.95
TOTAL 2,610,555.62 2,497,346.09

Prepayments to staff (typically advances on salaries, advances on education allowances, travel
expenses) are done in accordance with the NATO Civilian Personnel Regulations.

Other Current Assets include the counterpart of untaken leave as a valuation of the potential
budgetary contribution that would be required if this untaken leave were to be paid. However as
indicated in the note on Employee Disclosure untaken leave is normally never paid. This item also
includes accrued financial revenue.

NOTE 7: INVENTORIES

Nothing to report, inventories are not considered material.

NOTE 8: NON CURRENT ASSETS

FORACS intends to replace the data recording and analysis software used for its operations. To
this effect, end 2015, a contract was signed with the NATO Communications and Information Agency
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in a total amount of EUR 1,558,500 which constituted the main commitment related to this project.
The software is still undergoing a series of tests before it can be used for operational purposes,
therefore no depreciation has been recorded in 2018.

. Carrying Amount - ; . Other |Camying Amount

(amounts in EUR) end 2016 Additions Disposals | Depreciation Changes end 2017
Software 796,959 601,462 1,398,422
TOTAL FORACS 796,959 601,462 0 0 0 1,398,422
. Carrying Amount - . - Other |Carrying Amount

(@amounts in EUR) end 2017 Additions Disposals | Depreciation Changes end 2018
Software 1,398,422 287,160 1,685,582
TOTAL FORACS 1,398,422 287,160 0 0 0 1,685,582

NOTE 9: ACCOUNTS PAYABLES

Payables (in EUR) 2018 2017
Suppliers 65,742.52 3,159.82
Personnel - 439.49
Other FORACS entities 388,109.73 606,911.63
Member Nations 153,960.68 68,324.94
Accruals 146,068.92 190,146.67
Total 753,881.85 868,982.55

Payables and accrued expenses may be to commercial suppliers, staff, other NATO bodies,
FORACS member Nations or other FORACS entities.

Payable to suppliers relates to goods and services for which an invoice has been received, checked,
and queued for payment but for which payment was still pending at year-end.

Accrued expenses correspond to the estimated accrual obligation to third parties for goods and
services received but not yet invoiced.

Payables to other FORACS entities

Payables to NFA, NFG and NFN are amounts previously called by the NATO-IS Office of Financial
Control and due to the related Ranges in order to fund their respective budgets and for which a
decision to transfer the funds has been taken and payment is pending.

Payable to Participating Nations

A payable of EUR 153,960.68 (EUR 68,324.94 end 2017) is in relation to reimbursable salaries and
represents the amount due to the United States (US) for a civilian staff member who was previously
employed by FORACS but paid directly by the US government. The amount available at the
beginning of 2018 was used to offset the budgetary contribution of the US called in 2018. The net
outstanding amount remains to be regularised.
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NOTE 10: DEFERRED REVENUE
Deferred Revenue

This item is limited to NFO since it is the only FORACS entity over which the IS Office of Financial
Control exercises budget control.

Deferred Revenue corresponds to NFO contributions called for the current year budget or before
(received or receivable) that NFO intends to use for its initial purpose, but for which corresponding
goods or services could not be received in the course of the current budget year but will be incurred
after the end of the reporting period. If these amounts carried forward are not spent by the end of
the second year following the year for which they were approved, these funds will lapse unless a
specific decision is taken by member nations for a further carry-forward.

There were no appropriations subject to a special carry-forward, neither to a further carry-forward.
NOTE 11: ADVANCES
The standard call for contribution process includes an advance on the following year's budgets for

all FORACS components. The FORACS components may in turn request that part or all of the
advances be transferred to them. The amounts called as advances at year end were the following.

Advances called (in EUR) 2018 2017
NFO 954,248.00 906,508.00
NFA 1,494,721.80 1,387,858.35
NFG 929,054.00 897,439.00
NFN 1,701,639.08 1,640,358.85
TOTAL 5,079,662.88 4,832,164.20

NOTE 12: SHORT TERM PROVISIONS
There are no short term provisions.
NOTE 13: OTHER CURRENT LIABILITIES

Amounts corresponding to the current year budgetary surplus of NFO (lapsed credits + net interests
+ miscellaneous income) are considered a liability towards the Participating Nations. The settlement
does not follow the normal accounts payable process, since the standard approach is to return them
to Participating Nations via a deduction of the following year's call for budget contributions. Up to
now, the standard practice of the FORACS Steering Committee has been to use these amounts to
fund the NFO supplementary budget or to add them to the Project Accumulated Surplus (see note
on Net Assets).

Current Year Budget Surplus NFO
{in EUR) 2018 2017
Lapsed Appropriations 659,776.33 744,909.54
Net Financial Income 36,202.71 |- 81,187.96
Miscellaneous Income 104,657.42 1,598.82
Total Surplus Current Year NFO 800,636.46 665,320.40
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The miscellaneous income is mainly due to services provided to a non-Participating nation. The
financial income is due to the correction of a 2016 transaction between bank accounts which had
not yet been regularized and resulted in an exchange gain of EUR 31,815.18.

This item also includes smaller amounts related to current year financial interest and bank charges
on the accounts used to settle the relationships with the Ranges.

Included at year end is the valuation of Untaken Leave (which has no impact on the current budget
of NFO) in the amount of EUR 11,243.58 (EUR 11,381.93 end 2017).

NOTE 14: NON CURRENT LIABILITIES AND LONG TERM DEFERRED REVENUE

The long term deferred revenue is unearned revenue in relation to net carrying amounts of Property,
Plant and Equipment and intangible assets. Revenue is recognised over the estimated life cycle of
the Property, plant and equipment and the intangible assets.

NOTE 15: NET ASSETS
Net Assets correspond to FORACS’ Project Accumulated Surplus.

Project Accumulated Surplus relates to funds resulting from past contributions by FORACS member
Nations in excess of budget execution that the Steering Committee decided not to redistribute to the
member nations but keep for the needs of FORACS. This decision was approved by the NAC
(C-M(2018)0032-AS1 dated 26 Jun 2018 Approval of Operational Reserve Fund). It is an
Operational Reserve held at the direction of the Steering Committee essentially in the case of
emergency funding needs for the Project to ensure continuity of service and also for reallocation
among NATO FORACS entities when the Steering Committee approves their supplementary
budgets. It originates from previous years' budgetary and financial operations of the various NATO
FORACS entities.

Statement of Financial Performance

NOTE 16: REVENUE

Revenue is recognized to the extent that it is probable that the economic benefits will flow to the
entity and the revenue can be measured reliably. The non-exchange revenue is matched with the

expenses stemming from budget execution.

Contributions, when called, are booked as an Unearned Revenue and subsequently recognized as
Revenue when it is earned.

Exchange Revenue may result from services provided by FORACS to entities other than the
Participating Nations (EUR 85,239.00; EUR 0 in 2017; EUR 202,862.65 in 2016). Revenue is
assessed on a calculated day rate for services.

NOTE 17: EXPENSES
Wages, Salaries and Employee Benefits
The personnel costs include all civilian personnel expenses as well as other non-salary related

expenses, in support of funded activities. They also include expenses for salaries and emoluments
for approved NATO permanent civilian positions and temporary personnel, for other salary related
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and non-related allowances including overtime, medical examinations, recruitment, installation and
removal, and for contracted consultants and training.

Supplies and Consumables Used

This item also includes expenses attributed to Capital Expenses from a budget perspective, if they
do not meet the criteria of PPE or Intangible Assets.

Other Expenses

This item includes a valuation of untaken leave.

NOTE 18: BUDGET INFORMATION

NATO FORACS Office Budget

Presently, the NATO FORACS Budgets are not publicly available.

The actual amounts referred to by IPSAS 24 (“amounts that result from execution of the budget”) are
expenses incurred during the execution of the budget and appearing under the heading “Actuals” in
the Budget Execution Statement.

Presentation of budget information in the financial statements

In the present financial statements budget information is limited to NFO since it is the only entity over
which the IS OFC exercises budget control.

The NFO budget classification is based on the economic nature of the expenses broken down into
three chapters as follows:

Chapter| :  Personnel Expenses
Chapter ll:  Operating Expenses
Chapter lll:  Capital Costs

The NFO Budget is prepared for the same period (1 January to 31 December).

These financial statements also include transactions with NFA, NFG and NFN in relation to their
funding as components of FORACS (calls for their budgets’ contributions, prepayment of advances
on their budgets, transfers related to budget adjustments). Their respective budget execution and
control are conducted in accordance with their own national regulations. Neither the NFO nor the IS
Financial Controller have any responsibility or authority in this respect. As a consequence their
budget executions are not reflected in the budget execution statement of the NFO presented in these
financial statements.

Changes to the budgetary regulations were introduced by the North Atlantic Council in 2015 in
approving a new set of NATO Financial Regulations. The new NATO Financial Regulations were
made applicable to the 2015 budget year as from 1 May 2015. They have in particular instilled an
accruals based approach to budget preparation and budget execution, whereas before the approach
was largely commitment and cash based.

Despite a stronger emphasis on the principle of annual budgets, the approved and executed budget
cannot be considered as fully accruals-based, since the new regulations allow for a number of
exceptions, such as carrying forward commitments for goods and services that were expected to be
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delivered in the course of the year but for various reasons were not, or authority given to the member
Nations to allow for special carry forward of appropriations unused at year-end.

The NFO budget is prepared and executed as follows:

1)

2)

3)

4)

5)

6)

The commitment of appropriations is the advance acceptance and recording of the financial
consequence resulting from a legal obligation incurred during the financial year. As a
consequence appropriations are allocated, and commitments are approved, for goods,
services and works to be delivered at a later stage. Commitments are settled when the
service is rendered or goods delivered as is the case for expenses under accrual accounting.

Unliquidated commitments at year end normally lapse. However, if they are supported by a
legal obligation and correspond to goods or services that could not be received during the
course of the year for specific reasons, they may be carried forward and added to the budget
of the following financial year. Uncommitted appropriations may be subject of a special carry
forward to the following year if a specific agreement is given by the Steering Committee.
Outstanding commitments can be carried forward for two years. As a consequence, the
services or goods received may relate to a commitment of appropriations from previous
years' budgets. The carry-forward should be justified by a reason for which the services or
goods could not be received in the course of the year. In addition, in accordance with
Financial Regulations, member Nations may agree to a further carry-forward of commitments
that were already carried forward twice.

Commitments, because they are an advance acceptance, and because payments cannot be
made above approved appropriations levels, typically include an estimation factor and are (if
only slightly) higher than the actual amount eventually paid. This results in commitments
being higher than the actual expenses and in appropriations eventually lapsing.

Commitments are only made in respect of expenses relating to the initial purpose of the
commitment. Commitments for capital expenditures are normally made in the year during
which the purchase order is issued. In accrual accounting, the related costs would not appear
in the Statement of Financial Performance but in the Balance Sheet and only upon reception
of the works, goods or services. Conversely, there is no budgetary commitment of
appropriations for non-cash flow transactions such as capital depreciation or provisions which
would normally appear in the Statement of Financial Performance under accrual accounting.

On an exceptional basis, the Steering Committee may approve the carry-forward of credits
without any prior legal commitment, for instance for projects at their initiation stage or planned
expenditures. In accrual accounting there would be no expense recorded.

The balance of unused budgetary appropriations (not committed) lapses and is to be returned
to Contributing Nations or added to the Operational Reserve at year-end (the latter being the
usual practice). Lapses may include cases where a project was eventually not completed or
started, and therefore lead to no expense.

Budget approval

The way in which NFO deals with budget approvals is as follows. Every year, an initial budget for
Operations and Maintenance is requested in order to provide contributors with a stable level of
contribution and a significant amount is planned for under the supplementary budget.
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The 2018 NFO Budget authorization was initially approved at 1,133,135 (Initial Budget in the Table
at Annex 5). A supplementary budget was approved by the Steering Committee in the amount of
EUR 960,000. Eventually the Steering Committee decided a reduction of EUR 120,000. Eventually
the total 2018 NFO budget amounted to EUR 1,973,135 (BA3 in the Table at Annex 5).

The 2017 NFO Budget authorization was initially approved at 1,180,226 (BA1 in the Table at Annex
5). A supplementary budget was approved in the amount of EUR 1,194,917, bringing the total 2017
NFO budget to EUR 2,375,143 (BA2 in the Table at Annex 5). In 2017, the supplementary budget
usage was projected to cover mainly the development of specific software.

There were no frozen appropriations.

Budget execution

The NFO budget execution for the current and previous year is shown at Annex 5 and Annex 6
respectively, which compares the budget's authorized appropriations and the actual amounts

committed and expended.

Credits are transferred under the authority delegated to the NATO-IS Financial Controller by the
NATO Financial Regulations and Financial Rules and Procedures.

Bud e Execution Ex enses d = a-b-c 1343 670

Sub-Total h = d+e+f ,343 670

Reconciliation between NFO Budget and Calls for Contributions

The funding of the NFO budget is made of an advance call and a call for contributions, carried over
credits, the previous year’s surplus, and on occasion, as directed by the Steering Committee, a
contribution from/to the Project's Accumulated Surplus and/or a transfer from/to another FORACS
entity’s current year budget.

One call for contributions is issued every year which includes an advance concerning the budget of
the following year and the remainder concerning the current year's budget (i.e. current year budget
minus advance called during the previous year and any other adjustments among the FORACS
entities).

The table below reconciles the approved budget and the sources of funding.
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amounts in EUR 2018 2017
Initial Budget 1,133,135 1,180,226
Supplementary Budget 840,000 1,194,917
Total Annual Budget 1,973,135 2,375,143
Advance called previous year 906,508 904,181
Call in current year 226,627 276,045
Total Cash Calls 1,133,135 1,180,226
Use of Previous Year's Surplus 665,320 1,461,963
Use of (Contribution to) Project Accumulated Surplus 294,680 |- 267,046
Transfer from (to) other FORACS entities - 120,000 -
Other Funding Sources 840,000 1,194,917
Total Funding 1,973,135 2,375,143

NOTE 19: WRITE-OFFS

The Steering Committee approved NFO write offs of furniture etc. on vacating Z-Building in
accordance with the request at NFO(2018)009-360 dated 19 Feb 2018).

NOTE 20: LEASES

NFO does not have any financial leases.

NOTE 21: RESTRICTIONS ON FIXED ASSETS
There are no restrictions on fixed assets.

NOTE 22: CONTINGENT LIABILITIES

There have been no contingent liabilities identified that would be expected to result in a material
obligation.

NOTE 23: CONTINGENT ASSETS
Nothing to report.
NOTE 24: EMPLOYEE DISCLOSURE

Accounting for employee benefits is accounting for any liability in relation to all forms of consideration
given by an entity in exchange of service rendered by employees.

Paid leave is an employee benefit and as such part of overall personnel expenses. In accordance
with personnel regulations, the remaining balance at year end may be carried forward but must be
taken before 30 April of the following year. It can be exceptionally expanded to 31 October in
accordance with Civilian Personnel Regulations art. 42.3.5 and 42.3.6. After this date it lapses and
is not paid to staff. For these financial statements, untaken leave is specifically reported if its
monetary value is more than 10% of the total annual leave entitement. The cost of untaken leave
days is usually absorbed during the year through the monthly salaries; leave to be taken carried
forward into the next year constitutes a liability towards the future and would notionally require
funding from Participating Nations.
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It should be noted that the NATO-IS is managing centrally three pension programs, namely the
Defined Benefit Pension Scheme (DBS), the Provident Fund and the Defined Contribution Pension
Scheme (DCPS) as well as the Retiree Medical Claims Fund (RMCF), covering staff employed by
all NATO bodies. NATO wide financial statements are issued by NATO-IS Office of Financial Control
for the three Pension Schemes and the RMCF, therefore, no related assets or liabilities are
recognised in these financial statements.

At December 31, 2018, NFO had an approved Personnel Establishment of 4 positions funded by the
FORACS budget (4 at year-end 2017).

Positions NATO Civilians
31-12-18 31-12-17

Total Approved Establishment 4 4
Total Filled Positions 4 4
Arrivals in the year 0 1
Departures in the year 0 1

Positions Total Approved Total Filled Positions

Establishment

Civilian 4 4

Voluntary National Contribution - -
Temporary Staff - -
Interns N -
Others - -

At December 31, 2018 one staff member (one end 2017) participated in the Defined Contribution
Pension Scheme (DCPS) administered by NATO. The DCPS provides that the NFO budget makes
a 12 percent monthly matching contribution to the staff members’ contributions for current service.
Two other employees (two end 2017) participated in NATO’s Co-ordinated Pension Scheme (a
defined benefit pension scheme): a deduction of 9.5% of their salaries is made and contributed to
the annual financing of this Plan. In addition, the NFO budget makes a monthly matching contribution
of 19% to the DBPS. Consequently, the NFO has neither DBPS nor DCPS liabilities for its staff
members. These contributions are expensed during the year in which the services are rendered and
represent the total pension obligation of the entity.

The table below indicates the contributions made to the various pension programs.

(amounts in EUR) 2018 2017
Provident Fund Staff - -
Employer - -
Total - -
Co-ordinated Pension Scheme Staff 16,751.22 17,022.72
Employer 33,502.44 34,045.44
Total 50,253.66 51,068.16
Defined Contribution Pension Scheme|Staff 15,357.90 13,652.50
Employer| 14,176.44 14,569.37
Total 29,534.34 28,221.87
TOTAL Staff 32,109.12 30,675.22
Employer 47,678.88 48,614.81
Total 79,788.00 79,290.03
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Further to an analysis covering the last years of the history of death in service risks in relation to
premiums paid by the Organisation during 2012-2015, a compensation of EUR 6 million at the
NATO-wide level was agreed by the insurance company. End 2018, the NATO Secretary General
decided that a fraction of this amount (circa EUR 1,7 million) should be paid to NATO staff who were
members of the DCPS during the period 2012-2015 in proportion to the contributions they made to
the DCPS. Staff employed by NFO during the period 2012-2015 and affiliated to the DCPS are
therefore entitled to a payment to be made from the NATO DCPS accounts. A decision still has to
be taken concerning the remaining amount of the compensation, which may result in a proportional
payment to NFO.

NOTE 25: KEY MANAGEMENT PERSONNEL AND RELATED PARTIES

The NATO FORACS Steering Committee (one representative per member nation) is the governing
body of the NFO and of the NFG, NFN and NFA. Therefore for the purpose of IPSAS 20 the latter
are considered related parties. Steering Committee members are nominated by their respective
National Authorities. They are paid on the basis of applicable National pay scales. The Steering
Committee members do not receive from NATO any additional remuneration for Steering Committee
responsibilities or access to benéefits.

The key management personnel of the NFO consists of the Project Manager. The Project Manager
is responsible for the overall operational management of FORACS. The Project Manager reviews
the three range’s budgets, proposed by the range managers, and proposes all four budgets to the
Steering Committee for approval. The three sites are managed operationally by range managers,
each nominated by the participating nation where the site is located.

There are no other remuneration or benefits to key management personnel or their family members.
NOTE 26: RELATED PARTIES

In reviewing the four budgets on an annual basis, the Steering Committee determines the budgetary
credits for the initial and the supplementary budgets. It is in this context that funds for the O&M
budget are called (supplementary budget funds are already held by NFO on behalf of the Project)
and held in cash or cash equivalents by the NATO-IS Office of Financial Control to finance three
other NATO FORACS budgets, namely NATO FORACS Greece, NATO FORACS AUTEC and
NATO FORACS Norway. For more effective cash management purposes, the Steering Committee
approved the call procedure whereby funds pertaining to NFG, NFA and NFN are transferred into
accounts at NATO Headquarters. These bank accounts are controlled by NFO, thus the closing
balances are reported in the NFO's financial statements. Upon request of the Range Managers,
funds are transferred to the Greek, US and Norwegian officials respectively, under the supervision
of the Range Managers to execute their budget following their national rules.

NATO Office of Financial Control holds the surplus funds of the various NATO FORACS entities on
the NFO bank account. These funds are not controlled by the NFO Project Manager, but are
approved for expenditure by the Steering Committee to enable it to implement its supplementary
budget authorisations. Remaining funds constitute the Operational Reserve.

Key management personnel have no significant party relationships that could affect the operation of
the NATO FORACS Office.

In 2018, NATO International Staff charged NFO an amount of EUR 36,550.45 for administrative
support costs (EUR 44,508.37 in 2017) and EUR 16,699.00 for common operating costs (EUR
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9,634.64 in 2017). In addition, the International Staff charged an annual rent for office space
occupied in 2018 up until the move to the New NATO HQ (EUR 3,242.27).

* k k ok Kk

List of acronyms:

AUTEC Atlantic Underwater Test and Evaluation Center

BC Budget Committee

DI Defence Investment Division (NATO International Staff)
FORACS Naval Forces Sensor and Weapon Accuracy Check Sites
IPSAS International Public Sector Accounting Standards

IS international Staff

MOU Memorandum of Understanding

NCIA NATO Communication and Information Agency

NSPA NATO Support Agency

NNAG NATO Naval Armaments Group

NFA NATO FORACS AUTEC

NFG NATO FORACS Greece

NFN NATO FORACS Norway

NFO NATO FORACS Office

NFSC NATO FORACS Steering Committee

PPE Property, Plant and Equipment
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IBA-A(2019)0102
28 August 2019

To: Secretary General
(Attn: Director of the Private Office)

Cc: Financial Controller, International Staff
Director, NATO Headquarters Project Office & Transition Office, Defence
Investment Division
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and Letter
of Observations and Recommendations on the audit of the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December
2018 - IBA-AR(2019)0021

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

IBAN’s report sets out an unqualified opinion on the financial statements of the
New NATO Headquarters and on compliance for the financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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ANNEX 1

Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
New NATO Headquarters (NNHQ)
for the year ended 31 December 2018

The International Board of Auditors for NATO (IBAN) audited the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December 2018.

At the Washington Summit, in April 1999, the Heads of State and Government of NATO
countries formally decided to build a new NATO Headquarters in Brussels to meet the
Alliance’s needs in the twenty-first century. The North Atlantic Council, upon
recommendation of the Civil Budget Committee, approves the budget for the New NATO
Headquarters. It is funded from national contributions based on a specific cost-share
agreement among the NATO nations.

The total overall budget is EUR 1.179 billion.

Budget authorisations for 2018 totalled EUR 96 million, of which EUR 26 million relates
to the 2018 budget and EUR 70 million relates to credit brought-forward from prior year
budgets.

The total valuation of the New NATO Headquarters under construction as of 31 December
2018 was recorded for an amount of EUR 1.078 billion.

IBAN issued an unqualified opinion on the financial statements and on compliance for the
year ended 31 December 2018.

During the audit, IBAN made three observations with recommendations. They do not
impact the audit opinion on the financial statements and on compliance:

1. NNHQ Long Term Programme Budget execution statements do not reconcile
with Financial Statements.

2. Errors in the Note 8 “Non-Current Assets”.
These findings are in the Letter of Observations and Recommendations (Annex 3).

IBAN also followed up on the status of the observation from its previous years’ audit and
noted that it was closed.

The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff, see the Appendix to Annex 3.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF THE

THE NEW NATO HEADQUARTERS

(NNHQ)

FOR THE YEAR ENDED 31 DECEMBER 2018

NATO UNCLASSIFIED
2-1



NATO UNCLASSIFIED

ANNEX 2
IBA-AR(2019)0021

INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the New NATO Headquarters (NNHQ), for the 12 month period ended
31 December 2018, issued under document reference FC(2019)0059 and submitted to
IBAN on 4t April 2019. These Financial Statements comprise the Statement of Financial
Position as at 31 December 2018, the Statement of Financial Performance, the Statement
of Change in Net Assets and the Cash Flow Statement for the 12 month period ended
31 December 2018, including a summary of significant accounting policies and other
explanatory notes. In addition, the Financial Statements include a Budget Execution
Report for the 12 month period ended 31 December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of the NNHQ as at 31 December 2018, and of its financial performance, its cash flows
and budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.

Basis for Opinion on the Financial Statements.

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAls 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’'s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The

Financial Statements of NNHQ are drawn up in accordance with accounting requirements
and reporting standards consistent with the NATO Accounting Framework as approved by
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the Council. The Financial Controller is responsible for submitting the Financial Statements
for audit to IBAN not later than 315t March following the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAls, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

- ldentify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, design and perform audit procedures responsive
to those risks, and obtain audit evidence that is sufficient and appropriate to
provide a basis for our opinion. The risk of not detecting a material misstatement
resulting from fraud is higher than for one resulting from error, as fraud may involve
collusion, forgery, intentional omissions, misrepresentations, or the override of
internal control.

- Obtain an understanding of internal control relevant to the audit in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the entity’s internal control.

- Evaluate the appropriateness of accounting policies used and the
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reasonableness of accounting estimates and related disclosures made by
management.

- Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt on
the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit evidence
obtained up to the date of our auditor’s report. However, future events or conditions
may cause the entity to cease to continue as a going concern.

- Evaluate the overall presentation, structure and content of the financial statements,
including the disclosures, and whether the financial statements represent the
underlying transactions and events in a manner that achieves fair presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance
Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NEW NATO HEADQUARTERS

(NNHQ)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December 2018, and
issued an unqualified opinion on the financial statements and an unqualified opinion on
compliance.

Observations and Recommendations

IBAN’s audit resulted in two observations and recommendations, which do not impact the
audit opinion:

1. NNHQ Long-Term Programme Budget execution statements do not reconcile
with Financial Statements.

2. Errors in the Note 8 “Non-current Assets” to the Financial Statement.

IBAN also followed up on the status of the observation from the previous year’s audit and
found that the observation was closed.

IBAN also issued a Management Letter (reference IBA-AML(2019)0015) to the Financial
Controller of the International Staff with observations for management’s attention.
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OBSERVATIONS AND RECOMMENDATIONS
1. NNHQ LONG-TERM PROGRAMME BUDGET EXECUTION STATEMENTS DO

NOT RECONCILE WITH FINANCIAL STATEMENTS
Reasoning

1.1 The end of year Long-Term Programme Budget (LTPB) budget execution reports
must reconcile with the Budget Execution Statements of the NNHQ financial statements,
which is prepared in accordance with Article 34.4 of the NFRs.

1.2 The aim of this budgeting and accounting reconciliation is to ensure that the
approved budget has been executed as planned by the Governing Body and that
commitments or expenditure are incurred based on the authorised budget.

Observations

1.3 The LTPB budget execution reports for 2018 do not reconcile with the NNHQ
financial statements for 2018 due to an accounting oversight.

1.4 The LTPB budget execution reports show available credits carried forward for the
amount of EUR 1.97 million higher than the corresponding items in the financial
statements.

1.5 This is due to the late introductions of accruals in the Enterprise Resource
Planning (ERP) systems of the International Staff when closing the 2017 accounting year.
Budget credits normally lapse within the ERP except for the LTPB, for which a permanent
exception from the lapsing rules in Article 24 of the NATO Financial Regulations (NFRs)
has been granted to allow the carry-forward of credits. However the upload of this
exception related to the LTPB lapsed credits, requires manual posting in the ERP
performed by the the International Staff (IS) Office of Financial Control.

1.6 However, this manual posting has not been made until the end of the financial
reporting process.

1.7 The HQPO team relies on the ERP budget module report to follow on their budget
execution. Funds are committed and expenditure are incurred by HQPO based on the
ERP budget report. As the ERP has not been manually updated to reflect the 2017 late
accruals against the New NNHQ budget carry-forwarded to 2018, expenditure for some
activities or projects have exceeded the budget availability in some individual budget
lines. To settle this issue transfers within the existing ceiling of the LTPB have been
required and agreed by the Deputy Permanent Representatives Committee (DPRC).

1.8 IBAN observed that while this is done automatically by the ERP for all other
budgets, no specific procedures have been put in place within “End of Year Activities" to
update manually the ERP with the amount of accruals not to be carried forward in the
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LTPB budget. IBAN also observed that for one year, no proper reconciliation has been
done between ERP budget figures used by the HQPO Team and the actual level of
expenditure recorded in the ERP system.

Recommendation

1.9 In order to ensure the accuracy of the Budget Execution Statements, IBAN
recommends that:

a) End of year activities be updated to ensure that the carry forward of accrued
expenses be properly reflected against the annual budget in the ERP.

b) Quarterly reconciliation be conducted between HQPO Team and the IS Office of
Financial Control.

2, ERRORS IN THE NOTE 8 “NON-CURRENT ASSETS” OF THE FINANCIAL
STATEMENTS

Reasoning

2.1 Disclosure notes are included in the financial statements to provide additional

information for the reader to better understand the figures in the Statement of Financial
Position. They are an integral part of the financial statements.

Observations

2.2 IBAN found two disclosure errors in Note 8 to the Financial Statements on non-
current assets. Given that the entire value of the NNHQ has been transferred to IS and
NATO Communications and Information Agency (NCIA) at year end 2018, there is no
impact on the NNHQ statement of financial position, nor in the statement of budget
execution.

2.3 Firstly, the NNHQ changed its accounting policy regarding furniture. Up to 2017,
the capitalisation threshold of EUR 30,000 was applied to the overall value of all pieces
of furniture. Therefore, the entire furniture purchased was treated as a non-current asset.
In 2018, the policy was changed and the capitalisation threshold was applied to each
individual piece of furniture. As a result, the capitalisation threshold was no longer
reached and furniture was fully expensed and therefore no longer treated as a non-current
asset. However, the figures disclosed in note 8 on non-current assets were not updated
to take into account this change in accounting policy, leading to an overstatement of EUR
10,595,742.

2.4 Secondly, an amount of EUR 9,520,394 of costs related to work on the “Active
Network Infrastructure" (ANWI) project was completed in 2017 by NCIA as Host Nation
and therefore treated as a non-current asset. However, this amount was not disclosed as
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an opening balance in Note 8 to the NNHQ Financial Statements. Non-current assets
related to the work on ANWI are therefore understated by this amount.

2.5 The net impact of these errors was an overstatement of EUR 1,075,348 of non-
current assets disclosed in Note 8 to the NNHQ Financial Statements. These errors were
corrected prior to transfer to IS and NCIA.

Recommendation
2.6 IBAN recommends that the IS Office of Financial Control ensure that all non-

current assets are correctly disclosed in Note 8 to NNHQ Financial Statements before
transfer to NATO IS and NCIA.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are

summarised in the table below.

“The Board recommends the IS obtains
documentation and substantiation for the
estimates of accrued expenses provided by the
PMT”.

Better estimates of accrued
expenses from PMT received by
monitoring on a more frequent
basis the end of work completed
by contractors & sub-contractors.
The 2018 figures for remaining
advances to PMT (Host Nation
Belgium) and the estimated
accrued expenses still ongoing
end of June 2019 have been
reviewed and are deemed
reasonable.

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) NEW NHQ FY 2017
IBA-AR(2018)0026, paragraph 1
UNRELIABLE ESTIMATE OF ACCRUED Observation
EXPENSES FROM HOST NATION Closed.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are

superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

OBSERVATION 1:
NNHQ FINANCIAL STATEMENTS DO NOT RECONCILE WITH LONG-TERM
PROGRAMME BUDGET EXECUTION STATEMENTS

International Staff’s Formal Comments

This situation was reported and explained to the member Nations in June 2019
(see DPRC-N(2019)0037(1NV). The figures disclosed in the financial
statements are accurate. The recommendation is agreed.

OBSERVATION 2:
ERRORS IN THE NOTE 8 “NON-CURRENT ASSETS” OF THE FINANCIAL
STATEMENTS

International Staff’'s Formal Comments

The recommendation is agreed. This situation did not impact the amounts
transferred to the IS and NCIA.
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FC(2019)0059

NATO NEW HQ
FINANCIAL STATEMENTS

For the year ended
31 December 2018

Annexes
1 Statement of financial position
2 Statement of financial performance
3 Cash flow statement
4 Statement of changes in net assets
5 Budgetary execution statements
6 Explanatory notes to the financial statements

ens STOLTaN!gRG

Stephane CHAGNOT
Secretary General Financial Controller
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NATO NEW HQ
Statement of financial position
As at 31 December 2018
{All amounts in EUR)
Notes 2018 2017
Assets
Current assets
Cash and cash equivalents 3 24,792,449.59 48,271,773.49
Short tarm investments 4 40,601,828.11 45,600,731.22
Receivables 5 2,401,197.74 18,046,108.33
Prepayments -] 14,415,775.05 35,452,140.82
Other current assets 7 90,356.07 870,972.38
Inventories 2 0.00 0.00
82,301,606.56 144,241,726.24
Non-current assets
Receivables 0.00 0.00
Property, plant & equipment 8 0.00 1,080,427,743.29
Intangible assets 0.00 0.00
Other non-current assets 0.00 .
0.00 1,060,427,743.29
Total assets 82,301,606.56 1,204,669,469.53
Liabilities
Current liabilities
Payables ] 12,294,904.13 3,561,765.18
Deferred revenue 10 86,373,700.87 82,491,855.79
Advances 1" 3,048,041.40 28,818,516.39
Short term provisions 13 0.00
Other current liabilities 12 584,960.18 29,389,588.87
82,301,606.56 144,241,726.23
Non-current liabilities
Payables 0.00
Long term provisions 13 0.00 0.00
Deferred revenua 14 0.00 1,080,427,743.29
Other non-current liabilities 0.00 0.00
0.00 1,060,427,743.29
Total liabilities 82,301,6086.56 1,204,669,469.52
Net assets
Capital assets 0.00
Reserves 0.00
Current year Surplus / (Deficits) 0.00
Accumulated surpluses / (deficits) prior year
0.00
Total net assets/ equity 17 0.00 0.00
NATO UNCLASSIFIED

1-1



Revenue

Non exchange revenue

Exchange revenue

Other revenue
“inancial revenue

Total revenue

Expenses
Yersonnel

ontractual supplies and services
Jepreciation and amortization

mpairment
’rovisions
Jther expenses
“inance costs

lotal expenses

surplus/(Deficit) for the period
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NATO NEW HQ
Statement of financial performance
As at 31 December 2018
(All amounts in EUR)
Notes 2018 2017 Variance
15

27,835,769.99 8,896,116.28 18,939,653.71

0.00 0.00 0.00

0.00 0.00 0.00

0.00 0.00 0.00

27,835,769.99 8,896,116.28 18,939,653.71

16

3,647,791.42 1,721,386.46 1,826,404.96

24,196,328.29 7,057,255.47 17,139,072.82

0.00 8,923.91 -8,923.91

73,382.26 32,835.72 40,546.54

18,268.02 75,714.72 -57,446.70

27,835,769.99 8,896,116.28 18,939,653.71

17 0.00 0.00 0.00
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Surplus/(Deficit)

Cash flow from operating activities

Non-cash movements
Depreciation/ Amortisation

Impairment

Increase /(decrease) in payables

Increase/ (decrease) in other current liabilities
Increase/ (decrease) in provisions

(Gains)/losses on sale of property, plant and equipment
Decrease/ (increase) in receivables

Decrease/ (increase) in other current assets

Increase/ (decrease) in other non-current liabilities

Net cash flow from operating activities

Purchase of property plant and equipment / Intangible assets

Cash flow from investing activities

Proceeds from sale of property plant and equipment
Net cash flow from investing activities

Cash flow from financing activities

Net cash flow from financing activities

NATO UNCLASSIFIED

Net increase/(decrease) in cash and cash equivalents

Cash and cash equivalent at the beginning of the period

Cash and cash equivalent at the end of the period

ANNEX 3 to
FC(2019)0059
INTERNATIONAL STAFF
Statement of cash flow
As at 31 December 2018
(All amounts in EUR)
Notes 2018 2017
18
8,733,138.95 1,373,893.48
(70,673,258.62) (24,051,968.33)
13,644,910.59 (15,271,220.14)
21,816,982.08 37,053,799.25
(1,060,427,743.29) 128,206,986.03
(1,086,905,970.29) 127,311,490.29
18
1,060,427,743.29 (128,206,986.03)
1,060,427,743.29 (128,206,986.03)
18
18 (26,478,227.00) (895,495.74)
91,872,504.71 92,768,000.45
65,394,277.70 91,872,504.71
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FC(2019)0059
NEW NATO HEADQUARTERS
STATEMENT OF CHANGES IN NET ASSETS AS AT 31/12/2018
(in EUR)
Accumulated surpluses/(deficits)

Balance at 31 December 2016 0.00
Deficit on revaluation of property 0.00
Surplus on revaluation of investments (1) 0.00
Currency translation differences 0.00
Net gains and losses not recognized in the statement of financial performance 0.00
Net for the period 0.00
Balance at 31 December 2017 0.00
Balance at 31 December 2017 0.00
Deficit on revaluation of property 0.00
Surplus on revaluation of investments (1) 0.00
Currency translation differences 0.00
Net gains and losses not recognized in the statement of financial performance 0.00
Net for the period 0.00
Balance at 31 December 2018 0.00

(1) fixed assets in progress
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FC(2018)0058
NEW NATO HEADQUARTERS
BUDGETARY OPERATIONS FOR FINANCIAL YEAR 2018
= 201
inEUR)
BUDGET AUTHORISATIONS BUDGETARY SURPLUS
CHAPTER BUDGET (ref ) AUTHORIZED ADJUSTED CREDITS CARRIED LAPSED
Aricte C-M(2017)0070 TRANSFERS CREDITS COMMITMENTS | EXPENDITURES | FORWARD TOn+t CREDITS
(U] [¢3] @=(H2) ) ) (8} =(4)-(5) D=3)-14
PERSONNEL COSTS
Basic salaries and related xpenses 1,865,200.00 0.00 1,865,200 00 1,865,200.00 42739994 1,437,800.06 000
Temporary staff and consultants 000 000 000 0o 000 000 000
s el 000 000 o,oo‘ 200 0.00 000 000
Financial yoar n 1,665,200 00 uTo1 1,855,200.00| 1,865,200, 00 27,3995 7.437,800.06| 0.00,
Carried forward:
Financial year -1 3,241,861.65 000 3,241,861.65 3.241,861.65 1,869.619.12 137220253 000
Financial year n-2 1,782,688.32 000 1,782,688.32 1,782,688.32 1,250,794 86| 501,693.45 000
Financial year n-3 105,787.67 000 105,787.87 105,767.67 0,287.87 15,500.00 0,00
Financial year n4 50,864.32 000 50,864 32 50,864.32 50,864.32 000 000
Financial year -5 127350 000 127350 127350 1127350 000 000,
Financial year n-6 000 000 000 0.00 000 000 000,
Financiat yesr n-7 000 000 000 0.00 000, 000 0,00
Financial ysar n-8 000 000 000 000 0.00 000 0,00,
Financial yoar n-9 000 000 000, 0.00)
1057.675.56' 3,730,239 61 3327.436.05 0.00]
. |operaming cosTs
0201 [Offcial missions 000 0.00 000
0202 |Administrative support 125,00000 125,000.00 0.00,
0203 |Hospitaity 000 000 0.00]
0204 |Telecommunications 0.0 0.00 0.00)
0205  |Operting costs 8,189,000 00 8,189,000.00 000
0206 | Construction Sits Guard 000 0.00 000,
07 Materiais Procurement 0.00 00|
0210 Misceltansous and unforeseen 0.00 0.00]
o yoarn 8,314,000.00 2,314,00000 0.00)
Carried forward:
Financial year n-1 6,95225303 695225308 3.213,181.84 3,739,091.19 0.00
Financial year n-2 1,124,051.40 000 1,124.051.40 1,124,051.40 2.785,048.87 1,660,897 47 000
Financial year n-3 1,645,647.86 000 1,646.647.86 1,646.647.68 1,307,694 54 385332 000
Financial year n-4 n17823 000 1178.23 117823 225179 8.926.44 0.00)
Financial year n.5 4341.42 000 4343.42 4341.42 000 434142 200,
Firancial year n6 0.00 000 000 0.00 000 000 000,
Financial year .7 000 000 000 000 000, 000 0.00)
Firancial year n-8 0.00 000 0.00, 0.00 0.00)
Financial year n-9 0.00 000
18.052.471.84 000,
B [INTELLECTUAL SERVICES
0301 {Consutants & studies 000 000
0302 |Project management team 269,84200 000
0304 |Concept design team 108,319.00 318, 108,315.00 0,00 108,319.00 000
0305 |Overal COT foes on sddit Constr W 0.00 000 .00 og{» 000 009)
[Financia year n 378,161.00 378.16100 378,161.00) 0.00 378,161.00 0.00)
Carried forward:
Financial year n-1 6,691,221.00 000 6,631,221 00 6631,21.00 5515355 67 115,865.13) 0.00|
Financial ysar n-2 457,767.72 000 497.76772 497.767.72 497,767 72 000 000
Financial yar n-3 29557.07 000 2955707 229.557.07 129,557.05 100,000.02 0.00)
Financial year n4 139,999.97 0.00 138.999.97 139,899.97 89.999.59 49.999.98 0.00)
Financial year 0.5 387.04 000 387.04 387.04 387.04 000 000
Financial year -6 0.00 0.00 00 0.00 000, 000 000,
Financial yeer 0.7 0,00 200 000 000 000 000 000,
Financial year n-8 000 000 000 000,
Ficancial yesr n-3 000 000 000)
000
CONSTRUCTION WORKS
04.01 | Works Roquirements 0.00 000
Financial year n 15.331,054.00 15,331,054.00 0.00 000,
Carried forward:
Financial year -1 000 18,301,080.90 18,301,080 90, 8,463.764.45 000)
Financal year n-2 547.55.27 0.00]
Financial year n-3 2,322.181.78 0.00)
Financial year n-4 0.00 000
Financial year n-5 000 000,
Financial year n-6 000 000,
Financial year n-7 000 0.00]
Financial year n-8 000 000
Financial year n-9 000 0.00)
11,333.499.51 0.00)
v.  [sPEciAL EQuIPMENT
i 402.43000 41,866 51 360,563.49 000)
40243000 402,430 00 035651 360,563 49 0,00
11,227,524.90 000 1122792490 11,227,924.90 7.075.918.45 4,152,006.45 000
5,578,343 50 000 557834350 6,578,343.50 4,271,540 91 1,300,802.55| 000
778711821 000 77671921 TIsTIe 2t 570,358.18 206,351 05 000
000 00 000 000 0.00, 0.00
000 0.00 000 000 0.00 0,00,
000 000 000 0.00 000 0,00
0.00 000 000 000 000 000
0.00 000 000 000 000 000
000 000 000 000 0.00 0.00)
17.585.417.61 000 t7gEsairen 17.985.417.61 5.019.733 58 0.00)
Financial yeer n 26,290,845.00 000 25.290,645.00 26,290,845.00 20,503,784 19 000
Carried forward:
Financial year n-1 45,354,341.48 000 45,354,341.48 46,354,341 48 27.437,81974 19,216,521 74 0.00]
Financial yesr n-2 10,725,114.50 000 10,725,114 50 10,725,114.50 5,388,705.63 1,336,408.87 000
Financial year n-3 12.438,120.01 000 12,438,120.01 12,438,12001 4,420,079.40 8,018,04061 0.00,
Financial year n4 20204252 000 20204252 20204252 143,116.10 8,926.42 00|
Financlal year n5 16,001 95 000 16,00196 16,001,965 11,68054 434142 0.00)
Financia! year n§ 000 000 0.00 000 000, .00 0.0
Financia! year -7 000 000 000 00 0.00) 0.00 0.00]
Financial year n-8 0.00 0.00 0.00, 000 000 0.00 000,
Financial year -9 o.ool 0.00 000 ogl o.wl 000 0.00)
GRAND TOTAL 96,026465.47 o.00| 96,026,485.47 96,025.465.47| 4578844222 49.238,023.25 000
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00
11,850275.29

38,421,983.00|

0.00|
0.00]
11,850,275.29

38.421,983.00,

ANNEX § to
FC(2019)0059
NEW NATO HEADQUARTERS
BUDGETARY OPERATIONS FOR FINANCIAL YEAR 2017
n= 2017
inEUR)
BUDGET AUTHORISATIONS BUDGETARY SURPLUS
CHAPTER BUDGET (ref.} AUTHORIZED ADJUSTED CRED{TS CARRIED LAPSED
Articlo C-M{2017)0070 TRANSFERS CREDITS COMMITMENTS EXPENDITURES FORWARD TO n+1 CREDITS
(U] 2) (3= (1142) 4) {5) z(4)- (5 N=03)-(4
L PERSONNEL COST8
01.01 Basic salaries and related expenses 4,190,418.00 0.00 4,190,419.00| 4.190,418.00, 654,964.97 3,495,454.03, 0.00]
01.02 Temporary staff and consultants 0.00 0.00} 0.00] 0.00 253,592 38 -253,592.38 0.00|
0103 IShm travel 0.00 0.00 0.00] 0.00 0.00 0. mw
Financial ysar n 4,190,419.00 0.00 4,190,419.00 4,190,419.00 948 557.35 3,241,851
Carried forward
Financial year n-1 3,010,200.75 0.00 3,010,200.75| 3,010,200.75 1,627,940.35 1,382,260.40|
Financia! year n-2 748,492 92 0.00 748,452.92 748,492 92 1,208,553 01 ~460,060.02| 0.00]
Financial year n-3 50,864.38 0.00 50,064 38, 50,864 .38 50,000.05| 86433 0.001
Financial yesr n-4 16,217 63 0.00 16,217 83 16,217.63 50,081.90 -33,864.27 0.00
Financial year n-5 0.00 0.00 0.00 0.00 0.00 0.00 0.00)
Financial year n-6 0.00 0.00 0.00]
Financial year n-7 0.00 0.00
Financial year n-8 0.00
Financial year n-9
[ OPERATING COSTS
0201 Official missions.
0202 Admintstrative support
0203 Hospitality
0204 Telecommunications. .
0205 Operating costs 0.00 8,082,247.22 8,082,247.32 1,130,290.21
0206  |Construction Sits Guard 0.00 0.00 0.00 0.00
0207 Materials Procurement 0.00 0.00
02.10 iwm and unforeseen 0. ool
Financial year n 0.00
Carried forward:
Financial year n-1 5,447,311.38 0.00 5,447,311.38 5,447,311.38
Financal year n-2 39,484.78 0.00 39,484.78 39,484 78 1,226,708.86, -1,187,224,.08 0.00]
Financial yeer n-3 31,386.55 0.00 31,396.55 31,396.55 13,422.40] 17.964.15 0.00]
Financial yesr n-4 49,573.79 0.00 49,573.79| 48,573.79 50,094.60 -520.81 0.00]
Financial year n-5 0.00 0.00| 0.00 0.00 0.00 0.00 000
Financial ysar n-6 0.00, 0.00 0.00 0.00 0.00 0.00 0.00,
Financial year n-7 0.00 0.00 0.00 0.00 0.00] 0.00 0.00]
Financial ysar n-8 0.00 0.00 0.00 0.00]
Financial year n-9 0.00 0.00}
13.650.366.50] 5.756.015.21
(8 INTELLECTUAL SERVICES
0am Consultants & studies 707.085.00 0.00 707,085.00 545,085.00| 162,000.00 0.00]
03.02 Project management team 8,980,561.00 0.00 6,489 221 00| 0.00]
03.04 Concept design team 0.00 0.00 0.00 0.00
03.05 |0vml CDT fses on addit Constr W 0.00] 0.00 0.00
Financial ysar n 9,687,645 00 0.00 6,631,221 00|
Carriod forward:
Financial year n-1 . 0.00 691,384.74 293,617 02| 387.767 72 0.00]
Financial year n-2 000 315,404.50 715,575 89 -400,171 39| 0.00
. 0.00 ,280.1 899,280.00, 44,375.18| 854,904 82 0.00
256,560.05 0.00 256,560.05 256,560.05 14,201.00 242.359.05 0.00]
0.00 0.00 0.00 0.00 0.00]
0.00 0.00 0.00 0.00
0.00

5-2

38,421.983.00) 38,421,983.00
7,597,787 10 0.00) 7,587,787 10 7.597.787.10, 5613,524.14
20,165,308.00 0.00 20,165,308 00| 20,165,308 00| SATLIT.54
Y 000 000 000
66,496,859 38 65.496.859.38 32,363,641 84 3411521754
v.  |sPECIAL EQUIPMENT
0501 |special equi 25.789.291.00 0 ta5e1%6510 1122792490 !

Financil year n 25,789,291.00 25.789,291.00 14,561,365 10 11,227,924 90 0.00
Carried forward
Financial year -1 2061437045 ooo| 2061437049 20614,370.49 13,627,089.99) 6,987,280.50 0.00
Financial year n-2 000 77057786 170577 76 578,538 65 -207 960,89 010
Financia year n-3 .00 1,345,959 00 1,345,958.00 1,345,959.00 0,00, 000
Financial year ned 0.00| 000 0.00 0.0 000 000
Financia! year -5 000 000 000 000 000 000
Financial year n-6 000 000 000 000 000 200
Financia! year n-7 0.00 0.00 0.00 0.00 0.00 0.00
Financial year n-8 000 000 0.00 000 000 000
Financial year n-9 000 000 0,00, 000 000 000

o ool @5201983| 4557019825 3051295374 18,007.284 51 010
GRAND TOTAL
Financial year n o00|  es171.539.00 85,171,939 00 39,817,597 52 46354341 48 000
Carried forward
Financhl yoar -1 0.00 37,361,054 46 37,361,054 46 26,635,939 96 10725414 50 a0
Financial year n-2 o[ 2200926808 22,039.267.9 9,601,147.95 12,438,120 01 010
Financial yoar n-3 000 2,334 87.82 2.334,887.82 213284520 20204252 0.00]
Financial yoar n-4 0,00 62874485 628,744 86 612.74289 16,001 97, 0,00
Financial year n-5 000 000, 000 010 000 0,00
Financial yoar n-6 000 000 000 0.00 0.00 000
Financial year n-7 0,00 0,00 000 000 000 0.00]
Financial year -8 000 0.00, 000 000 000 0.00]
Financisl yesr -9 000 0 o_ulL ogk 0 uoI o.o_u'
GRAND TOTAL 000] 148535854 2| 14853508 10 78,800,273 52 69735 620.43]
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EXPLANATORY NOTES TO NEW NATO HEADQUARTERS PROJECT
2018 FINANCIAL STATEMENTS

NOTE 1: GENERAL INFORMATION

In 1999, Heads of State of the NATO member countries decided at the Washington Summit to build a
New NATO Headquarters (NNHQ) to meet Alliance requirements for the 21st century. For this New
NATO HQ Project a separate budget was established in 2000.

The budget for the common funded part is approved on an annual basis by the North Atlantic Council,
further to screening and recommendation by the Budget Committee and the Resource Policy and
Planning Board (RPPB). The project is managed following NSIP procedures.

The main construction project, the electronic security services and the audio-visual infrastructure
contracts are managed by the Belgian Ministry of Defence Host Nation Project Management Team
(PMT) under the provisions of the NATO-Belgium MOU, signed on 8 December 2004.

NCIA acts as Host Nation for the Active Network Infrastructure contract. NATO-International Staff (1S)
is the Host Nation for the Furniture contract and for the Business Data and Applications Migration
Project (BDAM).

NATO is represented by the IS Defence Investment Division Headquarters Project Office (HQPO),
which is in charge of programme management, coordination, approval procedures and the definition of
requirements. HQPO also represents the interests of Nations in all dealings with the Host Nation.

A Transition Office within the IS Executive Management Division was created in 2011 to manage the
practical and organisational aspects of the transition from the current headquarters to the new one.

NATO member nations maintain oversight of the project through the Deputies Committee (DPRC), a
Board comprised of the Deputy Permanent Representatives. HQPO is responsible for financial
management and for coordination with the DPRC, the Budget Committee, the RPPB, and the North
Atlantic Council.

The overall programme budget ceiling is EUR 1,179 million,

During the first half of 2018, NATO moved to its new premises further to the handover from the Host
Nations (Belgium and NCIA) to NATO of the all of the main elements of the projects that enabled
operations in the new building. As a consequence, and as per the provisions of the NATO Accounting
Framework (C-M(2016)0023), all assets that were recorded as work in progress have been transferred
to the NATO International Staff, or the NCIA (for the IT assets).

NOTE 2: ACCOUNTING POLICIES

The principal accounting policies adopted in the preparation of these financial statements are set out
below.

Declaration of conformity

The New NATO Headquarters financial statements have been prepared in accordance with the NATO
Accounting Framework (which adapts a small number of IPSAS standards to better suit the specific
requirements of the Alliance) and with the NATO Financial Regulations (NFR), the Financial Rules and
Procedures (FRP).

NATO UNCLASSIFIED
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Basis of preparation

These statements have been prepared on a going-concern basis and the amounts shown in these
financial statements are presented in EUR. The New NATO Headquarters Project will continue in
operation for the foreseeable future.

The following IPSAS have no material effect on the 2018 financial statements of the New NATO
Headquarters Project Office:

IPSAS 5. Borrowing Costs.

IPSAS 6: Consolidated and Separate Financial

IPSAS 7: Investments in Associates.

IPSAS 8: Interests in Joint Ventures

IPSAS 10: Financial Reporting in Hyperinflationary Economies

IPSAS 11: Construction Contracts

IPSAS 16: Investment Property

IPSAS 18: Segment reporting

IPSAS 21: Impairment of non-cash generating assets

IPSAS 26: Impairment of Cash-Generating Assets

IPSAS 27: Agriculture

IPSAS 32: Service Concession Arrangement: Grantor

The Cash Flow Statement has been prepared using the indirect method.

Segment Reporting

A segment is a distinguishable activity or group of activities for which it is appropriate to separately
report financial information. No segments are identified in this project and are therefore not reported in
these financial statements.

Changes in Accounting Policy

Furniture which up to 2017 had been capitalised has been fully expended in 2018, prior to transfer of
the non-current assets to NATO International Staff, in consideration of the fact that each individual item
is below the capitalisation threshold.

Reclassification of financial statements of previous years

None to report.

Use of estimates

In accordance with generally accepted accounting principles, the financial statements include amounts
based on estimates and assumptions by management, according to the most reliable information
available, judgement and assumptions. Estimates include work in progress, provisions, accrued
revenue and expenses. Actual results could differ from those estimates. Changes in estimates are
reflected in the period in which they become known.

Foreign currency transactions

The New NATO Headquarters Project's budget is authorized and managed in EUR so contribution calls

are made in EUR. Foreign currency transactions as required are accounted for at the NATO parity
rates prevailing on the date of the transaction. Monetary assets and liabilities at year-end which were

NATO UNCLASSIFIED
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denominated in foreign currencies were converted into EUR using the NATO parity rates applicable at
31 December.

Realised and unrealised gains and losses resulting from the settlement of such transactions and from
the revaluation at the reporting dates of monetary assets and liabilities denominated in foreign
currencies are recognised in Non-Current Liabilities.

Financial risks

The New NATO Headquarters Project Office uses only non-derivative financial instruments as part of
its normal operations. These financial elements include cash, bank accounts, deposit accounts,
accounts receivable and Funds Managed for Third Parties.

All the financial instruments are recognised in the statement of financial position at their fair value.

The New NATO Headquarters Project is exposed to a variety of financial risks, including foreign
exchange risk, credit risk, currency risk, liquidity risk and interest rate risk.

Foreign currency exchange risk

The exposure to foreign currency risk is limited as the majority of the New NATO Headquarters Project’s
expenditures are made in EUR, the currency of its budget. All bank accounts are held in EUR.

Credit risk

The New NATO Headquarters Project incurs credit risks from cash and cash equivalent held with banks
and from receivables.

The maximum exposure as at 31 December is equal to the total amount of bank balances, short term
deposits and receivables. There is very limited credit risk associated with the realization of these
elements.

Concerning cash and cash equivalent the New NATO Headquarters Project credit risk is managed by
holding current bank accounts and short term highly liquid deposits that are readily convertible to a
known amount of cash held with ING Bank (Belgium) which has the following short term credit ratings:

Credit Ratings as at 01/03/2019
ING Bank Fitch Moody's S&P
Short term F1 P1 A-1

The New NATO Headquarters Project's outstanding accounts receivable are managed by maintaining
control procedures over receivables. Most cash receivables are due from NATO member nations, which
are considered credit worthy.

Liquidity risk

The liquidity risk, also referred to as funding risk, is based on the assessment as to whether the New
NATO Headquarters Project will encounter difficuities in meeting its obligations associated with financial
liabilities. A liquidity risk could arise from a short term liquidity requirement. There is a very limited
exposure to liquidity risk because of the funding mechanism which guarantees contributions in relation
to the approved New NATO Headquarters Project budget. Some limited risk could be due to the
accuracy of budget forecasts or to late payment of Nations’ contributions.

Interest rate risk

Except for certain cash and cash equivalent balances, the New NATO Headquarters’ financial assets
and liabilities do not have associated