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IBAN AUDITOR'S REPORT ON THE AUDIT OF THE 2018 FINANCIAL STATEMENTS
OF ACT, IMS, NDC AND STO

ACTION SHEET

1. On 28 May 2020, under the silence procedure, the Council noted the RPPB report
attached to C-M(2020)0014, agreed its recommendations, and agreed to the public
disclosure of this report, the IBAN Auditor's Report and associated 2018 financial
statements of ACT, IMS, NDC and STO.

(Signed) Jens Stoltenberg
Secretary General

NOTE: This Action Sheet is part of, and shall be attached to C-M(2020)0014
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Silence Procedure ends:

28 May 2020, 17:30

NORTH ATLANTIC COUNCIL

IBAN AUDITOR'S REPORT ON THE AUDIT OF THE 2018 FINANCIAL STATEMENTS
OF ACT, IMS, NDC AND STO

Note by the Secretary General

1. | attach the International Board of Auditors for NATO (IBAN) Auditor’'s Report on the
2018 financial statements of Allied Command Transformation (ACT), International Military
Staff (IMS), NATO Defense College (NDC), and Science and Technology Organisation
(STO). The IBAN Auditor’'s Reports set out unqualified opinions on both the 2018 financial
statements and on compliance for ACT, IMS, NDC and STO.

2. The IBAN report has been reviewed by the Resource Policy and Planning Board
(RPPB) (see Annex 1).
3. | do not believe this issue requires further discussion. Therefore, unless | hear to

the contrary by 17:30 hours on Thursday, 28 May 2020, | shall assume the Council noted
the RPPB report, agreed its recommendations, and agreed to the public disclosure of this
report, the IBAN Auditor’'s Report and associated 2018 financial statements of ACT, IMS,
NDC and STO.

(Signed) Jens Stoltenberg

Annex 1:
Enclosure 1:

Original: English
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IBAN AUDITOR’S REPORT ON THE 2018 FINANCIAL STATEMENTS OF ALLIED
COMMAND TRANSFORMATION (ACT), INTERNATIONAL MILITARY STAFF (IMS),
NATO DEFENSE COLLEGE (NDC) AND SCIENCE AND TECHNOLOGY
ORGANISATION (STO)

Report by the Resource Policy and Planning Board (RPPB)

References:

A. IBA-A(2019)0069 IBAN Auditor's Report on the audit of 2018 financial statements of
Allied Command Transformation

IBA-A(2019)0083 IBAN Auditor’s Report on the audit of 2018 financial statements of
International Military Staff

IBA-A(2019)0111 IBAN Auditor’s Report on the audit of 2018 financial statements of
NATO Defense College

IBA-A(2019)0103 IBAN Auditor’s Report on the audit of 2018 financial statements of
Science and Technology Organisation

C-M(2015)0025 NATO Financial Regulations (NFR)

PO(2015)0052 Wales Summit tasker on transparency and accountability
P0O(2013)0154 Representation Allowance Process
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INTRODUCTION

1. This report by the RPPB addresses the IBAN Auditor’'s Reports on the 2018 financial
statement of ACT, IMS, NDC and STO. The IBAN Auditor's Reports set out unqualified
opinions on the financial statements and on compliance of ACT, IMS, NDC and STO in 2018
(reference A, B, C, D).

AIM

2. This report summarises the IBAN Auditor's Reports to enable the Board to reflect
on strategic issues or concerns emanating from the audit of financial statements of NATO
entities and to recommend courses of action to Council as applicable, which has the
potential to improve transparency, accountability and consistency.

DISCUSSION

3. No new observations and recommendations were issued as a result of the IBAN
audit on the 2018 financial statements for ACT and IMS. Three new observations were
raised, 1 for NDC and 2 for STO. As of the date of the respective IBAN Auditor's Reports a
total of 13 prior year observations were in-progress or open and 3 prior year observations
were closed. No observations impacted the audit opinions in 2018.

4. The common and recurring theme in each of the Auditor's Reports was the
observation that further progress is needed in all of the NATO Reporting Entities concerned
towards implementation of the NFRs (reference E), particularly those articles relating to risk
management, internal control and internal audit.
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5. With respect to ACT, progress is noted against the observation related to internal
audit where capacity will be increased to 3 staff members. In 2018, IBAN highlighted areas
of possible weakness in internal control, NATO wide, the Board is encouraged that ACT
commissioned the internal auditor to undertake a fraud health check throughout the
command and no fraud related concerns were raised. IMS have drafted a request to setup
an internal audit function and whilst this proposal is being processed, internal audit activities
will continue to be outsourced to NCIA. The Board notes that creating an internal audit
function within IMS is key to successfully assuring the IMS system of internal control and its
risk management policy.

6. All NATO Reporting Entities considered within this report have, to varying extents,
developed a risk management policy and this is encouraging. ACT have developed budget
and finance risk registers but are still lacking comprehensive, “cross-cutting” and robust risk
management processes and registers in other functional areas e.g. at operational levels,
and moving forward this will be a priority for ACT. It is encouraging that IMS and NDC have
developed their own risk management policies, processes and associated registers moving
forward a key activity will be to get them approved by management and audited by internal
auditors. Whilst with NDC IBAN found that there was a lack of regular communication of key
risks with stakeholders. NDC raise that they are in transition and therefore some risk
processes have not been fully implemented but they are progressing towards full compliance
with IBAN recommendations. The Board is encouraged by the progress to date and looks
forward to having in place effective and efficient risk management policies, processes and
associated registers across all NATO Reporting Entities.

7. IBAN found instances in which the reimbursement thresholds of representation
expenditures were exceeded. The Board acknowledges that whilst the amounts are
immaterial they encourage ACT to comply with the principles as laid out within the
representation allowance processes (Reference G) and ensure no legal obligations are
incurred in excess of the representation allowance budget.

8. Internal Controls also featured within the IBAN Auditor’'s Report for STO where a
new observation was raised concerning a mismatch of the breakdown of salaries and
employment benefits and the notes to the financial statements. The Board supports the
IBAN’s recommendation and is encouraged that STO will improve controls in the preparation
of financial statements for the subsequent year.

9. IBAN found that improvements were needed between the Centre for Maritime
Research and Experimentation (CMRE) and ACT regarding the timely acceptance of CMRE
deliverables to ensure sufficient funds are available for STO to pay for salaries, repairs and
other project costs. STO and IBAN agree that the language used in the technical attachment
to the Memorandum of Agreement (MoA) between ACT and CMRE could be improved and
are currently initiating action to review and propose amendments.

10. IBAN also followed up on the status of observations in respect of STO from the
previous years’ and found 5 in progress, 1 closed and 2 remaining open. One of the open
observations relate to an observation dating back to 2014 where improvements are needed
to management accounting by project. IBAN found that project accounting has not been
developed in a reliable manner due to incomplete information and inappropriate tools. The
Board urges STO to make improvements in this area that allow for the calculation of a
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surplus or deficit by project and provide management with information to enable decision
making.

11. The Board is pleased that STO has made progress implementing fully compliant
performance review processes and a time recording system in line with Civilian Personnel
Regulations and these documented controls have been in place for the 2019 cycle.

CONCLUSIONS

12. The Board is encouraged by the significant progress made by ACT in respect of
internal audit and notes IMS have drafted a request to setup an internal audit function. The
Board urges this function to be initiated and resourced without delay to reduce IMS reliance
on the NCIA internal audit function.

13. All NATO Reporting Entities considered within this report have, to varying extents,
developed a risk management policy and this is encouraging. IMS and NDC have taken
positive steps to develop risk management policies, procedures and associated risk
registers but need to have them approved by management and audited. The Board is
encouraged by the progress to date and looks forward to having in place effective and
efficient risk management policies, processes and associated registers across all NATO
Reporting Entities.

14. More progress is required in internal controls. The Board encourages ACT to ensure
the principles of representation allowances are applied to prevent instances in which the
reimbursement thresholds of representation allowance were exceeded. The Board supports
IBAN’s finding in respect of the internal control findings for STO and encourages the
resolution of mismatches between reported salaries and employment benefits in their
subsequent financial statement submissions.

15. Whilst the Board remains encouraged with the progress STO has made in respect
of implementing a fully compliant performance review process the remaining open
observations, 1 in particular relating to project accounting and dating back to 2014, needs
further progress.

16. The Board recommends that the 2018 financial statements, the associated IBAN
Auditor’s Report and this report are publicly disclosed in line with agreed policy at Reference
F.

RECOMMENDATIONS

17. The Resource Policy and Planning Board recommends that the Council:
17.1. note the IBAN report at reference A, B, C, D; and

17.2. approve the conclusions at paragraphs 12 to 16.
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IBA-A(2019)0069
19 July 2019

To: Secretary General
(Attn: Director of the Private Office)

Cc: Supreme Allied Commander Transformation (SACT)
Financial Controller, Allied Command Transformation (ACT)
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and Letter
of Observations and Recommendations on the audit of the Allied Command
Transformation (ACT) Consolidated Financial Statements for the year
ended 31 December 2018 — IBA-AR(2019)0006

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

IBAN’s report sets out an unqualified opinion on the consolidated financial
statements of ACT and on compliance for financial year 2018.

Yours sincerely,

Hervé-Adrien Metzger
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Consolidated Financial Statements of the
Allied Command Transformation (ACT)
for the year ended 31 December 2018

The International Board of Auditors for NATO (IBAN) audited the the Allied Command
Transformation (ACT) Consolidated Financial Statements for the year ended
31 December 2018, which consists of four main entities: ACT HQ, Joint Warfare Centre
(JWC), Joint Force Training Centre (JFTC) and Joint Analysis and Lessons Learned
Centre (JALLC). ACT is responsible to the NATO Military Committee for overall
recommendations on NATO transformation. ACT explores concepts, promotes doctrine
development, and conducts research experiments. It also supports Allied Command
Operations (ACO) in developing and conducting exercises to train Allied and Partner
forces in NATO combined and joint operations.

The total expenditure of ACT in 2018 amounted to approximately EUR 143.83 million.

IBAN issued an unqualified opinion on the ACT Consolidated Financial Statements and
on compliance for the year ended 31 December 2018.

During the audit, IBAN did not make any current year observations.

IBAN also followed up on the status of observations from previous years’ audits and
found 5 (five) closed, 3 (three) in-progress and 1 (one) open recommendation.

The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the Supreme Allied Commander Transformation (SACT) whose
comments have been included (Appendix to Annex 3).
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19 July 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF THE

ALLIED COMMAND TRANSFORMATION

(ACT)

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of Allied Command Transformation (ACT), for the 12 month period ended
31 December 2018, issued under document reference 7000 GSB MBX 0010/FC-31-19,
and submitted to IBAN on 28 March 2019. These Financial Statements comprise the
Statement of Financial Position as at 31 December 2018, the Statement of Financial
Performance, the Statement of Changes in Net Assets/Equity and the Statement of Cash
Flow, for the 12 month period ended 31 December 2018, including a summary of
significant accounting policies and other explanatory notes. In addition, the Financial
Statements include a budget execution report for the 12 month period ended 31
December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of ACT as at 31 December 2018, and of its financial performance, its cash flows and
budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by a Board of Auditors
appointed by the North Atlantic Council.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor's Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of ACT are drawn up in accordance with accounting requirements
and reporting standards consistent with the NATO Accounting Framework as approved by
the Council. The Financial Controller is responsible for submitting the Financial Statements
for audit to IBAN not later than 315t March following the end of the financial year.

The Financial Statements are signed by the Supreme Allied Commander Transformation
and the Financial Controller. In signing the Financial Statements, the Supreme Allied
Commander Transformation and the Financial Controller confirm the establishment and
maintenance of financial governance, resource management practices, internal controls
and financial information systems to achieve the efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e |dentify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

NATO UNCLASSIFIED
2-3



NATO UNCLASSIFIED

ANNEX 2
IBA-AR(2019)0006

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance
Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of
our audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
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additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

Supreme Allied Commander Transformation is responsible and accountable for sound
financial management. The financial administration of NATO bodies must incorporate the
principles of propriety, sound governance, accountability, transparency, risk management
and internal control, internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 19 July 2019

Hervé-Adrien Metzger
Chairman

NATO UNCLASSIFIED
2-5



NATO UNCLASSIFIED

ANNEX 3
IBA-AR(2019)0006

19 July 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE ALLIED COMMAND TRANSFORMATION

(ACT)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the ACT Financial
Statements for the year ended 31 December 2018, and issued an unqualified opinion on
the financial statements and on compliance.

Observations and Recommendations
During the audit, IBAN did not make any current year observations.

IBAN followed up on the status of the observations from the previous year’s audits and
found 5 (five) closed, 3 (three) in-progress and 1 (one) open recommendation.

IBAN also issued a Management Letter (reference IBA-AML(2019)0003) to the Supreme
Allied Commander Transformation with the follow-up of previous years’ observations for
management’s attention.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS

IBAN reviewed the status of the observations and recommendations arising from the
previous audits. The observations and their status are summarised in the table below.

OBSERVATION/RECOMMENDATION

ACTION TAKEN

STATUS

(1) ACT FY 2017
IBA-AR(2018)0007, paragraph 1.7

IMPROVEMENT
CONTROLS
MANAGEMENT
NEEDED

TO INTERNAL
OVER PROPERTY
IN ACT HQ IS

IBAN’s recommendation

IBAN recommends that ACT HQ:

* Ensures, as soon as possible, the
creation of a complete, accurate and
comprehensive property register for
ACT HQ in accordance with the NFRs,
FRPs and local directives.

* Ensures that physical inventory of
property is performed on a regular basis
at ACT HQ and all ACT subcommands
in order to keep the registers accurate
and reliable and to reduce the risk of
error and fraud.

Significant progress made in the
implementation of the recommendation.
Specialised asset management software
acquired. Some ACT property was
recorded in the software (mainly attractive
items, acquired after 1 January 2017).

Physical counts of property were carried
out in 2018.

IBAN still highlights the importance of
having a complete and accurate asset
register (including installed equipment,
furniture, etc.) for accountability
considerations.

HQ SACT Directive 061-001 was approved
in March 2018. The Directive introduces an
accounting threshold for Non-Expandable
property items: 50 percent of level A (EUR
5 thousand) unless items could be
attractive and misappropriated for personal
use. IBAN encourages ACT HQ to assess
whether the above-mentioned threshold
allows ACT HQ to effectively control all of
its property.

Observation
In-progress.

(2) ACT FY 2017
IBA-AR(2018)0007, paragraph 2.4

INVENTORIES ABOVE
CAPITALISATION THRESHOLD NOT
CAPITALISED

IBAN’s recommendation

IBAN recommends ACT to capitalise
inventories (if any) above the threshold
of EUR 50,000. Furthermore, we

Inventory registers cleansed. No locations
with inventories above EUR 50 000
identified.

Observation
Closed.
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recommend ACT to verify the accuracy,
completeness and valuation of items in
the accounting system in JWC, JFTC
and JALLC in order to ensure that
inventories above the threshold are
properly accounted for.

(3) ACT FY 2017
IBA-AR(2018)0007, paragraph 3.11

IMPROVEMENTS REQUIRED IN THE
AREA OF RISK MANAGEMENT AND
INTERNAL CONTROL

IBAN’s recommendation
IBAN recommends that ACT:

* Continue the on-going work of | ACT continues to implement the | Observation
establishing comprehensive and robust | recommendation. ACT is able to identify | In-progress.
risk registers at both the strategic and | strategic risks and develop mitigating
operational levels and ensure the risk | measures, however this approach needs
registers are capturing significant risks | more structure and more support from IT
across all functions of the organization, | tools, which are still being developed.
ensuring the “completeness” of risks.
This includes ensuring that ACT fully | Budget and Finance sections at ACT
embeds its entity-wide risk | Headquarters and at ACT subcommands
management policy throughout the | developed their own risk registers. Most of
organisation. operational levels of the organisation are
still lacking comprehensive and robust risk
* Clearly define and set a “risk | registers.
appetite” (both at SACT and Financial
Controller level). No evidence yet that Risk Management has
been established as a “cross-cutting”
+ Document the internal controls and | process at ACT, affected by all levels of the
associated risks in place for main | organisation.
processes within ACT operations and
assess the compliance with the | The risk appetite has still not been formally
framework chosen. defined.
ACT currently cannot demonstrate that it
has formally mapped its objectives and
processes with associated risks and
existing internal controls.
(4) ACT FY 2017
IBA-AR(2018)0007, paragraph 4.6
THE INTERNAL AUDIT FUNCTION IN
ACT
IBAN’s recommendation
IBAN recommends that:
* ACT Internal Audit fully evaluate the | Internal Audit performed an assessment of | Observation
system of internal control and risk | the Risk Management process ACT-wide | Closed.

management throughout ACT, and that
this work be clearly documented so as
to be able to conclude on the

and concluded that it had not reached the
desired maturity yet. Same applies to the
system of internal controls. Conclusions are
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effectiveness of ACT’s risk

management and internal controls.

* ACT Internal Audit uses inputs from
risk registers of all ACT functions (when
available) in planning internal audit
engagements. This will help ensuring a
structured, formally justified, risk-based
approach to the selection of audit
topics.

* ACT does not audit non-ACT
entities while not having sufficient
capacity for audit engagements directly
related to ACT and its subcommands.
The internal audits limited capacity
should be focussed on audit
engagements directly related to ACT.

in line with IBAN observations.

Internal Audit Planning documentation
indicates some elements of “risk-based”
approach to the selection of audit topics. At
the same time, the quality of the “risk-
based” approach depends on inputs from
risk registers of all ACT functions.

The Internal Audit capacity is going to be
increased to three staff members. The
number of audits of non-ACT entities
reduced.

(5) ACT FY 2017
IBA-AR(2018)0007, paragraph 5.8

DEVIATION FROM NORMAL
METHOD OF PROCUREMENT NOT
FULLY JUSTIFIED

IBAN’s recommendation

The Board recommends that JWC
follow the NFRs and procurement
regulations in place and ensures that
deviations are fully supported and
based on valid justifications supported
by the NFRs.

No issues identified at JWC during 2018.

Observation
Closed.

(6) ACT FY 2016
IBA-AR(2017)06, paragraph 2.4

INSTANCES OF NON-COMPLIANCE
IN RESPECT OF REPRESENTATION
ALLOWANCES

IBAN’s recommendation

IBAN recommends that ACT:

- Ensures that there are adequate
controls in place in order to prevent
incurring expenses which exceed the
annual budget.

- Provides representation allowance
funds to participants only on a
reimbursable basis after Financial
Controller approval. As a result, ACT
credit cards should not be used for
representation allowance expenditures.

Similarly to 2017, we identified a number of
instances in which the reimbursement
thresholds of representation expenditures
were exceeded.

While amounts are immaterial in monetary
terms, IBAN highlights the importance of
being compliant with Representation
Allowance guidelines due to reputational
considerations.

In 2018 ACT continued to use credit cards
for some representation allowance

Observation
Open.

NATO UNCLASSIFIED

3-5



NATO UNCLASSIFIED

ANNEX 3

IBA-AR(2019)0006

expenditures.

(7) ACT FY 2014

IBA-AR(2016)15, paragraph 2
TIMING OF FUNDING PROVIDED TO
THE CENTRE FOR MARITIME
RESEARCH AND
EXPERIMENTATION DOES NOT
REFLECT THE PROGRESS OF
SERVICES BEING RECEIVED

IBAN’s recommendation
IBAN recommends that for 2015 CMRE

In 2018 the timing of funding provided to

Observation

liability balances it has with other NATO
bodies as part of the preparation of the
financial statements.

established to ensure balances with ACO
and NCIA at ACT HQ are agreed. All ACT
entities should formally confirm their asset
and liability balances with other NATO
bodies at year-end.

funding, consideration should be given | CMRE was in line with the services | Closed.

by ACT to adjusting the payment profile | received.

to more accurately reflect the progress

of the services being received.

(8) ACT FY 2014

IBA-AR(2016)15, paragraph 3

INTERNAL CONTROL

WEAKNESSES IDENTIFIED IN

FINANCIAL ACCOUNTING AND

REPORTING PROCEDURES

IBAN’s recommendation

As in the prior year, IBAN again | The review of the financial statements was | Observation
recommends ACT to improve its | performed at multiple levels. Closed.
verification procedures of the figures

and other information in the financial

statements. This should include

identifying a person independent of the

financial statement preparation process

who can perform a review of the

financial statements.

(9) ACT FY 2013

IBA-AR(2014)16, section 5

CONFIRMATION OF YEAR-END

ASSETS AND LIABILITIES

OUTSTANDING BETWEEN NATO

ENTITIES

IBAN’s recommendation

IBAN recommends ACT, as from 2014, | ACT continues to adopt procedures and | Observation
to confirm the outstanding asset and | processes, which have not been formally | In-progress.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
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recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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SUPREME ALLIED COMMANDER TRANSFORMATION (SACT)
FORMAL COMMENTS
ON THE LETTER OF OBSERVATIONS AND RECOMMENDATIONS
AND THE INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
SACT’s Formal Comments

ACT management is pleased to note that several of the prior year's observations
were settled. In relation to those that remain outstanding, action has been taken
as follows:

(1) ACT FY 2017

IBA-AR(2018)0007, paragraph 1.7

IMPROVEMENT TO INTERNAL CONTROLS OVER PROPERTY MANAGEMENT IN
ACT HQ IS NEEDED

SACT’s Formal Comments

ACT is pleased that IBAN recognizes that "significant progress"” has been made
on this issue. However, it is recognized that this needs to continue throughout
2019 in order to close this observation.

(3) ACT FY 2017

IBA-AR(2018)0007, paragraph 3.11

IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT AND
INTERNAL CONTROL

SACT’s Formal Comments

ACT agrees that although the "Budget and Finance area sections across the HQ
and sub-commands have developed risk registers, most of the operational levels
of the organization are still lacking comprehensive and robust risk registers." It is
recognized that this needs to be a priority in 2019 in order to illustrate further
progress.
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(6) ACT FY 2016

IBA-AR(2017)06, paragraph 2.4

INSTANCES OF NON-COMPLIANCE IN RESPECT OF REPRESENTATION
ALLOWANCES

SACT’s Formal Comments

Although ACT continues to use a credit card for some Representation Allowance
expenditures, the Internal Review Officer conducts a 100% review of expenses.
There is therefore a process in place to ensure all credit card charges applied to
the Representation Allowance are independently validated as appropriate in
accordance with ACT policy.

(9) ACT FY 2013

IBA-AR(2014)16, section 5

CONFIRMATION OF YEAR-END ASSETS AND LIABILITIES OUTSTANDING
BETWEEN NATO ENTITIES

SACT’s Formal Comments

ACT formalized the approach with ACO to confirm balances for the 2016 financial
statements and with NCIA for the 2017 statements. ACT's position has been that
JALLC and JFTC have very few, if any, end of year assets and liabilities with
external NATO entities, but will nevertheless seek a formal statement from them.
HQ SACT staff will also formalize a process whereby JWC assets and liabilities
are included in the NCIA verification, as is already the case with the ACO process.
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To:

CC:

Subject:

NATO UNCLASSIFIED

IBA-A(2019)0083
19 July 2019

Secretary General
(Attn: the Director of the Private Office)

Director General, International Military Staff

Financial Controller, International Military Staff

Chairman, Resource Policy and Planning Board (RPPB)

Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the financial audit
of the International Military Staff (IMS) incorporating the NATO
Standardisation Office (NSO) and the Outreach Activities Financial
Statements for the year ended 31 December 2018 — IBA-AR(2019)0008

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of

Observations and Recommendations (Annex 3) with a Summary Note for distribution to
the Council (Annex 1).

IBAN'’s report sets out an unqualified opinion on the Financial Statements of the

International Military Staff (IMS) and on compliance for financial year 2018.

Yours sincerely,

Hervé-Adrien Metzger
Chairman

Attachment: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
International Military Staff (IMS) incorporating
the NATO Standardisation Office (NSO) and Outreach Activities
for the year ended 31 December 2018

Introduction

The International Military Staff (IMS) is the core the military staff in NATO HQ. It is the
executive body of the Military Committee (MC), NATQO’s senior military authority. The role
of the IMS is to provide strategic military advice and staff support for the MC. The IMS is
also tasked with ensuring that the policies and decisions of the MC are implemented by
the appropriate NATO bodies.

The other component parts of the IMS Financial Statements are:

e The NATO Standardisation Office (NSO) which is an independent NATO office
composed of Military and Civilian staff headed by a Director. The mission of
the NSO is to initiate, co-ordinate, and support and administer the
standardisation activities conducted under the authority of the NATO
Committee for Standardisation.

e The IMS Outreach, which includes partnership activities with nations in North
Africa (Mediterranean Dialogue), the Middle-East (Istanbul Cooperation
Initiative), and with Afghanistan, Iraq, Pakistan and the African Union (Other
Military Cooperation).

The above components are incorporated into one set of financial statements, which is the
subject of this report.

The total final authorisations of the IMS, the NSO and Outreach Activities for the year
ended 31 December 2018 were EUR 26.3 million.

IBAN issued an unqualified opinion on the financial statements and on compliance for the
year ended 31 December 2018.

During the audit, IBAN did not make any new observations. IBAN followed-up on the
status of observations from its previous years’ audit. These findings and status are
summarised in the follow-up section of the Letter of Observations and Recommendations
(Annex 3).

The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the IMS whose comments have been included, with the IBAN'’s
position on those comments where necessary, see the Appendix to Annex 3.
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19 July 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF THE

INTERNATIONAL MILITARY STAFF (IMS), INCORPORATING
THE NATO STANDARDISATION OFFICE (NSO),
AND OUTREACH ACTIVITIES

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the International Military Staff (IMS), incorporating the IMS, the NATO
Standardisation Office (NSO) and Outreach Activities, for the 12 month period ended
31 December 2018, issued under document reference IMSTAM(FC)-0015-2019, and
submitted to IBAN on 25 March 2019. These Financial Statements comprise the
Statement of Financial Position as at 31 December 2018, the Statement of Financial
Performance, the Statement of Changes in Net Assets/Equity and the Statement of Cash
Flow, for the 12 month period ended 31 December 2018, including a summary of
significant accounting policies and other explanatory notes. In addition, the Financial
Statements include a budget execution report for the 12 month period ended
31 December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of the IMS as at 31 December 2018, and of its financial performance, its cash flows and
budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibiliies in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor's Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of the IMS are drawn up in accordance with accounting requirements
and reporting standards consistent with the NATO Accounting Framework as approved by
the Council. The Financial Controller is responsible for submitting the Financial Statements
for audit to IBAN not later than 315t March following the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
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the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance

Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been

properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
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Basis for Opinion for Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Head of NATO body is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 19 July 2019

Hervé-Adrien Metzger
Chairman
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19 July 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE INTERNATIONAL MILITARY STAFF (IMS),
THE NATO STANDARDISATION OFFICE (NSO),
AND OUTREACH ACTIVITIES

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the International Military
Staff (IMS) Financial Statements for the year ended 31 December 2018, (IMSTAM(FC)-
0015-2019, dated 25 March 2019), and issued an unqualified opinion on the financial
statements and on compliance.

Observations and Recommendations

During the audit, we did not make any new observations.

IBAN followed up on the status of the observation from previous year’s audit and noted
that the status of the observation has changed from open to in-progress.

IBAN also issued a Management Letter (reference IBA-AML(2019)0005) to the Director
General of the IMS with an observation for management’s attention.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATION

IBAN reviewed the status of the observation and recommendations arising from the
previous year’s audit. The observations and their status are summarised in the table

below.
OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) IMS FY 2017
IBA-AR(2018)0005
IMPROVEMENTS REQUIRED IN THE AREA OF Observation
INTERNAL CONTROL, RISK MANAGEMENT In-progress.

AND INTERNAL AUDIT

Board’s recommendation

a) Prepare an entity-wide risk management
policy, including financial risk management,
applicable throughout the organization,

b) Document the internal controls and
associated risks in place for main processes
within the IMS operations and assess the
compliance with the framework chosen,

In December 2018, the IMS has
introduced an entity-wide risk
management policy (incl.
financial risk management) in
order to ensure and clearly
demonstrate  that effective,
efficient and economical risk
management procedures are in
place. The IMS risk management
policy describes how risk should
be managed within the IMS,
clarifies the roles and
responsibilities of the different
actors involved in the IMS Risk
Management  Process, and
defines crucial concepts such as
risk appetite, risk capacity and
risk tolerance.

Status: Closed.

The IMS started documenting
and integrating its existing
internal controls into an internal
control framework. The IMS
made an agreement to outsource
their internal audit function to the
NCIA. Assessing the compliance
of the existing internal controls
with the framework chosen, will
be part of the internal audit plan
agreed upon between the IMS
and the NCIA. The start of the
implementation of the internal
audit plan is contracted and
scheduled for 2019, but the
internal audit activities have not
started yet as of the date of this
report.

Status: The execution of the
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS

above mentioned tasks has not
started yet as of the date of this
report, which does not allow us to
conclude on whether our
recommendation has been fully
addressed or not. Therefore the
status of this observation is
considered to be in-progress.

c) Improve the disclosure of information in the | In the Financial Statements for
Statement of Internal Controls to ensure | the year ended 31 December
compliance with the FRPs Article 12, 2018 has changed its Statement

of Internal Controls. The IMS

disclosed that no significant
issues regarding financial or
operational matters were raised
in 2018, and that a need for more
formal documentation on risk
management and internal
financial control had been
identified during the IBAN

External Audit of the 2017

Financial Statements. The IMS

also added that it is in the

process of addressing the need
for formal documentation by
referring to the introduction of the

IMS Risk Management Policy in

December 2018.

Status: Closed.

d) Conduct an internal audit, through | The IMS made an agreement
outsourcing if considered more appropriate, | with the NCIA to outsource their
that fully evaluates the effectiveness of the | internal audit function. In a first
system of internal control and risk | phase the NCIA will assess the
management throughout the IMS. compliance of the existing

internal controls with the internal
control  framework  chosen.
These specific activities are part
of the internal audit plan that has
been agreed upon for 2019.
Once the first phase is
completed, the NCIA will start
conducting internal audits. The
start of the implementation of the
internal audit plan is contracted
and scheduled for 2019, but the
internal audit activities have not
started yet as of the date of this
report.

Status: No internal audit has
been conducted as of the date of
this report. However, initiatives
have been taken to start
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

conducting internal audits in the
near future in order to evaluate
the effectiveness of the system of
internal  control and  risk
management. Therefore the
status of this recommendation is
considered to be in-progress.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation or
when some (but not all) sub-recommendations are closed. The Closed status is used for
recommendations that are closed because they have been implemented, are superseded,

or have lapsed.
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INTERNATIONAL MILITARY STAFF (IMS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

We note with satisfaction the unqualified audit opinion and the absence of any new
observations and recommendations. Regarding the follow-up of previous year’s
observation, we agree to IBAN’s status assessment and work towards addressing the
remaining two recommendations over the course of the financial year 2019.
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25 March 2019 IMSTAM(FC)-0015-2019

CHAIR, INTERNATIONAL BOARD OF AUDITORS FOR NATO (IBAN)

INTERNATIONAL MILITARY STAFF (IMS) FINANCIAL STATEMENTS 2018

1. Please find attached the 2018 International Military Staff (IMS) Financial
Statements, issued in accordance with NATO Financial Regulation (NFR) Article 35.1.

2. | can confirm that, in accordance with NFR Financial Rules and Procedures (FRP)
XXXV (4), the IMS can agree to public disclosure of these Financial Statements.

3. Notwithstanding the above, as stated in C-M(2012)0041, public disclosure of IBAN
Audit Reports is a matter for Council decision, based upon the recommendation of the
RPPB. Decisions are informed by the NATO policy on public disclosure of documents (C-
M(2008)0116).

4. The IBAN Audit Report covering these Financial Statements has not been issued,
but should be presented to Council no later than 31 August 2019 (NFR 15.2). As such,
the IMS is not yet in a position to anticipate any potential representations that may be
made to the RPPB, regarding the Audit Report.

5. The IMS therefore reserves its position on public disclosure of the eventual IBAN
Audit Report.
Bent. &
P. BONTINCK
BELCV

Financial Controller
International Military Staff &
Science and Technology Organisation

Enclosure:
1. IMS Financial Statements FY 2018

Copy To: DIRECTOR NHQC3S, DIRECTOR CS, DIRECTOR NSO, EXCO,
MA DG IMS, FC, RECORDS

Action Officer: Ms A. MUEFFKE, Principal Administrator (Finance) to FC IMS, (4593)

1 NHQD174386
NATO UNCLASSIFIED
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INTRODUCTION TO THE 2018 IMS FINANCIAL STATEMENTS

The International Military Staff (IMS) is the core Military Staff in NATO HQ. It is the executive
body of the Military Committee (MC), NATQO's senior military authority.

The role of the IMS is to provide strategic military advice and staff support for the MC, which
advises the North Atlantic Council, NATO's principal political decision making body, on
military aspects of policy, operations, and transformation within the Alliance. The IMS also
ensures that NATO decisions and policies on military matters are implemented by the
appropriate NATO military bodies.

The IMS Financial Statements 2018 have been produced in accordance with the NATO
Accounting Framework. This Accounting Framework is based on International Public Sector
Accounting Standards (IPSAS), as adapted by NATO. The Financial Statements are also
produced in accordance with the NATO Financial Regulations (NFRs) and are presented in
a commonly adopted layout.

The expenses were charged over three budgets covering the: IMS (Budget Code 301);
NATO Standardization Office (NSO, BC 302); and Outreach (BC 501). The Statements also
cover the NATO Iraq Trust Fund.

The budgetary expenses are recorded on an accrual basis, meaning in the period in which
the goods or services are delivered. Any exception to that principle is outlined in Annex 1 to
the Financial Statements, which provides a comparison between the Budget Execution and
IPSAS.

The table below is a summary of the final budget execution over the last five years.

2014 2015 2016 2017 2018
Final Budget | 19,588,041 | 20,118,452 | 19,217,045 | 21,067,040 | 21,983,382
Execution | 19,398,965 | 20,071,925 | 18,871,201 | 20,767,657 | 21,983,382
Execution % 99.0% 99.8% 98.2% 98.6% 100.0%
Final Budget | 2,659,695 | 2,380,966 | 2,337,693 | 2,475,112 | 2,594,705
Execution 2,485,908 | 2,380,966 | 2,320,458 | 2,474,553 | 2,594,705
Execution % 93.5% 100.0% 99.3% 100.0% 100.0%

OUTRE/

Final Budget | 1,691,590 | 1,466,379 | 1,530,464 | 1,144,000 | 1,506,269
Execution 1,483,461 | 1,466,379 | 1,404,488 | 855,707 | 1,195,331
Execution % 87.7% 100.0% 91.8% 74.8% 79.4%

The execution is stable for the IMS and NSO budgets and more volatile in the Outreach
Budget, which is highly dependent on political decisions by NATO and Partner Nations. Since
2016 the execution consists almost completely of actual expenses.



As presented in the chart below personnel costs represent the largest share with 40% of the
total. The IMS scientific Programme of Work (PoW) comes second with 20% and operational
costs (mostly facility management and maintenance) are the third largest category with 17%
of the total, followed by costs for communication and information services (CIS), outreach
activities and memoranda of understanding (MOUs).

Budget 2018 by Project Sheet

12,000,000 45%
40%
10,000,000
35%
8,000,000 30%
25%
6,000,000
20%
4,000,000 15%
10%
2,000,000
I 5%
_ | 0%
Manpower POW 0&M CIS Outreach MOUs

The IMS Financial Controller (FC) is also the FC of the Science and Technology Organization
(STO) and the NATO Defence College (NDC). The IMS, STO and NDC are therefore related
parties under a common Financial Controller. In order to efficiently and effectively execute
its budget the IMS has instructed the NDC and the STO to undertake certain outreach
activities.

Peter : Bont | an .....................
Lieutenant General, Royal Nederland’s Army, Financial Controller,
Director General International Military Staff

International Military Staff
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STATEMENT ON INTERNAL CONTROL FY 2018

The Director General, International Military Staff (IMS), exercises overall responsibility
for IMS Risk Management and Internal Control systems, in accordance with Articles
11.1 and 12.1 of the NATO Financial Regulations (NFRs).

The IMS Financial Controller is responsible for financial risk management, and for
establishing financial risk management standards (NFR Financial Rules and Procedures
X1.3 and Xl.4). In addition, the Financial Controller is responsible for the system of
internal financial and budgetary control (NFR 12.2).

The systems of Risk Management and Internal Financial Control are based on an
on-going process designed to identify the principal risks to the achievement of IMS
policies, aims and objectives, to evaluate the nature and extent of those risks and to
manage them efficiently, effectively and economically. This process has been in place
for the year ended 31 December 2018 and up to the date of these Financial
Statements.

The systems of Risk Management and Internal Financial Control are designed to
manage and minimize risk at the IMS. Risk Management and Internal Financial Controls
can therefore provide only a reasonable, but not absolute, assurance of effectiveness.
The risks addressed at the IMS include risks to: IMS operational aims and objectives;
compliance with the NFRs; the reliability of financial information; and the safeguarding
of assets.

The Risk Management and Financial Control processes at the IMS provide a network
of internal controls that can be assessed using the five key components of the COSO
Framework:

Control Environment

The culture and ethical values of the overall control environment are established
by senior management. Measures for the promotion of ethical values include: IMS
participation in the NATO-wide ‘Building Integrity’ Initiative; the promulgation
of the NATO Code of Conduct to all IMS staff; and disclosures on any senior
management related party transactions in our annual financial statements.

Oversight is provided by the NATO Military Committee (MC), supported by various
subcommittees, who routinely scrutinize IMS Senior Management reports on
strategic operational matters.

On Financial matters, interim Budgetary Execution Reports are presented to,
and reviewed by, the NATO Budget Committee three times a year. In addition,
IMS financial requirements comprising the yearly budget proposals are screened
and reviewed by the Nations at various oversight fora.

The overall structure of the IMS was recently reviewed by a panel of military
experts in support of the Military Committee, and was re-established under the
authority of the NATO Secretary General in May 2016. The structure incorporates
clearly defined responsibilities and authorities in the pursuit of operational
objectives.



Risk Assessment

The Director General has appointed a Risk Management coordinator in
accordance with NFR Article 11. The IMS Executive Management Board
regularly monitors actions mitigating the significant risks identified. Risk
Management processes continue to be developed, with the assistance of an
external consultants when necessary.

Control Activities

The IMS operates a 'Tasker Tracker’ mechanism: The mechanism uses software
to launch, monitor and control ongoing progress towards management's
operational requirements, in accordance with deadlines and operational priorities.

In the financial domain, the IMS finance and accounting system - 'FinS' - has built-
in approval workflows and controls, together with audit trails. The controls are
designed in order that transactions are recorded consistently, accurately and in
accordance with the applicable rules and regulations.

IMS leadership is supported by an Executive Management Board meeting
routinely to review internal processes and to inform decision making.

Information and Communication

IMS internal communications are enhanced by strong reporting lines, based on
military principles. The IMS has an extensive Standard Operating Policy
(IMSSOP 6) on the management of information and communications. This
provides for effective communications in pursuit of operational objectives.

Communication also provides for the effective functioning of internal control. The
Audit Advisory Panel, for example, reports to the Director General.

The IMS also communicates externally on matters affecting the functioning of
internal control mechanism include the Statement on Internal Control, comprising
part of the Financial Statements, which is released to the general public. External
Audits include examinations of internal controls and compliance. The results of
these audits are made available and discussed by various oversight
authorities.

Monitoring
An outsourced Internal Audit service provider is engaged on a periodic basis, to

undertake on behalf of the IMS Financial Controller. The IMS is also subject to
annual external audits from the International Board of Auditors for NATO (IBAN).

Recommendations and observations arising from audits are assessed by the Audit
Advisory Panel reporting to the Director General. The results are then assessed
by the Executive Management Board, who initiate any appropriate actions.

The Director General of the IMS, and the Financial Controller, have a collective
responsibility for reviewing the effectiveness of the system of internal control. Our review
is informed by the above five COSO components, and by the work of IMS Senior
Managers, External Audits, and Internal Audits.



No significant issues regarding financial or operational matters were raised in 2018.
The IBAN External Audit of the 2017 Financial Statements - undertaken in 2018 -
resulted in an unqualified opinion, only observing on the need for more formal
documentation on risk management and internal financial control. The entity is in the
process to address the formal documentation and as such has issued the IMS Risk
Management Policy in December 2018.

Overall, we are satisfied that the Risk Management and Internal Financial Control
systems in operation across the IMS during the year 2018 were reasonably adequate
and effective.
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Jan Brocks. ) Peter ) Bont ka .....................
Lieutenant General, Royal Nederland’s Army, Financial Controller,
Director General International Military Staff
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IMS

STATEMENT OF FINANCIAL POSITION

AS AT 31 DECEMBER 2018

(in euro)
2018 (restated) 2017
ASSETS
Current Assets Notes
Cash and Cash Equivalents 2 12,827,256 7,124,357
Receivables 3 55,653 2,679,297
Prepayments 4 813,881 803,074
13,696,790 10,606,729
Non-current Assets
Property Plant and Equipment 5 32,408 71,065
Intangible assets 6 87,857 167,769
120,265 238,834
TOTAL ASSETS 13,817,055 10,845,563
LIABILITIES
Current Liabilities
Payables 7 6,719,665 3,633,739
Deferred revenue 8 6,977,125 6,972,990
13,696,790 10,606,729
Non-current Liabilities
Deferred revenue 9 120,265 238,834
TOTAL LIABILITIES 13,817,055 10,845,563
y)
JanBroe ks ......................... S
Lieutenant General, Royal Nederland’s Army, Financial Controller,
Director General International Military Staff

International Military Staff
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IMS

STATEMENT OF FINANCIAL PERFORMANCE
FOR THE YEAR ENDED 31 DECEMBER 2018

(in euro)
Notes
Revenue
Revenue 9
Financial Revenue 9
Other revenue 9
Total Revenue
Expenses
Personnel 10
Contractual supplies and services 11
Depreciation and amortization 5,6
Finance costs 9

Total Expenses

Surplus/(Deficit) for the period

2018 2017
25,670,102 24,777 448
7,196 4,732
116,554 120,860
25,793,853 24,903,041
(16,406,800) (16,589,625)
(9,263,303) (8,187,823)
(116,554) (120,860)
(7,196) (4,732)
(25,793,853) (24,903,041)




IMS
CASH FLOW STATEMENT
FOR THE YEAR ENDED 31 DECEMBER 2018
(in euro)

CASH FLOWS FROM OPERATING ACTIVITIES
Surplus/(Deficit ) for the period

Non-cash movements
Depreciation and Amortization
Increase/(Decrease) in payables
Inrease/(Decrease) in other current liabilities
Decrease/(Increase) in receivables
Losses on transfer of property, plant and equipment
(Increase) in other current assets
(Decrease) in Long-Term provisions

NET CASH FLOWS FROM OPERATING ACTIVITIES

NET CASH FLOWS FROM INVESTING ACTIVITIES

NET CASH FLOWS FROM FINANCING ACTIVITIES

NET INCREASE DECREASE IN CASH AND CASH EQUIVALENTS

Cash and Cash Equivalents at the beginning of perod
Cash and Cash Equivalents at the end of perod

10

2018

2017

116,554
3,085,926
4,135
2,623,645
2,015
(10,807)
(118,569)

120,860
(5,794,502)
(957,026)
(1,142,119)
)

)

(39,257
(120,860

5,702,899

(7,932,904)

9,702,899

(7,932,904)

7,124,357

12,827,256

15,057,262
7,124,357



IMS

STATEMENT OF CHANGES IN NET ASSETS
FOR THE YEAR ENDED 31 DECEMBER 2018

(in euro)

Balance at 31 December 2016

Surplus/(Deficit) for the period
Balance at 31 December 2017

Surplus/(Deficit) for the period
Net Change in net assets/equity for the year ended 2018

Balance at 31 December 2018

11
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NOTES

Note 1: Significant Accounting Policies

1. Basis of preparation

The Financial Statements 2018 have been prepared in accordance with the NATO
Accounting Framework. This Accounting Framework is based on International Public
Sector Accounting Standards (IPSAS), as adapted by NATO. The financial statements
comply with the financial requirements of the NATO Financial Regulations (NFRs) and the
associated Financial Rules and Procedures (FRPs) as well as with the IMS directives and
policies.

The financial statements have been prepared on a going-concern basis.

The financial statements have been prepared on the historical cost basis except for
financial instruments that are measured at fair value at the end of each reporting period.
The principal accounting policies are set out below. They have been applied consistently
to all periods presented. The accounting principles recognized as appropriate for the
recognition, measurement and reporting of the financial position, performance and cash
flows on an accrual based accounting using historical costs have been applied
consistently throughout the reporting period.

The financial statements cover the period from the 1 January to 31 December.

2. Accounting estimates and judgements

In accordance with IPSAS and generally accepted accounting principles, the financial
statements necessarily include amounts based on estimates and assumptions made by
the management and based on historical experience as well as on the most reliable
information available. In exercising the judgements to make the estimates, a degree of
caution was included in light of the principle of ‘prudence’ required by IPSAS in order not
to overstate assets or revenue or understate liabilities or expenses.

The estimates and underlying assumptions are reviewed on an ongoing basis. These
estimates and assumptions affect the amounts of assets, liabilities, revenue and expenses
reported. By their nature, these estimates are subject to measurement uncertainty. The
effect of changes to such estimates and assumptions in future periods could be significant
to the financial statements.

3. Changes in accounting policy and standards

The same accounting policies are applied within each period and from one period to the
next, unless a change in accounting policy meets one of the criteria set in IPSAS 3. For
the 2018 financial statements, the accounting policies have been applied consistently
throughout the reporting period.

In order to provide more relevant data for the users of the financial statements some
presentational changes have been made. The excess of financial expenses over financial
revenue is no longer presented as a receivable from Nations, but is directly offset against
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payables to Nations. The liabilities to Nations referring to unspent balances and
miscellaneous income are presented as non-trade payables rather than deferred revenue.
The balances related to these changes have been restated accordingly for the 2017
comparative information.

The respective impact of any other change to the entity accounting policy have been
identified in the notes under the appropriate headings.

4. Changes in pronouncements

IPSAS 39 (Employee benefits) became effective 1 January 2018 and replaced IPSAS 25.
IPSAS 40 (Public Sector Combinations) will become effective 1 January 2019.

The IPSAS (Financial Reporting under the cash basis of accounting)is a new standard
with various effective dates as noted in the standard.

No accounting standard has been adopted earlier than the application date as stated in
the IPSAS standards. None of these new standards is expected to have a material effect
on the financial statements of the IMS.

5. Foreign currency transactions

These financial statements are prepared in Euro, which is the functional and reporting
currency of the IMS. Foreign currency transactions are accounted for at the NATO
exchange rates prevailing on the date of the transactions. Monetary assets and liabilities
at year-end which were denominated in foreign currencies are assessed for materiality
and if material are translated into Euro using the NATO rates of exchange applicable as
at 31 December 2018. Realized and unrealized gains and losses resulting from the
settlement of such transactions and from the revaluation at the reporting dates of
monetary assets and liabilities denominated in foreign currencies are recognized in the
Statement of Financial Position and Performance. An assessment was made of all assets
and liabilities in foreign currencies as of 31 December 2018. The amount of unrealized
losses is deemed immaterial.

6. Consolidation

Consolidated financial statements include the financial results of the controlling entity and
its controlled entities.

While Morale & Welfare activities are under the control of the head of the NATO body, in
accordance with the NATO Accounting Framework, they have not been consolidated into
these financial statements. A separate activity report as required by the NFRs is submitted
to the Military Budget Committee.

7. Services in Kind
The IMS received services in-kind in the form of military personnel provided by the NATO
nations. Such personnel are assigned to specific, military positions on the Peacetime

Establishments (PE) of the IMS (see Note 10). In these financial statements, services in
kind are recognized neither as revenue nor as an asset.
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8. Financial instruments

The IMS uses only non-derivative financial instruments as part of its normal operations.
These financial instruments include: cash, bank accounts, deposit accounts, accounts
receivable, provisions and loans between NATO entities.

All the financial instruments are recognized in the Statement of Financial Position at their
fair value.

Credit Risk: In the normal course of business, the IMS incurs credit risk from trade
receivables and transactions with banking institutions. The IMS manages its exposure to
credit risk by:

. Holding current account bank balances and short-term deposits with registered
banking institutions with a high credit rating;
. Maintaining credit control procedures over receivables.

The maximum exposure as at 31 December 2018 is equal to the total amount of bank
balances, short-term deposits, and receivables disclosed in the Statement of Financial
Position. If receivables are considered uncollectible, they are adequately provided for.
There is a very limited credit risk associated with the realization of these instruments.
Currency risk: The IMS’s exposure to foreign currency exchange risk is very limited, as
most of its transactions are dealt with in Euros.

Liquidity risk: The liquidity risk is based on the assessment of whether the organization
will encounter difficulties in meeting its obligations associated with financial liabilities.
There is a very limited exposure to liquidity risk because of the budget funding mechanism
that guarantees contributions in relation to approved budgets. The accuracy of forecasting
cash requirements as well as the delay in payment represent the main liquidity risk.
Interest rate risk: The organization is restricted from entering into borrowings and
investments, and therefore there is no interest rate risk identified.

9. Leases
Leases are classified as finance leases whenever the terms of the lease transfers
substantially all the risks and rewards of ownership to the lessee. All other leases are
classified as operating leases.
Rentala payable under lease contract are recognized as an expense in the statement of
financial performance on a straight line basis over the lease term.

10. Cash and Cash Equivalents
Cash and cash equivalents are defined as short-term assets. They include cash in hand,
deposits held with banks, pre-paid credit cards and other short term highly liquid
investments.

11. Receivables

Receivables are stated at net realizable value, after provision for doubtful and uncollectible
debts.
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Contributions receivable are recognized when a call for contribution has been issued to
the member Nations. No allowance for loss is recorded with respect to Member countries'
assessed contributions receivable except for exceptional and agreed technical reasons.

12. Prepayments

Prepayments and deposits are payments to suppliers, employees and other NATO entities
in advance of the period to which they pertain.

13. Property, plant and equipment.

Property Plant and Equipment with finite useful lives that are acquired separately are
carried at initial cost less accumulated depreciation and any recognized impairment
losses. Depreciation is recognized on a straight line basis over their estimated useful lives.
Full depreciation is charged in the month of acquisition and nil in the month of disposal.
The estimated useful lives, residual values and depreciation method are reviewed at the
end of each reporting period with the effect of any changes in estimate accounted for on
a prospective basis. Property Plant and Equipment is derecognized when no future
economic benefit is expected. The cost and any related accumulated depeciatioin are
removed from the accounting records.

14. Intangible Assets.

Intangible assets with finite useful lives that are acquired separately are carried at initial
cost less accumulated amortization and any recognized impairment losses. Amortization
is recognized on a straight line basis over their estimated useful lives. Full amortization is
charged in the month of acquisition and nil in the month of disposal. The estimated useful
lives, residual values and amortization method are reviewed at the end of each reporting
period with the effect of any changes in estimate accounted for on a prospective basis.
Intangible assets are derecognized when no future economic benefit is expected. The
cost and any related accumulated amortization are removed from the accounting records.

15. Impairment of tangible and intangible assets

The carrying values of Non-Current Assets are reviewed for impairment if events or
changes in circumstances indicate that they may be not recoverable. If any such indication
exists, the recoverable amount of the asset is estimated in order to determine the extent
of the impairment loss (if any). Any provision for impairment is charged against the
statement of financial performance in the year concerned.

16. Payables
Payables (including amounts due to other NATO entities) are initially recognized at their
fair value and subsequently measured at amortized cost. This includes estimates of
accrued obligations for goods and services received but not yet invoiced.

17. Deferred revenue and Advances.
Deferred revenue represents contributions from Nations and/or third parties that have

been called for current or prior years budgets but that have not yet been recognized as
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revenue. Funds are called in advance of their need because the entity has no capital that
would allow it to pre-finance any of its activities. Advances are contributions called or
received related to future year’s budgets.

18. Employee Benefits — Post Employment benefits

IMS civilian employees either participate in the Defined Contribution Pension Scheme
(DCPS) or in the Coordinated Pension Scheme (NATO Defined Benefit Plan).

The assets and liabilities for all of NATO's post-employment benefit schemes are
accounted for centrally at NATO Headquarters by the International Staff and therefore are
not recognized in these financial statements.

Defined Contribution plans

The assets of the plans are held separately from those of IMS in funds under the control
of independent trustees or an Administrator. The IMS is required to contribute a specified
percentage of payroll costs to the DCPS to fund the benefits. Payments to the DCPS are
recognized as an expense when employees have rendered service entitling them to the
contributions. The only obligation of IMS with respect to the DCPS is to make the specified
contributions.

Defined Benéefit plan

Employees who joined NATO before 1 July 2005 are members of the NATO Coordinated
Pension Scheme which is a funded defined benefit plan. Under the plan and upon
completion of 10 years employment with NATO, the employees are entitled to retirement
benefits of 2% per year of service of final basic salary on attainment of a retirement age
of 60. Staff members whose length of service is not sufficient to entitle them to a retirement
pension are eligible for a leaving allowance.

Continued Medical Coverage
Some qualifying retirees may also benefit from Continued Medical Coverage (CMC).

19. Revenue recognition

Revenue comprises contributions from Member Nations and other customers to fund the
entity's budgets. It is recognized as revenue in the Statement of Financial Performance in
the year for which the contributions are used for their intended purpose as envisioned by
operational budgets. The balance of unspent contributions and other revenues that relate
to future periods are deferred accordingly. Revenue is recognized to the extent that it is
probable that the economic benefits will flow to the entity and the revenue can be
measured reliably.

Where a transfer is subject to conditions that, if unfulfilled, require the return of the
transferred resources, the entity recognizes a liability until the condition is fulfilled.

Interest income is accrued on a time basis, by reference to the principal outstanding and
at the effective interest rate applicable.
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Bank interests earned and accrued as of 31 December 2018, exchange rate revenue due
to transactions in foreign currency and realized exchange rate revenue in accordance with
the entity Policy IPSAS 4 - Effect of the foreign exchange rate - are recognized as financial

revenue.

20. Trust Funds

The IMS manages the NATO-Iraq Trust Fund on behalf of the contributing nations. NATO
recognizes an asset when it controls access to the asset and gains economic benefit or
service potential but matches this to an equal liability. In its Statements of Financial
Performance, the IMS does not recognize any expenditure or revenue in relation to the

Trust Funds which it does not control.

Note 2: Cash and Cash Equivalents

[ 2018 2017
Petty Cash 1,200 1,200
Advances 15,000 25,000
Current Bank Accounts IMS 12,257,427 6,445,811
Current Bank Accounts NATO Iraq Trust 181,125 280,305
Cash Equivalents 372,504 372,041

Total Cash and Cash Equivalents | 12,827,256 | 7,124,357 |

Deposits are held in interest bearing bank accounts in immediately available funds. Cash
holdings are largely determined by the timing of receipts from the nations, which arrive in

two instalments, generally in April and December.

Cash Equivalents are held in Euros and are funds invested on a short term deposit or
business account. For cash and cash equivalents, restrictions on their use apply.

Note 3: Receivables

Calls for Contribution Receivable

Receivables Budget Increases

Receivables from Non-Consolidated NATO Entities
Receivables from Staff Members

VAT Receivable

Accrued Revenue

Receivables from Third Parties

Total Receivables

[ 2018 | (restated) 2017 |
- 300,000
32,326 -
- 2,300,000
3,900 -
12,768 9,534
410 9,909
6,248 59,855

| 55653 | 2,679,297 |

The budget increases are transfers of budgetary credits that the IMS received from other
budgets in the IMS Budget Group (IMS BG). They were executed after the Second Call

for Contributions and are therefore still due from the Nations.
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The VAT receivable is for services rendered to the IMS mission on Moscow. The VAT is
reimbursed by the government with several months delay.

Accrued revenue consists of bank interest earned in 2018, but for which the cash is
received in 2019.

The Receivables from third parties includes several invoices for procurement and services
on behalf of third parties.

As per Note 1.3, the receivables financial results in an amount of EUR 11,287 in 2017 is
no longer presented as a receivable from Nations but is directly offset against payables to
Nations.

Note 4: Prepayments

[ 2018 | 2017 |
Prepaid Expenses 131,108 139,030
Advances and Prepayments to suppliers 682,773 664,044
Total Prepayments | 813,881 | 803,074 |

The most significant element of prepaid expenses is the 2019 portion of the instalments
for education allowances that cover the entire school year 2018-2019.

The largest portion of advances relates to the provision of contractually agreed Working
Capital for research projects.

Note 5: Property, plant and equipment

Furniture Vehicles Installed Total
Equipment

Reporting Period 2018 2017 2018 2017 2018 2017 2018 2017
Cost Opening Balance 9,193 9,193 358,880 358,880 7,800 7,800 375873 375,873
Additions - - - - - - -

Disposals (9,193) - - - (7,800) - (16,993)

Cost Closing Balance - 9,193 358,880 358,880 - 7,800 358,880 375,873
Accumulated Depreciation Opening Balance 9,193 9,193 290,090 249,922 5525 4,745 304,808 263,859
Current Year Depreciation - 36,382 40,168 260 780 36,642 40,948
Retired Depreciation (9,193) - - - (5,785) - (14,978)
Accumulated Depreciation Closing Balance - 9193 326,473 290,090 - 5,525 326,473 304,808
Net Carrying Amount - - 32,408 68,790 - 2,275 32,408 71,065

The following useful lives are used in the calculation of depreciation.
Furniture — 10 years

Installed Equipment — 10 years

Vehicles — 5 years
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As a result of the relocation to the New NATO HQ (NNHQ) some furniture and installed
equipment became obsolete and has been transferred to the Transition Office in charge
of the relocation.

In 2018 there are no write-offs that meet the disclosure criteria in the NATO Financial
Regulations.

Note 6: Intangible Assets

Software

Reporting Period 2018 2017

Cost Opening Balance 360,630 360,630
Additions - -
Disposals - -
Cost Closing Balance 360,630 360,630
Accumulated Amortization Opening Balance 192,861 112,949
Current Year Amortization 79,912 79,912
Accumulated Amortization Closing Balance 272,773 192,861
Net Carrying Amount 87,857 167,769

The only intangible assets that the IMS owns are software systems. It has been
determined that the useful life of such software is 4 years and that they are amortized on
a straight line basis. In general software is considered to be internally developed, however
an assessment is made for each individual case to determine whether the asset can be
considered as acquired off the shelf.

Note 7: Payables

[ 2018 | (restated) 2017 |

Payables to Suppliers 364,222 607,215
Accruals 5,284,434 2,348,607
Payables to Nations 1,069,529 676,575
Payables to Staff Members 1,479 1,342
Total Payables | 6,719,665 | 3,633,739 |

The average credit period on purchases is 30 days. The IMS has financial risk
management policies in place to ensure that all payables are paid within the pre-agreed
credit terms. Payables are short term liabilities to third parties directly related to the
activities and operations of the IMS.

Accruals are mainly related to goods and services received on the scientific projects of
the IMS as well as IT support SLAs.

The Payables to Nations are appropriations that have not been spent or miscellaneous
income that are due to the Nations. They include lapses, miscellaneous income from
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operational results, financial results and any budget over- and under calls. As per Note
1.3, in 2017 the amount of EUR 687,862 less the financial result of EUR 11,287 has been
presented as deferred revenue and as a receivable from Nations respectively.

Note 8: Deferred Revenue

| 2018 |(restated)2017|

Current Deferred Revenue 6,977,125 6,972,990
Non-Current Deferred Revenue 120,265 238,834

Current deferred revenue consists mostly of budget deferred revenue or advanced
contributions for the next FY, but for which corresponding expenses will be incurred after
the reporting date. Another component is the deferred revenue for trust funds, which is
the corresponding liability for the cash received by nations to fund the NATO-Iraq Trust
Fund. As per Note 1.3, the 2017 balance of amounts refundable to Nations of EUR
687,862 are now presented as a payable to Nations (Ref. Note 7).

Non-Current deferred revenue represents the net carrying amount of PP&E and Intangible
Assets as of 31 December 2018. The revenue will be recognized in the year when the
depreciation and amortization expense will be recognized.

Note 9: Revenue

[ 2018 | 2017 |
Revenue from Contributions 25,670,102 24,777,448
Financial Revenue 7,196 4,732
Revenue released from Deferred Revenue 116,554 120,860
Total Revenue | 25,793,853 | 24,903,041 |

Financial Revenue represents bank interest and realized currency gains. Financial
Revenue is used to cover finance costs to the extent possible. In 2018, finance costs were
in excess of revenue. The balance is netted off against payables to Nations.

Revenue released from deferred revenue represents revenue released in respect of PP&E
depreciation and amortization of intangible assets.

Reconciliation between Budget Revenue and Deferred Revenue.

The table below explains to what extent the deferred revenue from previous years and the
net calls made in 2018 for the annual budgets are recognized as budget operating revenue
in the fiscal year. The remaining balance is deferred revenue for the funds that are carried
forward to future years, payables for the annual budgets credits that are lapsed, payables
for budget decreases and receivables for budget increases.
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Budget Deferred revenue opening balance

[ 2018 | 2017

Contributions called for 2018

192,685

Call 1 20,292,417

Call 2 6,494,139
Total Contributions Called | 26,786,556
Budget expenses in 2018 (25,670,102)
Lapses (310,938)
Budget increases 97,731
Budget decreases (799,931)
Budget Deferred revenue Closing Balance | 296,000|

Note 10: Personnel Expenses

Employees are compensated for the service they provide in accordance with rules and
amounts established by NATO. The compensation consists of basic salary, various
allowances, health insurance, pension plan and other benefits as agreed with each Host
Nation and the Protocols of NATO.

All civilian and military personnel expenses as well as other non-salary related expenses,
in support of common funded activities. The expenses are further broken down in the
following table:

| 2018 | 2017 |
Employee Benefits 10,026,430 9,589,077
DCPS 429,579 416,413
IMS POW 4,956,000 5,468,341
Consultants and Contractors 265,963 406,493
MOUS 218,988 206,041
Outreach 260,464 233,895
Recruitment and Separation 13,973 37,666
Training 80,020 88,717
Other Costs 155,383 142,984
Total Expenses | 16,406,800| 16,589,625
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Peacetime Establishment (PE)

Total Approved |Filled Total Approved |Filled
PE - IMS Positions - |PE - NSO Positions -
IMS NSO
Civilians (MBC) 85 80 16 16
Military 317 283 26 19
Voluntary National Contribution (VNC) 20 13 0 0
National Manpower Overage (NMO) 19 19 0 0
Host Nation 2 1 0 0
PFP 11 5 2 1
Local Wage Rate (LWR) 1 1 0 0
Civilians (CBC) 10 10 0 0
Legacy post (LEG) 0 0 0 0
Twinned posts (TP)* 4 4 2 2

Untaken Leave

The Balance of untaken leave at the end of 2018 was 517 days (2017: 350 days) for IMS
and 71 days (2017: 71 days) for NSO. The associated cost is recognized as an accrual.

Note 11: Contractual Supplies and Services

Contractual Supplies and Services are expenses required for administrative support to the
Military Committee. They Include expenses for general administrative overheads, and the
maintenance costs of buildings/grounds, communications and information systems,
transportation, travel expenses, representation/hospitality and miscellaneous expenses.
The expenses are further broken down as follows:

| 2018 | 2017 |
CIs 3,587,473 1,963,534
Outreach 1,237,927 934,595
Utilities,Maintenance and Furniture 3,631,735 4,666,950
Travel and Hospitality 749,510 573,967
Office Supplies and Reference
Materials 56,658 48,469
Services - 308
Total Expenses 9,263,303 8,187,823

Operating Leases

All leases of the IMS are cancellable and are recognized as an expense on a straight-line
basis over the lease term. They have been classified as operating leases as they do not
transfer substantially all the risks and rewards incidental to ownership. The classification
has been based on the fact that the ownership is not transferred by the end of the lease
term, the lease term is not for the majority of the item’s estimated economic life and the
leases do not contain a bargain purchase option.
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The IMS had 3 rental/lease contracts in 2018 — two temporary ones for 4 months lease of
copiers and a contract for lease of a vehicle.

The total annual cost of the lease contracts amounts to 81,259 EUR (2017: 60,333 EUR).
Note 12: Related Parties

The key management personnel includes: the DG IMS, Directors, and Heads of
Independent Offices. They are all rotated, typically every three years, and with the
exception of the Financial Controller, have only management oversight of routine
operating and maintenance activities. The detailed work related to these tasks tends to be
undertaken by staff officers. The IMS Financial Controller is also the Financial Controller
of the Science and Technology Organization (STO) and the NATO Defence College
(NDC). The IMS, STO and NDC are therefore related parties under a common Financial
Controller.

The other key management personnel of the entity have no significant known related party
relationships that could affect the operation of this reporting entity. Key management are
remunerated in accordance with the applicable National or NATO pay scales. They do not
receive from NATO any additional remuneration for Board responsibilities or access to
preferential benefits such as the entitlement to receive loans over and above those
available to all NATO personnel under normal rules.

Note 13 Representation Allowance

Representation Allowance is available to certain designated NATO high officials whose
position entails responsibility for maintaining relationships of value to NATO.
Representation Allowance can be used to complement national funds and is made
available to support social events and catering. In 2018 three senior IMS officials received
Representation Allowances.

The total entittement amounted to 37,000 EUR (2017: 37,000 EUR) and the actual
expenses to 29,000 EUR (2017: 29,471 EUR).
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IMS

BUDGET EXECUTION STATEMENT
FOR THE YEAR END 31 DECEMBER 2018

ANNEX 1

(in euro)
Initial Transfers BA2 Transfers BA3 Transfers |Final Budget| Commitments| Expenses | Total Spent Carry Lapsed
EURO Budget Forward

BUDGET 301 (IMS)2018
Chapter 1 13,879,229 224,000 14,103,229 302,000 14,405,229 (33,397) 14,371,832 296,000 14,075,832 14,371,832 296,000 -
Chapter 2 8,930,948  (354,000) 8,576,948 (302,000) 8,274,948 (663,398) 7,611,550 - 7,611,550 7,611,550 - -
Chapter 3 - - - - - - - - - - - -
TOTAL 22,810,177  (130,000) 22,680,177 - 22,680,177 (696,795) 21,983,382 296,000 21,687,382 21,983,382 296,000 -
BUDGET 302 (NS0O)2018
Chapter 1 1,913,136 - 1,913,136 45,000 1,958,136 86,669 2,044,805 - 2,044,805 2,044,805 - -
Chapter 2 789,243 - 789,243  (185,000) 604,243  (54,342) 549,901 - 549,901 549,901 - -
TOTAL 2,702,379 - 2,702,379 (140,000) 2,562,379 32,326 2,594,705 - 2,594,705 2,594,705 - -
BUDGET 501 (OTRCH)2018
Chapter 1 194,000 - 194,000  (20,500) 173,500  (56,469) 117,031 - 93,478 93,478 - 23,552
Chapter 2 1,350,000 - 1,350,000 20,500 1,370,500 18,738 1,389,238 - 1,101,852 1,101,852 - 287,386
TOTAL 1,544,000 - 1,544,000 - 1,544,000 (37,731) 1,506,269 - 1,195,331 1,195,331 - 310,938
TOTAL FY2018 27,056,556  (130,000) 26,926,556 (140,000) 26,786,556 (702,200) 26,084,356 296,000 25,477,418 25,773,418 296,000 310,938
BUDGET 301 (IMS)2017
Chapter 1 192,685 - 192,685 - 192,685 - 192,685 - 192,685 192,685 - -
TOTAL 192,685 - 192,685 - 192,685 - 192,685 - 192,685 192,685 - -
TOTAL FY2017 192,685 - 192,685 - 192,685 - 192,685 - 192,685 192,685 - -
TOTAL ALL BUDGETS 27,249,241  (130,000) 27,119,241 (140,000) 26,979,241 (702,200) 26,277,041 296,000 25,670,103 25,966,103 296,000 310,938
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The budget covers the financial year from 1 January 2018 to 31 December 2018 and includes the following budgets: 301 (IMS), 302 (NSO)
and 501 (Outreach). The Initial Budgets and subsequent revisions are reviewed and issued by Budget Committee.

In accordance with the NFRs, all the changes between the initial and the final budget which were due to transfers of appropriations, were
either authorized by the Budget Committee or were within the authority of the IMS Financial Controller. These changes are presented in
the Budget Execution Statement. The lapses on budget 501 are mainly explained by the cancellation of activities in the NATO Defence
College as well as the fluctuating and difficult to predict partner participation rate.

As required by the NATO Financial Regulations and the FRPs the credits carried forward are presented in the Budget Execution
Statement. They represent the unexpended balances at year end for which there is a legal liability or a Budget Committee decision and
are equal to the closing Budget Deferred Revenue (see also Note 9).

The Budget and the Financial Statements are not prepared on the same basis. In the financial statements only current year
depreciation/amortization is recognized as an expense, while in the budget all noncurrent assets are fully expensed during the year. The
following table summarizes the differences.

Financial Budget Difference

Performance
Total Expenses 25,793,853 25,670,102 (123,750)
Personnel 16,406,800 16,406,800 -

Contractual Supplies and Services 9,263,303 9,263,303 -
Capital and Investments - -
Depreciation Expense 116,554 - 116,554

Finance Cost 7,196 - 7,196
Difference
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NATO-Iraq Trust Fund Status
as of 31st December 2018

(In euro)
IN COUNTRY
e | o erE OUT OF COUNTRY COURSES
YEAR SLOTS SLOTS o
EXPENSES |EXPENSES| —o-o-n | TAKEN
2005 133,235| 1,494,235 123 200| 1,627,470
2006 966,684 1,355,890 444 253| 2,322,574
2007 745,024 1,230,390 223 197| 1,975,414
2008|  2,900,068| 1,105,880 230 208| 4,005,948
2009 200,557| 1,263,332 220 208| 1,463,889
2010 218,647| 1,737,842 412 336| 1,956,489
2011 44,135| 1,733,875 468 420| 1,778,010
2012 - 23,366 23 15 23,366
2013 -| 176,359 42 42 176,359
2014 - 10,340 10,340
2015 301,817 62 62 301,817
2016 1,565,362 340 268 | 1,565,362
2017 55,568 4 4 55,568
2018 99,180 7 7 99,180

NATO-IRAQ TRUST FUND STATUS AS OF 31 DEC 2018

17,176,421

366,490
17,361,786
181,125

ANNEX 2

NOTE: The expenses in 2018 were for two NRCC course at the NATO Defence College in
Rome. The funds available are equal to the cash as of 31 of December 2018.

27



To:

Cc:

Subiject:

NATO UNCLASSIFIED

IBA-A(2019)0111
28 August 2019

Secretary General
(Attn: Director of the Private Office)

Commandant, NATO Defense College

Financial Controller, International Military Staff

Head Budget & Fiscal Section, NATO Defense College

Chairman, Resource Policy & Planning Board

Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the NATO
Defense College Financial Statements for the year ended 31 December
2018 - IBA-AR(2019)0007

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of

Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex1).

IBAN’s report sets out an unqualified opinion on the Financial Statements of the

NATO Defense College, and on compliance for financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.



NATO UNCLASSIFIED
ANNEX 1

Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the financial statements of the NATO Defense College (NDC)
for the year ended 31 December 2018

The International Board of Auditors for NATO (IBAN) audited the NATO Defense College
(NDC), which is responsible for organising courses and other programmes designed to
prepare selected officers and officials for important NATO and NATO-related
appointments, and to disseminate awareness of NATO initiatives and interests. The total
expenses for the NDC for the year ended 31 December 2018 were EUR 10.123 million.

IBAN issued an unqualified opinion on the NDC Financial Statements and on compliance
for the year ended 31 December 2018.

During the audit, IBAN made one observation, which did not impact our audit opinion:
The observation is summarised below:
1. Improvements required in the area of risks identification and communication.

IBAN also followed up on the status of the observation from the previous year’s audit and
noted that it was in-progress.

The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the NDC whose comments have been included, with the IBAN’s
position on those comments where necessary, see Appendix to Annex 3.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO DEFENSE COLLEGE

(NDC)

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Audit of the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the NATO Defense College (NDC), for the 12 month period ended
31 December 2018, issued under document reference IMSTAM(FC)-0009-2019,
and submitted to IBAN on 26 March 2019. These Financial Statements comprise the
Statement of Financial Position as at 31 December 2018, the Statement of Financial
Performance, the Statement of Changes in Net Assets/Equity and the Statement of Cash
Flow, for the 12 month period ended 31 December 2018, including a summary of
significant accounting policies and other explanatory notes. In addition, the Financial
Statements include a budget execution report for the 12 month period ended
31 December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of the NATO Defense College as at 31 December 2018, and of its financial performance,
its cash flows and budget execution for the 12 month period ended 31 December 2018,
in accordance with accounting requirements and reporting standards consistent with the
NATO Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor's Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of the NATO Defense College are drawn up in accordance with
accounting requirements and reporting standards consistent with the NATO Accounting
Framework as approved by the Council. The Financial Controller is responsible for
submitting the Financial Statements for audit to IBAN not later than 315t March following
the end of the financial year.

The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e |dentify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.

NATO UNCLASSIFIED
2-3



NATO UNCLASSIFIED

ANNEX 2
IBA-AR(2019)0007

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance

Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion on Compliance

We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
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Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Head of NATO body is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.

Auditor’s Responsibilities for Compliance

In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE NATO DEFENSE COLLEGE (NDC)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the NATO Defense College
(NDC), which is responsible for organising courses and other programmes designed to
prepare selected Officers and Officials for important NATO and NATO-related
appointments, and to disseminate awareness of NATO initiatives and interests. The total
expenses for the NDC for the year ended 31 December 2018 were EUR 10.123 million.

IBAN issued an unqualified opinion on the NDC Financial Statements and on compliance
for the year ended 31 December 2018.

Observation and Recommendations
During the audit, IBAN made one observation, which did not impact our audit opinion:
The observation is summarised below:

1. Improvements required in the area of risks identification and communication.

IBAN followed up on the status of the observation from the previous year’s audit and
noted that it was in-progress.

IBAN also issued a Management Letter (reference IBA-AML(2019)0004) to the NDC with
the follow-up of previous years’ observations for management’s attention.
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1. IMPROVEMENTS REQUIRED IN THE AREA OF RISK IDENTIFICATION AND
COMMUNICATION

Reasoning

1.1 According to the NATO Financial Regulations (NFRs) Article 11, the Heads of
NATO bodies shall ensure effective, efficient and economical risk management
procedures are in place to support the achievement of objectives as set by the Nations.
In addition, the Heads of NATO bodies shall Identify, assess and mitigate the risks to the
achievement of these objectives.

1.2 Article Xl of the NATO Financial Rules and Procedures (FRPSs) states that the
Head of the NATO Body shall ensure commitment to overall risk management and that
all staff divisions are able to identify the key risks, an evaluation of the nature and extent
of those risks, and implementing controls to mitigate these risks. Risk management is to
be considered in strategic and operational planning, day-to-day management and
decision making at all levels in the organization, whenever possible.

1.3 NFRs Article 12 requires that the Heads of NATO bodies shall ensure the
necessary internal management functions are in place to support effective internal control
and internal control activities shall include periodic assessment and review of the risk and
the sound functioning of the internal control system. In order to meet the desired internal
control standards the Financial Controller shall establish a system of internal financial and
budgetary control, embracing all aspects of financial management.

Observations
Risk Management

1.4 NDC developed, with the help of the NATO Communications and Information
Agency (NCIA) Internal Audit, a risk register that identifies risks relevant to each
department. NDC treats the risk register as a trial and actively further developed and
populated it during 2018. However, this risk register does not include all risks of NDC.
This is because the trial risk register was developed by the Financial Controller’s office
and had not been shared and reviewed by other key stakeholders in the organisation to
ensure that all entity risks were captured.

15 It is important to incorporate all risks in the risk register on a regular basis, to
ensure that appropriate responses are documented with a clear definition of roles and
responsibilities, in compliance with the NFRs and FRPs. This can be achieved by
establishing a formal communication, review and approval process of the risk register, at
least on an annual basis, with the involvement of NDC key stakeholders (i.e.:
Commandant, Dean, etc.).
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Recommendations
1.6 IBAN recommends that NDC ensures that all its risks are incorporated in the risk

register by establishing a formal communication, review and approval process of the risk
register, at least on an annual basis, with the involvement of NDC key stakeholders.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are

summarised in the table below.

OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) NDC FY 2017
IBA-AR(2018)0006, paragraph 1

IMPROVEMENTS REQUIRED IN THE
AREA OF INTERNAL CONTROL, RISK
MANAGEMENT AND INTERNAL
AUDIT

IBAN’s recommendations
IBAN recommends NDC to:

a) prepare and formally approve an
entity-wide risk management policy,
including financial risk management,
applicable throughout the
organization.

b) continue to develop and improve the
risk register ensuring all risks
throughout the organization is
captured in it.

c) improve the disclosure of information
in the Statement of Internal Controls
to ensure compliance with the FRPs
Article 12.

d) document the internal controls and
associated risks in place for the main
processes within NDC operations
and assess the compliance with the
framework chosen.

IBAN found that NDC prepared a risk
management policy including financial
risk management, applicable throughout
the organization. However, the risk
management policy is still not formally
approved, which is essential in order to
ensure and to clearly demonstrate to
others that effective, efficient and
economical risk management
procedures are in place.

Status: Observation In-Progress.

IBAN found that NDC effectively initiated
a trial risk register. However, this risk
register requires further improvements
since it does not include all risks of NDC.
Status: Observation Superseded by
current year Observation 1.

IBAN found that NDC improved the
disclosure of information in the Statement
of Internal Controls according to FRPs
Article 12.

Status: Observation Closed.

IBAN found that NDC have made some
progress in this area and has to continue
to develop internal control and risk
management policies and procedures for
the main processes within NDC
operations.

Status: Observation In-Progress.

Observation
In-progress.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

e) conduct internal audit activities,
through outsourcing if considered
more appropriate, that fully evaluates
the effectiveness of the system of
internal control and risk management
throughout the NDC.

An outsourced Internal Audit service
provider (NCIA 1A) is engaged on a
periodic basis. A review of internal
controls and risk management
throughout NDC was performed and
documented in 2016.

Status: Observation Closed.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are

superseded, or have lapsed.
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THE NATO DEFENSE COLLEGE (NDC)
FORMAL COMMENTS ON THE LETTER OF OBSERVATIONS AND
RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

OBSERVATION 1:
IMPROVEMENTS REQUIRED IN THE AREA OF RISK IDENTIFICATION AND
COMMUNICATION

NDC’s Formal Comments
Agreed.

While the Risk Register was in a trial stage during 2018, in 2019 the following
actions have been taken:

The Risk Management Policy SOP 114 was formally approved/came into force
on 5 June 2019. It provides detailed operating instructions for the access, review
and approval process of the Risk Register. The Risk Register is available to all
staff members on the Intranet. Contributors to the risk register are therefore all
Staff of the NDC. The Military Assistant to the Commandant (MA) has been
appointed as "Risk Management Coordinator”, ensuring the overall
harmonization of the NDC Risk Management architecture. The Budget & Finance
Branch will ensure Secretarial & Administrative support on Risk Management-
related issues. The Staff Assistant, Budget & Finance, is appointed Action Officer
for the maintenance and updating of the Risk Register and Internal Control
Framework documentation, under the supervision of the Head of the Budget and
Finance Branch. As of [date, e.g. 26 June 2019], all identified risks have been
added to the risk register.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
General Comments

The development of a Strategic Plan, which has been presented to the Military
Committee and a parallel organizational revision supported by a thorough
Business Process Mapping have been the key challenges at the NDC for the
years 2018 and 2019. The years 2018/2019 should therefore be seen as a
transition period. With the NDC risk management policy in force, the inclusion
of all risks inthe NDC risk register and internal audit services provided by NCI
Agency, the NDC is progressing towards full compliance with the IBAN
recommendations.

(1) NDC FY 2017

IBA-AR(2018)0006, paragraph 1

IMPROVEMENTS REQUIRED IN THE AREA OF INTERNAL CONTROL, RISK
MANAGEMENT AND INTERNAL AUDIT

Response to recommendation 1 a:
Agreed.

The NDC Risk Management Policy SOP 114 was formally approved on & June
2019.

Response to recommendation 1 d:
Agreed.

As part of the Risk Management Policy SOP 114 annex, the NDC adopted
COSO, an internationally recognized Internal Control Framework, adapted to
smaller organizations' needs. The NDC benchmarked their internal controls and
processes against the five components and 17 principles of the COSO
framework.
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26 March 2019 IMSTAM(FC)-0009-2019

CHAIR, INTERNATIONAL BOARD OF AUDITORS FOR NATO (IBAN)

NATO DEFENSE COLLEGE (NDC) FINANCIAL STATEMENTS 2018

1. Please find attached the 2018 NATO Defense College Financial Statements,
issued in accordance with NATO Financial Regulation (NFR) Article 35.1.

2. | can confirm that, in accordance with NFR Financial Rules and Procedures
XXXV (4), the NDC can agree to public disclosure of these Financial Statements.

3. Notwithstanding the above, as stated in C-M(2012)0041, public disclosure of
IBAN Audit Reports is a matter for Council decision, based upon the recommendation of
the RPPB. Decisions are informed by the NATO policy on public disclosure of
documents (C-M(2008)0116).

4, The IBAN Audit Report covering these Financial Statements has not been issued,
but should be presented to Council no later than 31 August 2019 (NFR 15.2). As such,
the NDC is not yet in a position to anticipate any potential representations that may be
made to the RPPB, regarding the Audit Report.

5. The NDC therefore reserves its position on public disclosure of the eventual IBAN

Audit Report.
N =y

P. BONTINCK

BELCV

Financial Controller

International Military Staff &

Science and Technology Organisation
Enclosure:
1. NDC Financial Statements FY 2018

Copy To: COMMANDANT NDC, HEAD OF FINANCE NDC, FC, RECORDS

Action Officer: Ms A. MUEFFKE, Principal Administrator (Finance) to FC IMS, (4593)

1 NHQD124393
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12 March 2019

NATO DEFENSE COLLEGE

FINANCIAL STATEMENTS
(BUDGET 303)

2018

Presented by: Mr. Vincenzo Distefano, ITACV
Head Budget and Finance Branch

Via Giorgio Pelosi, 1
00143 Rome
ITALY

Telephone: +39 06 50525 400

Fax: +39 06 50525 788
e-mail: v.distefano@ndc.nato.int
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NDC Statement on Internal Control FY 2018

The Commandant of the NATO Defense College (NDC), exercises overall responsibility for
the maintenance of a sound system of Risk Management and Internal Control, in
accordance with Articles 11.1 and 12.1 of the NATO Financial Regulations (NFRS).

The NDC Financial Controller is responsible for financial risk management, and for
establishing financial risk management standards (NFR Financial Rules and Procedures XI.3
and Xl.4). In addition, the Financial Controller is responsible for the system of internal
financial and budgetary control (NFR 12.2).

The systems of Risk Management and Internal Financial Control are based on an on-going
process designed to identify the principal risks to the achievement of NDC policies, aims and
objectives, to evaluate the nature and extent of those risks and to manage them efficiently,
effectively and economically. This process has been in place for the year ended 31
December 2018 and up to the date of these Financial Statements.

The systems of Risk Management and Internal Financial Control are designed to manage
and reduce - rather than entirely eliminate - risk at the NDC. Risk Management and Internal
Financial Controls can therefore provide only a reasonable, but not absolute, assurance of
effectiveness. The risks addressed at the NDC include risks to: NDC operational aims and
objectives; compliance with the NFRs; the reliability of financial information; and the
safeguarding of assets.

The Risk Management and Financial Control processes at the NDC provide a network of
internal controls that can be assessed using the five key components of the COSO*!
Framework:

Control Environment

The culture and ethical values of the overall control environment are established by
senior management. The promotion of ethical values includes; NDC patrticipation in
the NATO-wide ‘Building Integrity’ Initiative; the promulgation of the NATO Code of
Conduct to all NDC staff; and a disclosures on any senior management related
party transactions in our annual financial statements.

Oversight is provided by the NATO Military Committee (MC), its various sub-
committees, who routinely scrutinize NDC Senior Management reports on strategic
operational matters.

On Financial matters, interim Budgetary Execution Reports are presented to, and
reviewed by, the NATO Budget Committee three times a year. In addition, NDC
financial requirements comprising the yearly budget proposals are screened and
reviewed by the Nations at various oversight fora.

The overall mission and structure of the NDC was recently reviewed by the Military
Committee, resulting into a revised “Policy Guidance for the NATO Defense
College” (Document MC 123/9) noted by the North Atlantic Council (NAC) in July
2016.

Risk Assessment
The NDC continues to develop internal Risk Management policies and procedures.
Risk Management will be undertaken throughout all staff Divisions.

! Committee of Sponsoring Organizations of the Treadway Commission.
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Control Activities

The NDC, through its Command Group (CG) and “Commandant Update Brief”
(CUB) monitors and controls ongoing progress towards management’s operational
requirements, in accordance with deadlines and operational priorities.

In the financial domain, the NDC accounting system -‘FinS’- has built-in approval
workflows and controls, together with audit trails. The controls are designed in order
that transactions are recorded consistently, accurately and in accordance with the
NFRs.

Information and Communication

NDC internal communications are enhanced by strong reporting lines, based on
military principles. The NDC has a Standard Operating Procedure (SOP 97) for a
secure user access to Communication & Information resources. This provides for
effective communications in pursuit of operational objectives.

Communication also provides for the effective functioning of internal control. The
Audit Advisory Panel, for example, reports directly to the Commandant.

The NDC also communicates externally on matters affecting the functioning of
internal control. Mechanisms include the Statement of Internal Control, comprising
part of the Financial Statements, which is released to the general public. External
Audits include examinations of internal controls and compliance with authorities.
The results of these audits are circulated outside to the NDC to be discussed by
various oversight authorities, and for disclosure to the general public.

Monitoring
An outsourced Internal Audit service provider is engaged on a periodic basis, to

undertake on behalf of the Financial Controller. The NDC is also subject to annual
external audits from the International Board of Auditors for NATO (IBAN).

Recommendations and observations arising from audits are assessed by the Audit
Advisory Panel reporting to the Commandant. The results are then assessed, and
appropriate actions initiated, in accordance with the provisions of NFRs Article 16.

The recently revised NATO Financial Regulations (NFRs), and Financial Rules and
Procedures (FRPs) are important pillars of the NDC internal control framework. The NFRs
were endorsed by the Nations in May 2015, and the FRPs were approved by the Budget
Committee in February 2016. In May 2018 a revision of the Financial Rules and Procedures
(FRPs) was issued.

The Commandant of the NDC and the Financial Controller, have a collective responsibility
for reviewing the effectiveness of the system of internal control. Our review is informed by
the above five COSO components, and by the work of NDC Senior Managers, External
Audits, and Internal Audits.

No significant issues regarding financial or operational matters were raised in 2018. The
IBAN External Audit of the 2017 Financial Statements -undertaken in 2018- resulted in an
unqualified opinion. However, one observation was raised by the IBAN about the formal
documentation of existing internal controls and risk management procedures as well
as undertaking internal audit activities.

Overall, we are satisfied that the Risk Management and Internal Financial Control systems in

operation across the NDC during the year 2018 were reasonably adequate and effective.

NATO UNCLASSIFIED
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The year 2018 was the second full year under the new NFR/FRP regime. The NDC
continues to work towards full compliance with the new NFRs and FRPs.

O

tine Whitecrosg/ Peter Bontinck,
Lieutenant General, Royal Canadian Air Force, Financial Controller:
Commandant, NATO Defense College;
NATO Defense College International Military Staff;

Science and Technology Organization
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Introduction by the Financial Controller

1. The NATO Defense College's (NDC) mission and organisation is formally established by the Military
Committee. The mission is to contribute to the effectiveness and cohesion of the Alliance by serving as
the cornerstone of Alliance education, playing a strong role in public outreach efforts, acting as a forum
of excellence for transatlantic security studies and conducting research projects contributing to the
identification and analysis of issues important for the Alliance.

2. The IMS Budget Group covers a number of budgets and entities linked together for financial
management purposes by a Financial Controller. The IMS Financial Controller is also the Financial
Controller of the Science and Technology Organisation (STO). The STO and IMS are therefore related
parties under a common Financial Controller.

3. These Financial Statements are specific to the NDC. The NDC statements reflect the financial
position, the financial performance, the budget execution, the cash flow and the change in net assets for
the reporting period. Notes provide further disclosures on key transactions following the materiality
principle. The financial statements have been prepared primarily using the common IMS Budget Group
accounting software (FinS), where the NDC has a separate set of financial books. The statements cover
the execution of the main NDC budget, and include the elements of Outreach budgets for which the NDC
has operational control.

4, The Financial Statements 2018 have been produced in accordance with the NATO Accounting
Framework. This Accounting Framework is based on International Public Sector Accounting Standards
(IPSAS), as adapted by NATO. The Financial Statements are also produced in accordance with the
NATO Financial Regulations and presented in a commonly adopted layout.

5. As the NATO Accounting Framework is continuously evolving, compliance is a dynamic process
that requires staff to keep updating their knowledge. Also it requires that the accounting tools are
suitably maintained and, when appropriate, upgraded. An on-going challenge is that NATO entities
undertake financial reporting in a consistent way. Therefore the NDC, through the IMS FC and his Office,
maintains a dialogue with the other NATO entities and plays a full part in the NATO Accounting Working
Group and the Working Group of Financial Controllers. The NDC remains committed to developing its
Financial Reporting expertise and producing Financial Statements fully compliant with the applicable
standards and instructions as issued by Nations. The NDC will also continue to work openly and
constructively with the IBAN.

Peter BONTINCK
BELCV - Financial Controller
International Military Staff &
Science and Technology Organisation

NATO UNCLASSIFIED
5



NATO UNCLASSIFIED

NATO DEFENSE COLLEGE
STATEMENT OF FINANCIAL POSITION

As at 31 December 2018
(in EUR)

ASSETS

Current Assets

Cash and Cash Equivalents

Receivables

Advances and other Current Assets
Non-Current Assets

Fixed Assets - Property, Plant & Equipment
TOTAL ASSETS

LIABILITIES

Current Liabilities

Payables

Unearned Revenue & Advance Contributions
Non-Current Liabilities

Deferred Revenue

TOTAL LIABILITIES

TOTAL NET ASSETS/EQUITY

/

mcw A Q
s WHITECROSS

Lieutenant General, CANAF
Commandant

IMSTAM(FC)-0009-2019

Notes 2018 2017
2 2,929,973 3,081,452
3 36,022 65,499
4 5,149 4,339
5 13,049,302 12,914,855
16,020,445 16,066,144
6 (442,964) (678,936)
7 (2,528,179) (2,472,353)
8 (13,049,302) (12,914,855)
(16,020,445) (16,066,144)

0

Financial Controller (Delegated)
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NATO DEFENSE COLLEGE

STATEMENT OF FINANCIAL PERFORMANCE
for the year ended 31 December 2018

(in EUR)
Notes 2018 2017
OPERATING PERFORMANCE
Total Revenue 9 (10,123,317) (9,026,715)
Expenses
BCode 303 Expenses
Personnel 10.1.1 5,535,425 5,367,068
Contractual Supplies and Services 10.1.2 3,049,214 2,506,711
Capital and Investments 10.1.3 140,806 23,731
Total BCode 303 Expenses 8,725,446 7,897,510
Non-BCode 303 Expenses
Personnel 10.2.1 93,520 65,191
Contractual Supplies and Services 10.2.2 866,099 660,495
Total Non-BCode 303 Expenses 959,619 725,686
Financial Expenses 10.3 882 555
Depreciation PP & E 5-10.4 437,370 402,964
Total Expenses 10,123,317 9,026,715
SURPLUS / DEFICIT FOR THE PERIOD 0 0

NATO UNCLASSIFIED
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NATO DEFENSE COLLEGE
STATEMENT OF CASH FLOWS

for the year ended 31 December 2018

(in EUR)
Notes 2018 2017
CASH FLOWS FROM OPERATING ACTIVITIES
Surplus/Deficit from ordinary activities - -
Non-cash movements
Depreciation / Amortization 5 437,370 402,964
Increase - (Decrease) in payables (235,972) 314,763
Increase - (Decrease) in other current liabilities 55,826 150,096
(Increase) - Decrease in receivables 29,477 221
(Increase) - Decrease in other current assets (810) (189)
(Increase) - Decrease in Long-term Provisions 134,447 (55,891)
NET CASH FLOWS FROM OPERATING ACTIVITIES 420,338 811,964
Purchase of property plant and equipment 13.1 (571,817) (347,073)
Proceeds from sale of property plant and equipment - -
Proceeds from sale of investments - -
NET CASH FLOWS FROM INVESTING ACTIVITIES (571,817) (347,073)
CASH FLOWS FROM FINANCING ACTIVITIES
Proceeds from borrowings 750,000 800,000
Repayment of borrowings (750,000) (800,000)
NET CASH FLOWS FROM FINANCING ACTIVITIES - -
Net Increase - (Decrease) in cash and cash equivalemts (151,479) 464,891
Cash and cash equivalents at the beginning of the period 3,081,452 2,616,561
Cash and cash equivalents at the end of the period 2,929,973 3,081,452

NATO UNCLASSIFIED
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NATO DEFENSE COLLEGE
STATEMENT OF CHANGES IN NET ASSETS

for the year ended 31 December 2018

(in EUR)
Total

Balance at the beginning of the period 2017 0
Surplus / (deficit) for the period 0
Change in net assets for the year ended 2017 0
Balance at the beginning of the period 2018 0
Surplus / (deficit) for the period 0
Change in net assets for the year ended 2018 0
Balance at the end of the period 2017 0
Balance at the end of the period 2018 0

NATO UNCLASSIFIED
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NATO DEFENSE COLLEGE
NOTES TO THE FINANCIAL STATEMENTS

1. Significant Accounting Policies
1.1. Basis Preparation

The Financial Statements 2018 have been produced in accordance with the NATO Accounting Framework.
This Accounting Framework is based on International Public Sector Accounting Standards (IPSAS), as
adapted by NATO under C-M(2016)0023 dated 21 April 2016. The NATO Financial Regulations were
amended by the Nations in May 2015 (C-M(2015)0025), and the associated Financial Rules and Procedures
(FRPs) were approved by the Budget Committee in February 2016 (BCD(2015)0260-REV1). The Financial
Statements are presented in the improved common layout applying the RPPB Notice AC/335-N(205)0088
dated 11 December 2015.

The Financial Statements have been prepared on a going-concern basis.

In accordance with Article 2 of the NATO Financial Regulations (NFRs), the financial year at the NDC begins
on 01 January and ends on 31 December of the year.

The accounting principles recognized as appropriate for the recognition, measurement and reporting of the
financial position, performance and cash flows on an accrual based accounting using historical costs have
been applied consistently throughout the reporting period to ensure that the financial statements provide
information that is relevant to the decision-making and reliable, comparable, and understandable in light of
the qualitative characteristics of financial reporting as well as of the principle of the right balance between
the benefits derived from the information and the costs of providing it as required by IPSAS 1.29 and further
summarized in Appendix A of IPSAS 1. The principle accounting policies are set out below.

1.2. Significant Accounting Judgments and Estimates

In accordance with Generally Accepted Accounting Principles, the Financial Statements necessarily include
amounts based on estimates and assumptions made by the management and based on historical
experience as well as on the most reliable information available. In exercising the judgments to make the
estimates, a degree of caution was included in light of the principle of ‘prudence’ required by IPSAS in order
not to overstate assets or revenue or understate liabilities or expenses.

The estimates and underlying assumptions are reviewed on an ongoing basis. These estimates and
assumptions affect the amounts of assets, liabilities, revenues and expenses reported. By their nature, these
estimates are subject to measurement uncertainty. The effect of changes to such estimates and
assumptions in future periods could be significant to the financial statements.

1.3. New and revised pronouncements in issue but not yet effected

No accounting standard has been adopted earlier than the application date as stated in the IPSAS
standards. The following IPSASs are either not relevant for the NDC Financial Statements 2018 or have no
material impact on the presentation of the Financial Statements: IPSAS 5, 10, 11, 16, 18, 26, 27, 32, 34, 35,
36, 37 and 38.

1.4. Foreign Currency Transactions
The functional and reporting currency used throughout these Financial Statements is the Euro (EUR - €).

Transactions in currencies other than the functional currency are converted into Euro at the NATO exchange
rates prevailing at the time of the transaction.

Realized gains and losses resulting from the settlement of such transactions are recognized in the
Statement of Financial Performance.

1.5. Services In-Kind

Services in-kind are services provided by individuals to public sector entities in a non-exchange transaction.
These services meet the definition of an asset because the entity controls a resource from which future

NATO UNCLASSIFIED
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economic benefits or service potential is expected to flow to the entity. An entity may, but is not required to,
recognize services in-kind as revenue and as an asset, and a decrease in an asset and an expense upon
consumption of the service in-kind. Due to many circumstances surrounding services in-kind, including the
ability to exercise control over the services, and measuring the fair value of the services, IPSAS does not
require the recognition of services in-kind.

1.6. Financial Instruments Disclosure/Presentation

The NDC uses only non-derivative financial instruments as part of its normal operations. These financial
instruments include, cash, bank accounts, deposit accounts, accounts receivable, provisions and loans
between NATO entities.

All the financial instruments are recognized in the Statement of Financial Position at their fair value.

Credit Risk: In the normal course of business, NDC incurs credit risk from trade receivables and
transactions with banking institutions (local and in Belgium). NDC manages its exposure to credit risk by:

e Holding current account bank balances and short-term deposits with registered banking institutions,

concentrating assets in bank(s) with a minimum rating of “B”;

e Maintaining credit control procedures over receivables.
The maximum exposure as at 31 December 2018 is equal to the total amount of bank balances, short-term
deposits, and receivables disclosed in the Statement of Financial Position. Receivables considered
uncollectible are adequately provided for. There is a very limited credit risk associated with the realization of
these instruments.

Currency risk: The NDC's exposure to foreign currency exchange risk is very limited, as most of its
transactions are dealt with in Euros. A limited number of transactions are paid to suppliers in foreign
currencies.

Liquidity risk: The liquidity risk is based on the assessment whether the organization will encounter
difficulties in meeting its obligations associated with financial liabilities. There is a limited exposure to liquidity
risk because of the budget funding mechanism that guarantees contributions in relation to approved
budgets. The risks are primarily the validity and timeliness of forecasts that result in the calls for
contributions. Loans within the IMS Budget Group minimize the liquidity risk.

Interest rate risk: The organization is restricted from entering into borrowings and investments, and
therefore there is no interest rate risk identified.

1.7. Cash and Cash Equivalents

Cash and Cash Equivalents are defined as short-term assets. They include cash on-hand, petty cash,
current bank accounts, deposits held with banks, other short-term highly liquid investments.

1.8. Receivables

Receivables are stated at net realizable value, after provision for doubtful and uncollectible debts.

In accordance with IPSAS, receivables are broken down into amounts receivable from user charges, taxes,
receivables from related parties, etc.

Contributions receivable are recognized when a call for contribution has been issued to the member nations.
No allowance for loss is recorded with respect to Member countries' assessed contributions receivable
except for exceptional and agreed technical reasons.

1.9. Prepayments

This reflects prepayments given to suppliers and to other NATO entities in advance of the period to which it
pertains.

NATO UNCLASSIFIED
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1.10. Property, Plant and Equipment
Basic Principles:

e Buildings are offered to be used by the NDC by the MOD lItaly. The amounts shown represent the
historic cost as provided by the MOD Italy and will be revalued whenever any relevant information is
received from the MOD ltaly;

e All other property, plant and equipment are stated at historical cost less accumulated depreciation

and any recognized impairment loss;

No external evaluator to set values for assets except Buildings (MOD IT, see above);

No grouping of assets;

Depreciation is calculated on a straight-line basis;

Full depreciation / amortization in the month of acquisition, and nil in the month of disposal.

As an accounting principle, land cannot be depreciated. The land value shown represents its fair

value after internal investigation.

PP&E categorizations for purposes of determining the appropriate depreciable life of the assets is listed in
the tables below - the categories for both tangible and intangible assets complete with the years in which the
asset is to be depreciated.

Straight-line depreciation method is used for all categories; however the depreciable life of an asset is
dependent on the particular category it is in.

For assets acquired on or after 1 January 2013 the NATO Accounting Framework has been applied, which
includes adaptations to IPSAS 17 PPE. NDC continues to recognize assets acquired pre-2013.

Capitalization Thresholds.

Taking account of the above mentioned control criteria, and the guidance in IPSAS 17, the IMS (including
the NSA) and NDC shall capitalize each item of PPE above the following thresholds and apply the stated
depreciation life below:

Category Threshold - per item Depreciation life Method
(no grouping)
Land € 200,000 N/A N/A
Buildings € 200,000 40 years Straight line
Installed equipment (e.g. aircon) € 5,000 10 years Straight line
Machinery € 5,000 10 years Straight line
Furniture € 5,000 10 years Straight line
Automated information systems € 5,000 3 years Straight line

1.11. Impairment of tangible assets

The carrying values of fixed assets are reviewed for impairment if events or changes in circumstances
indicate that they may be not recoverable. If any such indication exists, the recoverable amount of the asset
is estimated in order to determine the extent of the impairment loss (if any). Any provision for impairment is
charged against the statement of financial performance in the year concerned.

1.12. Leases (IPSAS 13)

Leases are classified as finance leases whenever the terms of the lease transfer substantially all the risks
and rewards of ownership to the lessee. All other leases are classified as operating leases. Rental
payments under such leases are charged and presented in the Statement of Financial Performance.

1.13. Payables

Payables are amounts due to third parties for goods received or services provided that remain unpaid as of

the reporting date. Accruals are estimates of the cost for goods and services received at year-end but not
yet invoiced. They are recognized at their fair value.

NATO UNCLASSIFIED
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1.14. Unearned Revenue and Advances

Unearned revenue represents contributions from Nations and/or third parties that have been called for
current or prior years’ budgets but that have not yet been recognized as revenue. Contributions called for
following-year budgets are recorded as advances.

1.15. Provisions - Including Long-term Provisions for PP&E

Provisions are recognized when the entity has a legal or constructive obligation as a result of past event,
and where it is probable that an outflow of resources will be required to settle the obligation, and where a
reliable estimate of the amount of the obligation can be made.

Long-term Provisions are non-current liabilities of uncertain value or timing.

They can also derive from the recognition of the fixed assets’ present net value to be spent in the form of
depreciation/amortization, which is not due for at least one fiscal year and perhaps will not be settled until
many years in the future.

1.16. Revenue

Revenue is recognized to the extent that it is probable that the economic benefits will flow to the entity and
the revenue can be measured reliably. Contributions when called are booked as unearned revenue and
subsequently recognized as revenue when it is earned.

Revenue comprises contributions from Member Nations and other customers to fund the entity's budgets. It
is recognized as revenue in the Statement of Financial Performance when such contributions are used for
their intended purpose as envisioned by operational budgets. Revenue is recognized to the extent that it is
probable that the economic benefits will flow to the entity and the revenue can be measured reliably. The
balance of unspent contributions and other revenues that relate to future periods are deferred accordingly.

Where a transfer is subject to conditions that, if unfulfilled, require the return of the transferred resources, the
entity recognizes a liability until the condition is fulfilled.

Interest income is accrued on a time basis, by reference to the principal outstanding and at the effective
interest rate applicable.

Bank interests earned as of 31 December 2018, exchange rate revenue due to transactions in foreign
currency and realized exchange rate revenue in accordance with the entity Policy IPSAS 4 - Effect of the
foreign exchange rate - are recognized as financial revenue.

1.17. Employee benefits

The NDC civilian employees either participate in the Defined Contribution Pension Scheme (DCPS) or the
Coordinated Pension Scheme (NATO Defined Benefit Plan) administered by NATO.

The assets and liability for the above NATO pension schemes and the Retirees Medical Contribution Fund
(RMCF) are accounted for centrally at NATO Headquarters by the International Staff and therefore are not
recognized in these financial statements.

Certain employees are members of the NATO-wide Defined Contribution Pension Scheme (DCPS). The
assets of the plans are held separately from those of NDC in funds under the control of independent trustees
or an Administrator. The NDC is required to contribute a specified percentage of payroll costs to the DCPS
to fund the benefits. Payments to the DCPS are recognized as an expense when employees have rendered
service entitling them to the contributions. The only obligation of NDC with respect to the DCPS is to make
the specified contributions.

Certain employees who have joined NATO before 1 July 2005 are members of the NATO Coordinated
Pension Scheme, which is a funded defined benefit plan. Under the plans and upon completion of 10 years
employment with NATO, the employees are entitled to retirement benefits of 2% per year of service of final
basic salary on attainment of a retirement age of 60. Staff members whose length of service is not sufficient
to entitle them to a retirement pension are eligible for a leaving allowance.

NATO UNCLASSIFIED
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2. Cash and Cash Equivalents
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31-Dec-2018 31-Dec-2017

a. Cash Accounts 71,408 27,960
b. Petty Cash and Advances 1,500 1,500
c. Current Bank Accounts in Euros 2,857,065 3,051,992
Total 2,929,973 3,081,452

Cash and cash equivalents are short-term liquid assets. They include the current bank accounts, deposit

accounts, credit card accounts and cash in hand.

3. Accounts Receivable

31-Dec-2018 31-Dec-2017

a. Receivables from NATO Entities 17,322 26,722
b. Receivables from Governments / Gov. Agencies 18,699 30,145
Receivable Financial Result BC 28/29N 0 8,632
Total 36,022 65,499

Receivables mainly include reimbursements from other NATO entities. None of the balances are past their

due date.

4. Prepayments and Miscellaneous Assets

31-Dec-2018 31-Dec-2017
Advances - Non Assigned Expenditures 5,149 4,339
Total 5,149 4,339

Advances are made in respect of prepaid travel arrangements.

5. Property, Plant and Equipment

Property, Plant and Equipment contain the book value of the items that meet the capitalization threshold.
The deletions refer to assets entirely depreciated. The assets by categories are as follows:

AIS a_nd ) . . Installed .
Communication Furniture Machinery ) Land Building Totals
Equipment
Systems
Cost
Balance at 1 January 2017 150,488 26,961 75,550 1,893,724 7,718,220 6,938,780 16,803,722
Additions 77,785 0 0 160,372 0 108,915 347,073
Disposals/deletions -70,756 0 0 -127,164 0 0 -197,920
Balance at 31 December 2017 157,517 26,961 75,550 1,926,932 7,718,220 7,047,696 16,952,875
Additions 6,500 0 7,888 485,699 0 71,730 571,817
Disposals/deletions -11,505 0 0 -13,539 0 0 -25,044
Balance at 31 December 2018 152,512 26,961 83,438 2,399,093 7,718,220 7,119,426 17,499,649
Accumulated depreciation
Balance at 1 January 2017 -106,549 -21,569 -31,082 755,041 0 -2,918,736 -3,832,976
Depreciation expense -36,954 -2,696 -7,555 -181,155 0 -174,604 -402,964
Disposals/deletions 70,756 0 0 127,164 0 0 197,920
Balance at 31 December 2017 72,747 -24,265 -38,637 -809,032 0 -3,093,340 -4,038,020
Depreciation expense -42,932 -2,696 -7,621 -206,136 0 -177,986 -437,370
Disposals/deletions 11,505 0 0 13,539 0 0 25,044
Balance at 31 December 2018 -104,174 -26,961 -46,258 -1,001,629 0 -3,271,325 -4,450,347
Net book value
Balance at 31 December 2017 84,770 2,696 36,913 1,117,900 7,718,220 3,954,356 12,914,855
Balance at 31 December 2018 48,338 0 37,180 1,397,464 7,718,220 3,848,101 13,049,302

The depreciation charge for the year was 437,370 EUR (2017: 402,964 EUR)

NATO UNCLASSIFIED
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6. Payables
31-Dec-2018 31-Dec-2017
a. Payables to Suppliers 54,792 63,104
b. Payable Accruals 348,172 550,832
c. Payable Budget Decrease thru IYR BC 28/29N 40,000 65,000
Total 442,964 678,936

Payables are short-term (less than 1 year) liabilities to third parties directly related to the activities and
operations of the NDC.

The average credit period on purchases is 30 days. NDC has financial risk management policies in place to
ensure that all payables are paid within the pre-agreed credit terms.

7. Unearned Revenue and Advances
31-Dec-2018 31-Dec-2017

a. Unearned Revenue BCode 303 16,601 0
b. Liabilities to Nations 261,578 221,072
c. BC Advance Contributions 2,250,000 2,250,000
d. Advance Contributions National borne costs 0 1,281

Total 2,528,179 2,472,353

Unearned Revenue consists of contributions and other transfers received or receivable, but for which
corresponding charges will be incurred after the reporting date (carry-forward credits).

Breakdown of liabilities to Nations:
31-Dec-2018 31-Dec-2017

a. Liabilities from Operational Result 30,412 3,971
b. Liabilities from Financial Result! -12,571 0
c. Liabilities from Lapsed Budget Authorization 243,738 217,101

Total 261,578 221,072

8. Deferred Revenue: PP&E and Intangible Assets

The deferred revenue for the capitalization of property, plant and equipment represents depreciation not yet
expended. The revenue will be recognized in the year that the depreciation expenses will be recognized
(see para 5).

9. Revenue
Revenue recognition is based on the accounting policies, outlined in note 1.16. Revenue for depreciation

represents revenue released in respect of PPE depreciation.
The table below shows the breakdown of the operating revenue between different sources:

31-Dec-2018 31-Dec-2017

a. Revenue from BCode 303 Operating Activities 8,725,446 7,897,510
b. Revenue from Non-BCode 303 Operating Activities 959,619 725,686
c. Revenue from Financial Activity 882 555
d. Revenue for Depreciation 437,370 402,964

Total 10,123,317 9,026,715

! Offsetting the financial result with the overall liability in accordance with IPSAS 28 — Financial Instruments: Presentation
NATO UNCLASSIFIED
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9.1. Revenue from BCode 303 Operating Activities

The revenue recognition is matched with the recognition of expenses exclusively against the NATO Defense
College Budget (303). The amount is net of the capitalized PP&E. (see note 10.1.3).

9.2. Revenue from Non-BCode 303 Operating Activities

The revenue is the total from NATO/Other Entities, Trust Fund and Nations matched with the recognition of
expenses (see note 10.2.) for several activities such as:

- Outreach/Cooperation activities (PfP, MED, ICI and OMC) - 859,158 EUR

- Reimbursable Activities (Trust Funds) - 99,180 EUR

- National borne expenses - 1,281 EUR.
Field Study Program’s expenses paid for on behalf of Nations are not included (see the NON-BCode
303/Reimbursable Budget Execution Statement) since the NDC acts as a “Procurement Agent” for those
services i.a.w. IPSAS 9, Paragraph 12 - Revenue from Exchange Transactions.

9.3. Revenue from Financial Activity

The Financial Revenue consists of the bank interest earned and realized exchange rate gains and is
recognized up to the amount of financial expenses incurred (see note 10.3.).

9.4. Revenue for Depreciation

The revenue is matched to the depreciation in order to match revenue earned with the consumption of the
Assets which is in line with the Accrual Accounting assumption in IPSAS 1 and the income method
described in IAS 20 (see notes 10.4. and 5).

Reconciliation between Revenue and Unearned Revenue

The table below explains to what extent the unearned revenue from previous years and the net calls in the

current year are recognized as operating revenue in the current year. The remaining balance is unearned
revenue for the funds that are carried-forward to future years.

Unearned Revenue Opening Balance on 1% January 2018 0
a.  Contributions called for the year detailed by call
1* call received from Italy 7,243,201
2" call received from Italy 2,354,400
Total Contributions called 9,597,601
b.  Revenue earned in 2018 (Budget Execution including Chapter 73) -9,297,262
Assessment call for next year — Decrease of the Budget Authorization -40,000
Lapses -243,738
Unearned Revenue Closing Balance on 31 December 2018 16,601

10. Expenses

Expenses are recognized by nature within the following groups:

31-Dec-2018 31-Dec-2017
a. BCode 303 Expenses
1. Personnel (Chapter 1) 5,535,425 5,367,068
2. Contractual Supplies and Services (Chapter 2) 3,049,214 2,506,711
3. Capital and Investment (Chapter 3) 140,806 23,731
Total BCode 303 Expenses 8,725,446 7,897,510

NATO UNCLASSIFIED
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b. Non-BCode 303/Reimbursable Expenses

1. Personnel (Chapter 1) 93,520 65,191

2. Contractual Supplies and Services (Chapter 2) 866,099 660,495
Total Non-BCode 303/Reimbursable Expenses 959,619 725,686

c. Financial Expenses 882 555
d. Depreciation Expenses 437,370 402,964
Total 10,123,317 9,026,715

10.1. BCode 303 Expenses
10.1.1. Personnel Expenses

All civilian Personnel expenses as well as other non-salary related expenses, in support of common funded
activities, include expenses for salaries and emoluments for approved NATO permanent civilian positions
and temporary personnel; other salary related and non-related allowances, such as overtime; medical
examinations; recruitment; installation; removal expenses etc. The line also includes outsourced consultants
/ contractors / experts.

Employees in the NDC are compensated for the service they provide in accordance with rules and amounts
established by NATO.

Peacetime Establishment (PE)

Authorized Filled

PE Positions
Civilians 53 51
Military (IMP) 52 42
National Manpower Overage 1 1
Voluntary National Contribution (VNC) -
et Naton - R
Partnership Posts 4 2
Total 142 130

The breakdown of salaries and employee benefits are as follows:

31-Dec-2018 31-Dec-2017

a. Employee benefits 4,193,110 4,178,809
b. DCPS 212,501 217,488
Total 4,405,611 4,396,297

The untaken leave at the end of 2018 is 486.5 days (2017: 373 days). Since the estimated amount involved
(82,466 EUR) is not material (less than 1% of the budget), no adjusting entry has been recorded for untaken
leave.

10.1.2. Contractual Supplies and Services

Contractual Supplies and Services expenses are required for administrative support to the NDC and include
expenses for general administrative overheads, and the maintenance costs of buildings/grounds,
communications and information systems, transportation, travel expenses, representation/hospitality and
miscellaneous expenses. Lease payments under an operating lease are recognized as an expense on a
straight-line basis over the lease term and are included in Contractual Supplies and Services expenses.

NATO UNCLASSIFIED
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10.1.3. Capital and Investments

Budget instructions require including the expenditures costing more than 50% of level A of the EFL in Capital
& Investments (Chapter 73). Only the ones above capitalization threshold (see note 1.10.) are capitalized;
the others are considered expenses and not investments.

10.2. Non-Budget Code 303/Reimbursable Expenses

These expenses are funded through various sources to include the IMS Cooperation/Outreach Budget 501
(PfP-MD-ICI-OMC), which is treated as Reimbursable Budget. Other portions are funded as Reimbursable
Expenses from other NATO Entities, Partner Entities and Trust Funds for several activities.

Field Study Program’s expenses paid on behalf of Nations are not included.

For the detailed presentation see the Non-BCode 303/Reimbursable Budgets’ Execution Statement.

10.2.1. Personnel

Personnel costs refer to Experts, Lecturers, Interpreters and Language Teachers. No Salary related credits
are included in the Non-BCode 303/Reimbursable Budgets.

10.2.2. Contractual Supplies and Services

Supplies and Services refer to transport, subsidization and other organizational costs.

10.3. Financial Expenses

Financial costs include bank charges, realized exchange rate losses and rounding/corrections.
10.4. Depreciation expenses of the period

These expenses are detailed in note 5.

11. Related Parties Disclosure

The key management personnel of the NDC includes: the Commandant, the Dean, the Director of
Management, the Chief Personnel & Administration Branch, the Purchasing & Contracting Officer and the
Head of Budget & Finance Branch. The key management personnel of the entity have no significant known
related party relationships that could affect the operation of this reporting entity. Key management is
remunerated in accordance with the applicable National or NATO pay scales. They do not receive from
NATO any additional remuneration for Board responsibilities or access to preferential benefits such as the
entitlement to receive loans over and above those available to all NATO personnel under normal rules.

The NDC Financial Controller is also the Financial Controller of the International Military Staff and the
Science and Technology Organization. The NDC, IMS and STO are therefore related parties under a
common Financial Controller.

During the year, the NDC entered into non material transactions with other NATO entities outside the IMS
Budget Group. The fees charged for these transactions were an appropriate allocation of the costs incurred.

12. Representation Allowance

Representation Allowance is allocated to high level officials having the responsibility to establish and
maintain relationships of value with external individuals. The 2018 budget allocation was 4,317 EUR and
only 40% of it has been expended in accordance with the set rules.

13. Budget Execution

The Budget Execution Statement shows the budget allocations and their execution status for the fiscal year
2018.

There are two budget execution statements, one for the BCode 303 NDC Budget and another one for
various reimbursable budgets, reimbursable expenses and multinational budgets.

In accordance with the NFRs, all the changes between the initial and the final budget, which were due to
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reallocations, were either authorized by the BC or were within the authority of the Financial Controller. These
changes are presented in the Budget Execution Statement that is prepared on a modified-cash basis.

13.1. Reconciliation between the NDC Budget Execution Report and the NDC Statement of Financial
Performance:

Statement of Budget
Financial Execution Difference

Performance Statement
a. Personnel 5,535,425 5,535,425 0
b. Contractual Supplies and Services 3,049,214 3,065,669 -16,455
c. Capital & Investments 140,806 696,168 -555,362
Total 8,725,446 9,297,263 -571,817

The Statement of Financial Performance and the Budget Execution Statement diverge due to the inclusion
of the capitalized expenditures (new items/additions) in the Budget Execution Statement.

14. Write-Off

In accordance with the NATO Financial Regulations (NFR Art. 17), an annual summary of property written-
off in 2018 is annexed to the annual financial statements at the following table. The table refers to items
which were physically disposed in 2018 being no longer serviceable, and include both capitalized and non-
capitalized items.

ltems (Quantity) Purchased Br:;tk Total cost | Report of Survey | eason for
y in P y write-off
value
Audio / Visual (16) 2003-2011 0 11,428 03/2008 Special
Disposal
Furniture (53) 1997 - 2007 0 8,341 02-06/2018 Beyond state of
repair.
Mission/Mess Items (8) 1996 - 2013 0 8,897 01-04-05/2018 No longer
serviceable
Total 0 238,666

In 2018 no cash was written-off.
15. Operating Lease

The NDC has 1 rental/lease contract which started in 2013 that has been classified as cancelable operating
leases as it does not transfer substantially all the risks and rewards incidental to ownership. This approach is
reviewed every year. The rental/lease Contract NDC 02/2013 for copiers signed in December 2013 for a
period of 5 years with a yearly cost of 40,879 EUR is included in the Contractual Supplies and Services
expenses.

16. Morale & Welfare Activity

Morale & Welfare Activity (MWA) is conducted at the NATO Defense College on a relatively limited scale.
The majority of transactions refer to petrol products, rationed items and a small shop offering mementoes
and other few items.

In accordance with the NATO Accounting Framework (C-M(2016)0023 dated 21 April 2016), there is no
need to consolidate the MWA into the Entity’s Financial Statements. An annual MWA report, including the
NDC relevant information, is issued by the IMS for Budget Committee screening and assessment.

NATO UNCLASSIFIED
20




T¢
d3IdISSY1ONN O1VN

0 zL1890°L CL1890°L 0 ZLL'890°L 0 zLL890°L S139dN9 AdNLS ai3id - T¥NOILLVYNILTINA TVLO0L
0 2L1890°L 2L1890°L 0 ZL1'890°L 0 zL1'890°L 810Z Tv10ol
0 0VS'9ET 0VS'9ET 0 0VS'9ET 0 0VS'9ET (EET OS - HOVOXddY T¥YNOIDIY) 9S4 139and
0 T09'0ST T09°0ST 0 T09'0ST 0 T09'0ST (€T 2S - MNITOILNVILYSNVYYHL) 6S4 139and
0 8T9'0E 8T9'0E 0 8T9'9E 0 8T9'9g (02-004N) s4 139ang
0 0TT'88T 0TT'88T 0 0TT'88T 0 0TT'88T (EET OS - STAILDASHId NvadodN3) +S4 1395dN4d
0 G9G'v9T G9G'v9T 0 G9G'¥9T 0 G9G'¥9T (ZET OS - HOYOYddY T¥NOID3Y) €S54 139ANg
0 T€S'00C T€S'00C 0 TES'00C 0 T€S'002 (ZET 2S - MNITOILNVILYSNYYHL) ¢S4 139and
0 v.6'vy v.6'vy 0 v.6'vY 0 v.6'vY (6T-004N) S4 139and
0 ZLT'ovT ZLT'ovT 0 ZLT'orT 0 ZLT'OvT (2€T 2S - SINAILDAdSHId Nvad0odN3) 1S4 139dN4d
TVYNOILVYNILLINN _
0 619656 619656 0 619656 (z99°s9¢) 18z'see’L S3ISNIdX3 ® S139dnd 379vSdNgNIFd TVL0L
0 L9v'001 L9v'001 0 1900l 08L'vlL 182°98 S3ISNIdX3 379VSdNGNIFH TVLOL
0 L9¥‘001 L9¥‘001 0 Lav‘00l 08L‘vlL 18298 8102 Tv10l
0 182'T 182'T 0 182'T 0 182'T (S3SNIdX3T INHOET TYNOILYN) ¥OW 8T0Z L39dN4d
0 08T'66 08T'66 0 08T'66 08T'vT 00068 (SANN4 1SN¥1) 0N 8102 139and
S3ISNIdX3 379vSdngniId _
siseq [enJode Ue Uo paplodal / paziufiodal ale sasuadxy
'$%000 DAN PUB S| Y10g Ul UMOUS 1€ SJUNOWE pJemio} palled pue paniode ay) ‘ajgesinguial sl (DINO PUe [D] ‘Al ‘did YoeasnQ) T0S 196png aouls ‘sannoalid SIAI 8y 0} Buipioddy (x)
0 851658 8G1°658 0 851°658 (zvs'6Le) 000°6€2°L S139dnN9 379vsdngni3y 1v10l
0 851658 851658 0 851658 (zv8'6.L€) 000°6€2°L 810¢C Tv10l
0 02e'2ST 02e'2ST 0 02e‘esT (189'20T) 000°G5¢ x(DNO - SINI/TOS) ONZ 8T0Z 139AN4d
0 102'.L 10Z'.L 0 T0Z'L (662'82) 000'98 «(121 - SWI/T0S) ONZ 8T0Z 139aNd
0 TS9'66¢ TS9'66¢ 0 TS9'66¢C (6t7€'80T) 000801 x(AW - SINITOS) ONZ 8T0Z 139and
0 886'66€ 886'66E 0 886'66E (zT0'08) 000°'061 x(did - SINI/TOS) ONZ 8T0Z 139aNd
S$139dndg 3719vsdngniIy _
Su sjuswisnlpy odn3
pasdeT juads [e101 sasuadx3y SWNWWIOS 19bpng [eu4 SIaisuel] 196png eniu| fousin 196png

3AdN3 JVIA 3HL HO04 ANV

8102 ¥39IN3D3a L€ LV SV NOILNIO3AX3 139aNg 31avSaNgiNi3d / €0€ 3poJ4d NON 40 LNJNILVLS

6T02-6000-(O4)NVLSINI

3937100 ISN343d OLVN

d3Id4ISSY1ONN OLVN



NATO UNCLASSIFIED

IBA-A(2019)0103
28 August 2019
To: Secretary General
(Attn: Director of the Private Office)
Cc: Chairman/NATO Chief Scientist, Science and Technology Board

Chairman, Science and Technology Organisation Finance and Audit Sub-Group
Director, Centre for Maritime Research and Experimentation

Director, Science and Technology Collaboration Support Office

Financial Controller, International Military Staff/Science and Technology Organisation
Chairman, Resource Policy and Planning Board

Branch Head, Secretariat and Finance Branch, NATO Office of Resources

Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and Letter
of Observations and Recommendations on the audit of the Science and
Technology Organisation (STO) Financial Statements for the year ended
31 December 2018 — IBA-AR(2019)0010

IBAN submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

IBAN’s report sets out an unqualified opinion on the Financial Statements of the
STO and an unqualified opinion on compliance for the financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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ANNEX 1

Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the Science and Technology
Organisation (STO) for the year ended 31 December 2018

IBAN audited the Science and Technology Organisation (STO), which became a NATO
body on 1 July 2012. Its mission is to help position the Nations’ and NATO’s Science and
Technology investments as a strategic enabler of the knowledge and technology
advantage for the defence and security posture of NATO nations and partner Nations.

The STO comprises three executive bodies: the STO Office of the Chief Scientist (OCS)
located in Brussels, Belgium, under the authority of the Chief Scientist; the STO
Collaboration Support Office (CSO) located in Neuilly-sur-seine, France, under the
authority of its Director; and the STO Centre for Maritime Research and Experimentation
(CMRE) located in La Spezia, Italy, under the authority of its Director.

IBAN issued an unqualified opinion on the STO Financial Statements and an unqualified
opinion on compliance for the year ended 31 December 2018.

IBAN’s audit resulted in two observations and recommendations with no impact on the
audit opinion on financial statements or compliance. These findings are in the Letter of
Observations and Recommendations (Annex 3):

1. Breakdown of salaries and employment benefits reported in the notes to the
financial statements is incorrect.

2. Improvement needed in the technical attachment to the agreement between
CMRE and ACT regarding the timely acceptance of CMRE deliverables.

IBAN also followed up on the status of the observations from the previous year’s audit
and found that two recommendations remain open, five are in-progress and one
recommendation is closed.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE SCIENCE AND TECHNOLOGY ORGANISATION

(STO)

FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL

Report on the Financial Statements
Opinion on the Financial Statements

The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of Science and Technology Organization (STO), for the 12 month period
ended 31 December 2018, issued under document reference STO-OCS(2019)0018, and
submitted to IBAN on 27 March 2019. These Financial Statements comprise the
Statement of Financial Position as at 31 December 2018, the Statement of Financial
Performance, the Statement of Changes in Net Assets/Equity and the Statement of Cash
Flow, for the 12 month period ended 31 December 2018, including a summary of
significant accounting policies and other explanatory notes. In addition, the Financial
Statements include a budget execution report for the 12 month period ended 31
December 2018.

In our opinion, the Financial Statements give a true and fair view of the financial position
of STO as at 31 December 2018, and of its financial performance, its cash flows and
budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.

Basis for Opinion on the Financial Statements

In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.

We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.

We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor's Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements

Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of Science and Technology Organization (STO) are drawn up in
accordance with accounting requirements and reporting standards consistent with the
NATO Accounting Framework as approved by the Council. The Financial Controller is
responsible for submitting the Financial Statements for audit to IBAN not later than 318
March following the end of the financial year.

The Financial Statements are signed by the Head of the NATO body (Chief Scientist as a
chairman of the Science and Technology Board) and the Financial Controller. In signing
the Financial Statements, the Head of NATO body and the Financial Control confirm the
establishment and maintenance of financial governance, resource management practices,
internal controls and financial information systems to achieve the efficient and effective
use of resources.

This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements

The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIls will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.

As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:

e Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
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misrepresentations, or the override of internal control.

e Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.

e Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.

e Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.

e Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.

Our Independent External Auditor's Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.

Report on Compliance

Opinion on Compliance

Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.

Basis for Opinion

We have conducted our compliance audit in accordance with the International
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Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for Compliance

All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.

The Science & Technology Board, chaired by the Chief Scientist is responsible and
accountable for sound financial management. The financial administration of NATO bodies
must incorporate the principles of propriety, sound governance, accountability,
transparency, risk management and internal control, internal audit, external audit, and
fraud prevention and detection.

Auditor’s Responsibilities for Compliance

IBANs responsibility is to provide reasonable assurance about whether the financial
statements as a whole are free from material misstatement. Additionally our Charter
requires us to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and whether funds are spent in compliance with the regulations in
force (regularity). Propriety relates to the observance of the general principles governing
sound financial management and the conduct of public officials. Regularity concerns the
adherence to formal criteria such as relevant regulations, rules and procedures.

This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorised expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.

Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman

NATO UNCLASSIFIED
2-5



NATO UNCLASSIFIED

ANNEX 3
IBA-AR(2019)0010

28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS

FOR THE SCIENCE AND TECHNOLOGY ORGANISATION

(STO)

FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction

The International Board of Auditors for NATO (IBAN) audited the Science and Technology
Organisation (STO) Financial Statements for the year ended 31 December 2018, and issued
an unqualified opinion on the financial statements and an unqualified opinion on compliance.

STO is composed of the Science and Technology Board; three executive bodies and Scientific
and technical committees. The three executive bodies of the STO are: The Office of the Chief
Scientist (OCS), the Science and Technology Collaboration Support Office (CSO) and the
Centre for Maritime Research and Experimentation (CMRE).

Observations and Recommendations

IBAN’s audit resulted in two observations and recommendations with no impact on the audit
opinion on financial statements or compliance:

1. Breakdown of salaries and employment benefits reported in the notes to the financial
statements is incorrect.

2. Improvement needed in the technical attachment to the agreement between CMRE and
ACT regarding the timely acceptance of CMRE deliverables.

IBAN also followed up on the status of the observations from the previous year’s audit and
found that two recommendations remain open, five are in-progress and one recommendation
is closed.

IBAN also issued a Management Letter (reference IBA-AML(2019)0007) to STO management
with the follow-up of previous years’ observations for management’s attention.
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OBSERVATIONS AND RECOMMENDATIONS
1. BREAKDOWN OF SALARIES AND EMPLOYMENT BENEFITS REPORTED IN THE

NOTES TO THE FINANCIAL STATEMENTS IS INCORRECT
Reasoning

11 The NATO Financial Regulations (NFRs) require the Financial Controller (FC) to
exercise the responsibility of budgeting, accounting and reporting activities of the NATO entity.
This includes being responsible for the financial internal control system and for the preparation
of the financial statements in accordance with the NATO Accounting Framework.

1.2 In accordance with the NATO Accounting Framework, the notes to the financial
statements provide explanations and a breakdown of information presented on the primary
statements, including the Statement of Financial Performance.

Observations

1.3 IBAN found errors in the notes to the STO Financial Statements related to the
breakdown of personnel expenses reported as salaries and employment benefits in note 14.
The breakdown of personnel expenses provided in the note does not match the total personnel
expenses on the Statement of Financial Performance amounting to EUR 17.9 million. This
difference, amounting to EUR 2.5 million in 2018 (2017: EUR 1.9 million), is due to two errors.
Firstly, the breakdown reported in the 2017 column of EUR 15.5 million in fact corresponds to
2018 figures and vice versa. The reason for the second error, amounting to the remaining EUR
2.4 million, could not be determined by STO.

1.4 It is important to ensure that information provided in the notes to the financial
statements matches the amounts disclosed in the primary statements, in order to avoid
misleading the users of the financial statements.

Recommendation

15 In order to avoid errors in the preparation of the financial statements and its notes, IBAN
recommends that STO ensures that its internal controls over the preparation of financial
statements are effective. This can be achieved by developing a quality control checklist to
document the reconciliation exercise between the primary financial statements and the notes.
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2. IMPROVEMENT NEEDED IN THE TECHNICAL ATTACHMENT TO THE
AGREEMENT BETWEEN CMRE AND ACT REGARDING THE TIMELY
ACCEPTANCE OF CMRE DELIVERABLES

Reasoning

2.1 STO is comprised of three segments, including the CMRE. During financial year 2018,
79% of the EUR 27.3 million revenue reported by CMRE was related to projects concluded with
ACT, 95% of which related to Future Solutions (FUSOL) projects.

2.2 The transactions between ACT and CMRE are conducted in accordance with the
signed Memorandum of Agreement (MoA) endorsed by the Budget Committee (BC-
D(2013)0009), which can, in in accordance with the terms of the MoA, be amended following a
bi-annual review (art. 9.2). The MoA specifically states that ACT “will manage project review
meetings in order to ensure that all work is carried out in accordance with the Purchase Order”
(art. 5.1.c). Technical attachment 1 to the MoA also states in article 8 that “the ACT Programme
Coordinator endeavours to obtain the project sponsor’s approval/acceptance of the project
report within two to three weeks of receiving them from CMRE.”

Observations

2.3 IBAN found that receivables from ACT increased in 2018 by EUR 4.1 million, with a
total amount of EUR 6 million at the end of 2018. Such an increase in receivables mechanically
reduces the amount of available funds to pay CMRE costs in a timely manner.

2.4 This increase in receivables can largely be explained by the delays in receiving
feedback by ACT on the delivery reports provided on a quarterly basis by CMRE to ACT for
FUSOL projects. IBAN noted that this feedback currently can take up to six weeks. This delay
impacts the amount of receivables because it is only once when this feedback is received that
CMRE can invoice ACT for services rendered.

2.5 It is important that STO reduces the amount of receivables related to CMRE to ensure
that sufficient funds are available to pay for salaries, repairs and other project costs. This could
be achieved by amending the Technical Attachment to the MoA between CMRE and ACT by
including time-bound criteria to accept or reject CMRE deliverables for Future Solutions
(FUSOL) projects.

Recommendation

2.6 In order to improve the timely acceptance of CMRE deliverables, IBAN recommends
that CMRE liaise with ACT in view of updating the Technical Attachment to the MoA, possibly
by including time-bound criteria to accept or reject CMRE deliverables for Future Solutions
(FUSOL) projects.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS

IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are

summarised in the table below.

FOR PERFORMANCE EVALUATION,
PROMOTIONS AND  ALLOCATION OF
ALLOWANCES - AUDIT REPORT FY 2017

1.1 IBAN recommends to implement an effective
performance management system in compliance
with the CPR to be completed by the end of the year
2018.

1.2 IBAN recommends that:

a) CMRE comply with the CPR and the STO
Charter on remuneration/ grade changes and does
not allow retro-active promotion.

b) Decisions related to the management of
appropriated and non-appropriated funds and

In the first quarter of 2019, a
performance review and
assessment was done for the year
2018. However, we found that there
is no formal systematic
documentation of the 2018
appraisals in accordance with the
criteria of Annex VIII - Il on the
"Basic principle of performance
management and criteria  for
performance assessment" of the
Civilian  Personnel Regulations
(CPR).

IBAN understands that a fully
compliant performance review in
accordance with the CPR will be in
place for the 2019 cycle, in
accordance with the staff instruction
dated February 2019 and signed by
the Director. Objectives have been
set in February 2019 and Mid-term
review is schedule for June 2019.
Observation In-progress

IBAN did not identify retro-active
promotion of grade changes in
2018. Observation closed

No retro-active modification of
position or grade was observed.

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS
(1) STO FY 2017
IBA- AR(2018)0017, paragraph 1
WEAKNESSES IN THE COMPLIANCE WITH Observation
NATO CIVILIAN PERSONNEL REGULATIONS In-progress.
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adherence to the principles of sound management
as defined in the NFR shall involve the Financial
Controller as the principal financial advisor to the
Director of CMRE on these subjects.

1.3 IBAN recommends that:

a) CMRE comply with the CPR for the allocation of
extra-duty allowances by the end of the year 2018.

b) Implemented a semi-annual review of the
performance for the Personnel being formally
designated to assume the full responsibilities of the
higher grade post with no delay.

Observation closed.

IBAN observed that as of January,
2019, there is no extra-duty
allowances reported in the payroll
details. Observations closed.

(2) STO FY 2017
IBA- AR(2018)0017, paragraph 2

WEAKNESSES IN THE CONTROL AND THE
USE OF LEAVE

The Board recommends that CMRE implement a
sound control environment over the use of the time
recording system, including:

a) The establishment of written procedures to
define the roles and responsibilities of the
personnel, line managers and Human Resource
section on the control of time management,
including leave requests.

b) The performance of regular reconciliations of
leave requests reported to the Human Resource
section with the leave reported in the time recording
system, including corrective actions if necessary.

¢) Ensuring that medical certificates are provided
for sick leave requests exceeding two consecutive
days and that any unjustified sick leave is
converted into annual leave, if necessary.

CMRE performed a reconciliation
between the timesheet reporting
tool and the actual requests from
the employees at the end of 2018
and beginning of 2019 in order to
increase the accuracy of the leave
balance of each employee.
Observation in-progress.

While this reconciliation was a year-
end exercise, we observed that the
Centre is testing a new timesheet
record management tool that is
foreseen to replace the actual
system on 1 January, 2020 and
should ease the control of time
management, including the leave
request. Observation in-progress.

We found that no control over sick
leave was performed in 2018. For
three staff out of five tested, no
documentation could be provided to
us. We are expecting documented
and effective controls in 2019 to

Observation
In-progress.
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close this recommendation.
Observation open.
d) The tracking of the use of cruise leave, including | A new instruction is expected to be
applying the provisions of the CPRs in regards to | applied in 2019 with the aim to
untaken cruise leave. directly pay cruise leaves.
We recommend that the calculation
of the cruise leave is clarified to
ensure compliance with the NATO
CPRs and that controls are
implemented to ensure the
accuracy of the cruise leave with the
new timesheet reporting tool.
Observation in-progress.
(3) STO FY 2017
IBA- AR(2018)0017, paragraph 3
CMRE IMPROVEMENT NEEDED IN Observation
COMPLIANCE WITH CIVILIAN PERSONNEL In-progress.

REGULATIONS (CPR) ON THE DURATION OF
EMPLOYMENT OF CONSULTANTS

3.1 IBAN recommends that CMRE updated the
staff instructions 90 on VRP to take into account the
requirements of the CPR on the use of consultants.

3.2 IBAN recommends CMRE to define and keep
the record of the circumstances and exceptional
and defined cases which would require the service
of consultants over a period exceeding 90 and 180
days.

A staff instruction was issued in
April 2019 that takes into account
the criteria set in art. 69 of the NATO
CPRs on the duration of
employments for consultants. This
recommendation is expected to be
closed in 2019. Observation in-
progress.

We understand that a new template
will be implemented in the second
half of 2019 in order to ensure a
more efficient and effective control
over the circumstances and
exceptional defined cases, which
would require the service of
consultants over a period exceeding
90 and 180 days. Observation in-
progress.
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(4) STO FY 2017
IBA- AR(2018)0017, paragraph 4
FURTHER IMPROVEMENTS REQUIRED IN THE Observation
AREA OF RISK MANAGEMENT, INTERNAL In-progress.
CONTROL, AND INTERNAL AUDIT.
The Board recommends that the STO:
a) Issue an STO entity-wide risk management | In January 2019, the STB issued a
policy and an internal control framework | risk management policy. This policy
appropriate for each of the three components | needs to be implemented at CMRE,
(CMRE, CSO and OCS) and that risk registers are | CSO and OCS level. Observation
developed and employed throughout all of the STO | closed.
entities.
b) Complete the on-going work of assessing and | The work related to documenting
documenting the system of internal control and risk | and assessing internal controls is
management procedures to support compliance | on-going. Observation in-progress.
with NFR Articles 11 and 12, FRPs Xl and XIlI, and
the internal control framework that it chooses.
c) Ensure internal audit activities evaluate risk | The audit assessment is scheduled
management and internal control throughout the | during the second half of 2019.
STO. Observation in-progress.
(5) STO FY 2017
IBA- AR(2018)0017, paragraph 5
IMPROVEMENTS TO THE STATEMENT OF Observation
INTERNAL CONTROL Closed.
The Board recommends that the STO’s Statement | The statement of internal control
of Internal Control contain the confirmations | was revised to comply with FRP’s.
required by the FRPs article XII.
(6) STO FY 2016
IBA-AR(2017)16, paragraph 2
CMRE - IMPROVEMENTS TO BE DONE IN THE Observation
CONTROL ENVIRONMENT OF HUMAN Open.
RESOURCES

The Board recommends that CMRE issue an Office
Notice in which it clearly defines the supporting
documents to be provided in order to justify any
change of home leave address.

No clarification nor office notice was
issued.
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(7) STO FY 2016
IBA-AR(2017)16, paragraph 4
NO RELATED PARTY DECLARATION Observation
OBTAINED FROM THE STB In-progress.
Board’s Recommendation
STO should fully comply with the requirements of | Four STB members out of 28
the NATO Accounting Framework in respect to | representatives did not sign the
related party disclosures, including making | Related Party declarations.
inquiries of governing bodies to ensure the
completeness of related party transactions.
(8) STO FY 2014
IBA-AR(2015)36, paragraph
CENTRE FOR MARITIME RESEARCH AND Observation

EXPERIMENTATION (CMRE) -
IMPROVEMENTS NEEDED IN ACCOUNTING TO
RECOGNIZE ITS CUSTOMER FUNDED STATUS
/ IMPROVEMENTS NEEDED TO MANAGEMENT
ACCOUNTING BY PROJECT

Board’s Recommendation

The Board recommends that CMRE develop a
methodology that will allow it to determine the costs
per project, including the allocation of overhead
costs to individual projects. This will allow for the
determination of surplus or deficit by project, and
provide management with information that is useful
in managing the business.

Project accounting was not
developed in a reliable manner in
2018 due to incomplete information
and inappropriate tools.

Open.

The Open status is used for recommendations that are open and for which no notable progress
has been achieved to date. The In-progress status is used for open recommendations when
the NATO Body has started to implement the recommendation or when some (but not all) sub-
recommendations are closed. The Closed status is used for recommendations that are closed
because they have been implemented, are superseded, or have lapsed.
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SCIENCE AND TECHNOLOGY ORGANISATION (STO) FORMAL COMMENTS
ON THE LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS

OBSERVATION 1:
BREAKDOWN OF SALARIES AND EMPLOYMENT BENEFITS REORTED IN THE NOTES
TO THE FINANCIAL STATEMENTS IS INCORRECT

STO’s Formal Comments
Agreed.

CMRE and STO Management are taking steps to improve control in the preparation of
financial statements.

OBSERVATION 2:

IMPROVEMENT NEEDED IN THE TECHNICAL ATTACHMENT TO THE AGREEMENT
BETWEEN CMRE AND ACT REGARDING THE TIMELY ACCEPTANCE OF CMRE
DELIVERABLES

STO’s Formal Comments
Agreed.

The transactions between ACT and CMRE are conducted in accordance with the
signed Memorandum of Agreement (MoA) endorsed by the Budget Committee (BC-
D(2013)0009), which can, in accordance with the terms of the MoA, be amended
following a bi-annual review (art. 9.2). The MoA specifically states that ACT “will
manage project review meetings in order to ensure that all work is carried out in
accordance with the Purchase Order” (art. 5.1.c). Technical attachment 1 to the MoA
also states in article 8 that “the ACT Programme Coordinator endeavours to obtain the
project sponsor’s approval/acceptance of the project report within two to three weeks
of receiving them from CMRE.” CMRE management has already contacted ACT to
initiate action to review the MOA and propose amendments as needed.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS

STO’s Formal Comments

Updates and progress noted. CMRE and STO Management are taking steps to close all
outstanding observations with the shortest delay possible.
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27 March 2019 STO-0CS(2019)0018

Mr Hervé Adrien Metzger
Chair

International Board of Auditors for NATO (IBAN)

Subject : The Science and Technology Organization consolidated Financial
Statements for the Year ended 31 December 2018

1. Please find attached the 2018 Science and Technology Organisation (STO) Financial
Statements, issued in accordance with NATO Financial Regulation (NFR) Article 35.1, and
the STO Charter C-M(2012)0046 Article 25.

2. | can confirm that, in accordance with NFR Financial Rules and Procedures (FRP)
XXXV (4), the STO can agree to public disclosure of these Financial Statements.

3. Notwithstanding the above, as stated in C-M(2012)0041, public disclosure of IBAN
Audit Reports is a matter for Council decision, based upon the recommendation of the
RPPB. Decisions are informed by the NATO policy on public disclosure of documents
(C-M(2008)01186).

4. The IBAN Audit Report covering these Financial Statements has not been completed,
but should be issued to Council prior to 315t August 2019 (NFR 15.2). As such, the STO is
not yet in a position to anticipate any potential representations that may be made to the
RPPB, regarding the Audit Report.

5. The STO therefore reserves its position on public disclosure of the eventual IBAN
Audit Report.

Dr Thomas H. KILLION
NATO Chief Scientist
STB Chairman

Annex 1: STO Financial Statements FY 2018

1 Annex
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Executive Summary

The role of NATO Science and Technology (S&T) is to cover basic and applied research broadly in the
engineering, physical, information, human, medical and social sciences, and to deliver a range of
products and services essential to NATO and NATO Nations. They are:

¢ Supporting the core tasks of the Alliance as set out in the NATO Strategic Concept;

¢ Supporting technological and knowledge advantages, thereby being a critical force multiplier;
¢ Providing the evidence-base to support informed decision-making; and

¢ Helping to mitigate evolving threats and risks, including supporting public diplomacy.

The STO is composed of the Science and Technology Board (STB); three Executive Bodies; and Scientific
and technical committees.

Governance of the STO is vested in the STB which reports to the NAC through the Military Committee
and the Conference of National Armaments Directors (CNAD). Leadership of the STO is exercised by
the Chief Scientist through his roles as Chair of the STB and Senior Scientific Advisor to NATO
leadership.

The three executive bodies of the STO are:

a. The Office of the Chief Scientist (OCS), located within NATO Headquarters, Brussels,
provides executive and administrative support to the NATO Chief Scientist in fulfilling his/her
roles as the Chair of the Science & Technology Board (STB) and the Senior Scientific Advisor at
NATO Headquarters.

b. The S&T Collaboration Support Office (CSO), located in Neuilly sur Seine, Paris, provides the
executive and administrative support to the collaborative S&T activities conducted through
the STO level 2 committees and level 3 working groups.

c. The Centre for Maritime Research and Experimentation (CMRE) located in La Spezia, Italy,
organizes and conducts scientific research and technology development and delivers
innovative and field-tested S&T solutions to address the defence and security needs of the
Alliance.

The STO Financial Statements 2018 have been produced in accordance with the NATO Accounting
Framework. This Accounting Framework is based on International Public Sector Accounting Standards
(IPSAS), as adapted by NATO. The Financial Statements are also produced in accordance with the
NATO Financial Regulations (NFRs) and are presented in a commonly adopted layout.

Dr Thomas Killion Peter Bontinck

NATO Chief Scientist Financial Controller

Chairman, NATO Science and Technology Board Science and Technology Organisation
3
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Statement on Internal Control

The Chief Scientist and Chairman of the Science and Technology Board (STB), together with the
Directors of the Centre for Maritime Research and Experimentation (CMRE) and the Collaborative
Support Office (CSO), as Heads of the three Executive Bodies of the STO, collectively exercise overall
responsibility for the maintenance of a sound system of Risk Management and Internal Control, in
accordance with Articles 11.1 and 12.1 of the NATO Financial Regulations (NFRs).

The STO Financial Controller is responsible for financial risk management, and for establishing financial
risk management standards (NFR Financial Rules and Procedures XI.3 and Xl.4). In addition, the
Financial Controller is responsible for the system of internal financial and budgetary control (NFR
11.2).

The systems of Risk Management and Internal Financial Control are based on an on-going process
designed to identify the principal risks to the achievement of STO policies, aims and objectives, to
evaluate the nature and extent of those risks and to manage them efficiently, effectively and
economically. This process has been in place for the year ended 31 December 2018 and up to the date
of these Financial Statements.

The systems of Risk Management and Internal Financial Control are designed to manage and minimize
risk at the STO. Risk Management and Internal Financial Controls can therefore provide only a
reasonable, but not absolute, assurance of effectiveness. The risks addressed at the STO include risks
to: STO operational aims and objectives; compliance with the NFRs; the reliability of financial
information; and the safeguarding of assets.

The Risk Management and Financial Control processes at the STO provide a network of internal
controls that can be assessed using the five key components of the COSO Framework:

Control Environment

The culture and ethical values of the overall control environment are established by senior
management. Measures for the promotion of ethical values include: STO participation in the NATO-
wide ‘Building Integrity’ Initiative; the promulgation of the NATO Code of Conduct to all STO staff; and
disclosures on any senior management related party transactions in the annual financial statements.

Oversight is provided by the Science and Technology Board (STB), supported by various subgroups,
who routinely scrutinize STO Senior Management reports.

On Financial matters, interim Budgetary Execution Reports are presented to and reviewed by the
NATO Budget Committee three times a year for the common-funded entities. In addition, STO financial
requirements comprising the yearly budget proposals are screened and reviewed by the Nations. For
the customer-funded entity, the financial execution and the annual financial plan are submitted to
and screened by the STB Finance and Audit Sub-Group (FASG).

Risk Assessment

The heads of each executive body regularly monitor actions mitigating the significant risks identified.
Risk Management processes continue to be developed, with the assistance of external consultants
when necessary.

The Science & Technology Board (STB) is routinely informed about risks affecting the STO, via the work
of the STB Finance and Audit Sub Group (FASG).

4
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Control Activities

In the financial domain, the STO finance and accounting system - 'FinS' - has built-in approval
workflows and controls, together with audit trails. The controls are designed so that the transactions
are recorded consistently, accurately and in accordance with the applicable rules and regulations.

The heads of each executive body are supported by an executive management board meeting
routinely to review internal processes and to inform decision making.

Information and Communication

STO internal communications are enhanced by strong reporting lines. The STO has extensive guidance
on the management of information and communications. This promotes effective communications in
pursuit of operational objectives.

The STO also communicates externally on matters affecting the functioning of internal control
mechanisms including the Statement on Internal Control, comprising part of the Financial Statements,
which is released to the public. External Audits include examinations of internal controls and
compliance. The results of these audits are made available and discussed by various oversight
authorities.

Monitoring

An outsourced Internal Audit service provider is engaged on a periodic basis, to undertake internal
reviews on behalf of the STO Financial Controller. The STO is also subject to annual external audits
from the International Board of Auditors for NATO (IBAN). Recommendations and observations arising
from audits are assessed by the FASG reporting to the STB.

The Chairman of the STB and Financial Controller have collective responsibility for reviewing the
effectiveness of the system of internal control. The review is informed by the above five COSO
components, and by the work of STO Senior Managers, External Audits, Internal Audits, and the work
of various sub-committees reporting to the STB, including the Finance and Audit Sub-Group (FASG).

No significant issues regarding financial or operational matters were raised in 2018. The IBAN External
Audit of the 2017 Financial Statements - undertaken in 2018 - resulted in a qualified opinion, observing
in all executive bodies, the need for more formal documentation on risk management and internal
financial control. The STO is addressing the formal documentation and has issued the STO Risk
Management Policy.

In CMRE, the External Audit also oberved control weaknesses and lack of compliance with the Civilian
Personnel Regulations (CPRs) in a number of significant areas related to management of human
resources. The CMRE has taken steps to improve processes and procedures to comply with the CPRs.

Overall, we are satisfied that the Risk Management and Internal Financial Control systems in operation
across the STO during the year 2018 were reasonably adequate and effective.

Dr Thomas Killion Peter Bontinck

NATO Chief Scientist Financial Controller

Chairman, NATO Science and Technology Board Science and Technology Organisation
5
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STO Consolidated Statement of Financial Position

as at 31 December 2018

(in EUR)
2018 2017
Notes
Assets
Current assets
Cash and cash equivalents 1 9,283,716 14,099,707
Receivables 2 8,498,559 3,267,303
Prepayments 3 361,533 580,833
18,143,808 17,947,843
Non-current assets
Property, plant & equipment 4 3,963,783 3,976,289
3,963,783 3,976,289
Total assets 22,107,591 21,924,132
Liabilities
Current liabilities
Payables 5 4,088,927 3,524,626
Deferred revenue 6 246,442 19,056
Advances 7 3,398,539 2,535,489
Cash advance 8 - 2,000,000
Provisions 9 1,012,000 41,778
Other current liabilities 10 56,233 27,505
8,802,141 8,148,454
Non-current liabilities
Deferred revenue 11 273,715 207,547
273,715 207,547
Total liabilities 9,075,856 8,356,001
Surplus/Deficit (536,396) 1,053,674
Retained earnings 12 13,568,131 12,514,457
Total net assets _ 13,031,735 13,568,131
Total net assets and liabilities m m
%ﬁmtn £ 7Y
Dr Thomas Killion Peter Bontinck
NATO Chief Scientist Financial Controller
Chairman, NATO Science and Technology Board Science and Technology Organisation

The notes on pages 17 to 27 form an integral part of these financial statements.
The financial statements were issued to the International Board of Auditors for NATO on 29 of
March 2019
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STO Consolidated Statement of Financial Performance

for the year ended 31 December 2018
(in EUR)

Revenue
Revenue
Financial revenue

Total revenue

Expense

Personnel

Contractual supplies and services
Depreciation and amortization
Finance costs

Total expense

Surplus/(Deficit) for the period

Notes

13

14

7

2018

34,055,081
18,084

34,073,165

17,908,633
15,762,925
863,618
74,385

34,609,561

(536,396)

NATO UNCLASSIFIED

2017

32,187,130
22,043

32,209,173
18,494,824
11,792,728
753,297
114,650

31,155,499

1,053,674
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STO Consolidated Statement of Cash Flow

(inEUR)

2018 2017
Cash flow from operating activities
Surplus/(Deficit) (536,396) 1,053,674
Non-cash movements
Depreciation/ Amortisation 863,618 753,297
Increase in payables and provision 1,534,523 1,050,357
Increase / (decrease) in other current liabilities 1,107,408 (843,182)
Increase / (decrease) in deferred revenue 66,168 (131,433)
(Increase) in other current assets 219,300 54,325
(Increase) / Decrease in receivables (5,219,500) 3,919,514
Net cash flow from operating activities (1,964,879) 5,856,552
Cash flow from investing activities
Purchase of property plant and equipment / Intangible assets (851,112) (1,486,902)
Net cash flow from investing activities (851,112) (1,486,902)
Cash flow from financing activities (2,000,000) 500,000
Net cash flow from financing activities (2,000,000) 500,000
Net increase/(decrease) in cash and cash equivalents (4,815,991) 4,869,650
Cash and cash equivalent at the beginning of the period 14,099,707 9,230,057
Cash and cash equivalent at the end of the period 9,283,716 14,099,707

8
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STO Consolidated Statement of Change in Net Assets

for the year ended 31 December 2018

(in EUR)
Commitments Depreciation Vessels Net Equity General
| Legal Total
L. Reserve Reserve Fund Reserve
Obligations
Balance at the end of the period 2016 1,575,192 2,903,705 1,608,946 3,500,000 2,926,614 12,514,457
Surplus/(deficit) for the period 996,504 865,038 (493,460) - (314,408) 1,053,674
Change in net assets/equity for the year ended 2017 996,504 865,038 (493,460) - (314,408) 1,053,674
Balance at the end of the period 2017 2,571,696 3,768,743 1,115,486 3,500,000 2,612,206 13,568,131
Surplus/(deficit) for the period (1,251,012) (78,676) (500,486) - 1,293,778 (536,396)
Change in net assets/equity for the year ended 2018 (1,251,012) (78,676) (500,486) - 1,293,778 (536,396)
Balance at the end of the period 2018 1,320,684 3,690,067 615,000 3,500,000 3,905,984 13,031,735
9

NATO UNCLASSIFIED



NATO UNCLASSIFIED ANNEX 1
STO-0CS(2019)0018

NOTES TO THE STO CONSOLIDATED FINANCIAL STATEMENTS

Basis for Preparation

The STO financial statements have been prepared in accordance with the NATO Accounting
Framework (NAF) as adopted by the NATO Council. The NATO Accounting Framework is an adaptation
of the International Public Sector Accounting Standards (IPSAS).

The financial statements comply with the financial requirements of the NATO Financial Regulations
(NFRs) and the relevant entity directives and policies. In instances where there is a conflict between
IPSAS and the NFRs this has been noted.

The financial statements have been prepared on a going-concern basis.

The financial statements have been prepared on the historical cost basis except for financial
instruments that are measured at fair value at the end of each reporting period. The principal
accounting policies are set out below. They have been applied consistently to all periods presented.
The accounting principles recognized as appropriate for the recognition, measurement and reporting
of the financial position, performance and cash flows on an accrual-based accounting using historical
costs have been applied consistently throughout the reporting period.

In accordance with Article 2.1 of the NFRs, the financial year of the STO is 1 January to 31 December.

The STO is composed of the Science and Technology Board (STB) and three executive bodies: the
Centre for Maritime Research and Experimentation (CMRE), the Collaboration Support Office (CSO)
and the Office of the Chief Scientist (OCS).

Accounting estimates and judgments

In accordance with IPSAS and generally accepted accounting principles, the financial statements
necessarily include amounts based on estimates and assumptions made by the management and
based on historical experience as well as on the most reliable information available. In exercising the
judgements to make the estimates, a degree of caution was included in light of the principle of
‘prudence’ required by IPSAS in order not to overstate assets or revenue or understate liabilities or
expenses.

The estimates and underlying assumptions are reviewed on an ongoing basis. These estimates and
assumptions affect the amounts of assets, liabilities, revenue and expenses reported. By their nature,
these estimates are subject to measurement uncertainty. The effect of changes to such estimates and
assumptions in future periods could be significant to the financial statements.

10
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Changes in pronouncements

No accounting standard has been adopted earlier than the application date as stated in the IPSAS
standards.

IPSAS 39 (Employee benefits) became effective 1 January 2018 and replaced IPSAS 25. IPSAS 40
(Public Sector Combinations) will become effective 1 January 2019. It has not been adopted by the
STO for the 2018 Financial Statements.

Cash Basis IPSAS is a new standard with effective dates as noted in the standard.

None of these new standards is expected to have a material effect on the financial statements of the
STO.

Foreign Currency Transactions

These financial statements are presented in Euro, which is the STO functional and reporting currency.
Foreign currency transactions are converted into Euro at the NATO exchange rates prevailing at the
date of the transaction. Monetary assets and liabilities denominated in foreign currencies at year-end
are converted into Euro using the NATO exchange rates applicable at 31 December 2018. Resulting
realized and unrealized gains and losses are recognized in the Statement of Financial Performance.

Consolidation

The STO comprises the Science and Technology Board (STB) and three separate executive bodies:

Entity NAME LOCATION

Office of the Chief Scientist (OCS) Brussels — Belgium
Collaboration Support Office (CSO) Neuilly-sur-Seine — France
Centre for Maritime Research & Experimentation (CMRE) La Spezia — Italy

According to Article 25 of the Charter of the NATO Science and Technology Organization, the Chief
Scientist, supported by the STO Financial Controller, shall submit to the STB and the International
Board of Auditors for NATO (IBAN) Consolidated Annual Financial Statements.

The three bodies have a separate Director (Head of NATO Body), and a separate budget or revenue
stream. None of the bodies has control over the others, as defined in IPSAS 35 - para. 18-22.

Services In-Kind

The STO received services in-kind in the form of military personnel provided by the NATO Member
Nations. Such personnel are assigned to specific military positions on the personnel establishments of
the executive bodies and / or provided as voluntary contributions. This also includes military personnel

11
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assigned to the crew of the research vessels ALLIANCE and LEONARDO. In these financial statements,
services in-kind are recognized neither as revenue nor as an asset.

Financial Instruments disclosure/presentation

STO uses only non-derivative financial instruments as part of its operations. These financial
instruments include cash, bank accounts, deposit accounts, accounts receivable, provisions and loans
between NATO entities.

All the financial instruments are recognized in the Statement of Financial Position at their fair value.

Credit Risk: In the normal course of business, STO incurs credit risk from trade receivables and
transactions with banking institutions. The STO manages its exposure to credit risk by:

e Holding current account bank balances and short-term deposits with registered banking
institutions with a high credit rating;
e Maintaining credit control procedures over receivables.

The maximum exposure as at 31 December 2018 is equal to the total amount of bank balances, short-
term deposits, and receivables disclosed in the Statement of Financial Position. There is a very limited
credit risk associated with the realization of these instruments. Receivables considered uncollectible
are adequately accounted for.

Currency risk: The STO’s exposure to foreign currency exchange risk is limited, as most of its
transactions are dealt with in Euros. A limited number of transactions are accounted for in other
currencies.

Liquidity risk: The liquidity risk is based on the assessment whether the organization will encounter
difficulties in meeting its obligations associated with financial liabilities.

For CSO & OCS there is a very limited exposure to liquidity risk because of the budget funding
mechanism that guarantees contributions in relation to approved budgets. The limited risks are
primarily the validity of forecast that result in the calls for contributions. For CMRE liquidity risk is
minimized by the cash available in the Net Equity Fund (NEF) and by the policy of requiring pre-
payments & stage payments from customers.

Interest rate risk: The organization is restricted from entering into commercial borrowings and
investments, and therefore there is no interest rate risk identified.

Financial assets and financial liabilities are recognized when the entity becomes a party to the
contractual provisions of the instrument.

12
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Assets
a. Cash and cash Equivalents

Cash and cash equivalents include petty cash, current bank accounts, deposits held with banks,
other short-term investments (with a maturity of three months or less).

b.  Short-term investments
Short-term investments are with a maturity of more than three and less than twelve months.
c. Receivables

Receivables are stated at net realisable value, which approximates fair value, after provision for
doubtful and uncollectible debts. It can also include amounts due from other NATO entities and/or
staff members.

Contributions receivable are recognized when a call for contribution has been issued to the
member nations.

d. Inventories

The STO assesses inventories under IPSAS 12 and the outcome of this assessment is that the value
of the inventories is immaterial both in value and nature of the items. Consequently, inventory is
fully expensed on receipt.

e. Prepayments

Prepayments are mainly in respect of advance payments made to third parties.

f.  Property, Plant and Equipment (PP&E)

Property, plant and equipment, with the exception of land, are stated at cost less accumulated
depreciation and accumulated impairment losses.

Depreciation is recognized so as to write off the cost of the assets less their residual values over
their estimated useful lives, using the straight-line method. The estimated useful lives, residual
values and depreciation methods are reviewed at the end of each reporting period, with the effect
of any changes in estimate are accounted for on a prospective basis.

An item of property, plant and equipment is derecognized upon disposal or when no future
economic benefits are expected to arise from the continued use of the asset. Any gain or loss
arising on the disposal or retirement of an item of property, plant and equipment is determined
as the difference between the sales proceeds and the carrying amount of the asset and is
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recognized in the Statement of Financial Performance.

PP&E categories for capitalized assets are listed in the table below:

Category Threshold Depreciation life Method

Installed equipment 30,000 10 Straight line
Vehicles 10,000 5 Straight line
Mission equipment 50,000 3 Straight line
Automated information systems 50,000 3 Straight line

In accordance with the NATO Accounting Framework, PP&E acquired prior to 1 January 2013 has
been fully expensed and the STO does not foresee any grouping of assets.

g. Impairment of tangible assets

At the end of each accounting period, the entity reviews the carrying amounts of its tangible assets
to determine whether there is any indication of impairment. If any such indication exists, the
recoverable amount of the asset is estimated, being the greater of the asset’s fair value less costs
to sell and value in use. Impairment losses, if any, are recognized in the Statement of Financial
Performance.

Liabilities
a. Payables

Payables (including amounts due to other NATO entities) are amounts due to third parties for
goods and services received that remain unpaid at the reporting date. They are recognized at their
fair value. This includes estimates of accrued obligations for goods and services received at year-
end but not yet invoiced.

b. Deferred Revenue

For the common-funded entities, CSO and OCS, deferred revenue represents contributions from
Nations that have been called for current or prior year budgets but for which corresponding
charges will be incurred after the reporting period. Deferred revenue is recognized incrementally
and equally with the depreciation expenses. The reserve for depreciation is the counterpart of the
PP&E and Intangible Assets Net Book Value.

For CMRE, deferred revenue represents revenue from customers for current or prior year activities
for which goods have not been delivered or services have not been rendered at year-end.

14
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c. Advances

For CSO and OCS, advances are income or contributions from member nations or third parties
called or received, that are related to future year budgets.

For CMRE, advances from customers are either cash received as working capital or result from
advance billing to customers where the rate of expenditure has fallen behind the agreed payment
milestones.

d. Provisions

Provisions are recognized when the entity has a legal or constructive obligation as a result of past
event, and where it is probable that an outflow of resources will be required to settle the
obligation, and where a reliable estimate of the amount of the obligation can be made.

e. Employee benefits

STO employees participate to the Coordinated Pension Scheme or the Defined Contribution
Pension Scheme (DCPS). The STO also contributes to the Retirees’ Medical Claims Fund (RMCF)
that is a reserve to ensure that sufficient resources are available to enable NATO to meet its
obligations under Art 51.2 of the Civilian Personnel Regulations (CPRs).

The assets and liabilities for the above NATO pension schemes and the RMCF are held and
accounted for centrally at NATO International Staff (NATO IS) and therefore are not recognized in
the STO financial statements.

DCPS: The STO contributes a specified percentage of payroll costs to the DCPS. In addition to the
employer’s contribution, a portion of the employees’ salaries is deducted and contributed to the
DCPS. The employer’s contributions are recognized as an expense during the year the services are
rendered and represent the total pension obligation of the STO.

Coordinated Pension Scheme: Employees who have joined NATO before 1 July 2005 are members

of the NATO Coordinated Pension Scheme which is a defined benefit plan. Upon completion of 10
years employment with NATO, the employees are entitled to retirement benefits of 2% per year
of service of final basic salary on attainment of a retirement age of 60. There is no further pension
obligation for the STO, as the future liabilities have been transferred to NATO IS.

Net Assets
Net assets are the residual interest in the assets of the entity after deducting its liabilities.

NATO entities perform their activities on a no profit / no loss basis over the reporting period. However,
this does not prohibit the realisation of an operating surplus or deficit in the financial reporting period.
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Revenue and Expense Recognition
a. Revenue

Revenue is recognized to the extent that it is probable that the economic benefits will flow to the
entity and the revenue can be measured reliably. Revenue includes contributions from Member
Nations and income from customers to fund STO activities.

For common-funded bodies (CSO and OCS), revenue is recognized in the year when these
appropriated funds are used for their intended purpose as envisioned for STO’s programmes.
Unused contributions and other revenue that relate to future periods are deferred accordingly.

For CMRE, revenue is recognized as goods and services are delivered to customers.

Interest income is accrued on a time-basis, by reference to the principal outstanding and at the
effective interest rate applicable.

Bank interests earned and accrued as of 31 December 2018, realised and unrealised exchange rate
revenue, in accordance with IPSAS 4 — Effect of the foreign exchange rate -, are recognized as
financial revenue.

b. Expenses

Expenses are recognized when occurred. Expenses are accrued when goods and services are
received.

Bank charges, realised and unrealized exchange rate losses are recognized as finance costs.

Surplus or Deficit for the Period

For CSO and OCS, no surplus or deficit is recorded because revenue is recognized up to the amount of
the expenses incurred during the year. Any unused contributions and miscellaneous income are
recorded as other current liability (see note 10). This amount represents a liability owed to the funding
nations to be deducted from the contributions called in the following year.

For CMRE, surplus or deficit is recorded because revenue is recognized based on goods and services
delivered to the customers.
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NOTE 1. Cash and cash equivalents

(in euro)
2018 2017
Petty Cash 1,206 2,430
Current accounts 9,282,510 14,097,277
Total 9,283,716 14,099,707

Bank accounts are held in highly liquid non-interest and interest-bearing accounts.

Current bank accounts are held in EUR, GBP and USD.

NOTE 2. Receivables

(in euro)
2018 2017
Contributions receivable from Nations - 38,530
Receivable from non consolidated NATO entities 6,962,044 1,950,930
Receivable from Governments 157,860 164,728
Other Receivables 588,655 1,113,115
Insurance 790,000
Total 8,498,559 3,267,303

Significant receivables from NATO Entities at year-end 2018 include CMRE invoices to NATO HQ SACT
for the 2018 Programme of Work.

Other receivables are mainly invoices to be established for services that have been provided to CMRE
customers at the end of the reporting period.

The insurance reimbursable for NRV alliance repairs is EUR 790,000 and has been recognized based
on an assessment performed and the provision of the insurance coverage (see NOTE 9).

NOTE 3. Prepayments

In addition, STO entities have maintenance contracts that are financed over several fiscal years. The
amount associated with future fiscal years is recorded as a prepayment.
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NOTE 4. Property, Plant and Equipment

STO’s PP&E include mission equipment (maritime vehicles and associated equipment), AlS equipment,
vehicles and installed equipment as well as work in progress.

(in euro)
ELVI L:ispsr:]oennt Equis:asment Vehicles EI:jit:rlrlleec:\t VZ:’;; :'r;ilsn Total
Gross Book Value (1 Jan 2018) 1,896,861 404,826 21,650 2,601,763 1,322,953 6,248,053
Accumulated Depreciation (1,389,953) (325,230) (4,330) (552,251) (2,271,764)
Net Book Value (1 Jan 2018) 506,908 79,596 17,320 2,049,512 1,322,953 3,976,289
Additions in 2018 686,530 104,589 33,958 80,382 905,459
Adjustments in 2018 (54,347) (54,347)
Depreciation in 2018 (519,926) (74,661) (8,854) (260,177) - (863,618)
Net Book Value (31 Dec 2018) 673,512 109,524 42,424 1,789,335 1,348,988 3,963,783
Gross Book Value (31 Dec 2018) 2,583,391 509,415 55,608 2,601,763 1,348,988 7,099,165
Accumulated Depreciation (31 Dec 2018) (1,909,879) (399,891) (13,184) (812,428) - (3,135,382)
Net Book Value (31 Dec 2018) 673,512 109,524 42,424 1,789,335 1,348,988 3,963,783

The depreciation charge for the year 2018 was EUR 863,618 (2017 EUR 753,297)

Write Off

In accordance with the NATO Financial Regulations (NFRs Art. 17.1 and 17.4), a global statement of
amounts written-off shall be reported in the annual financial statements.

In 2018, CSO and CMRE wrote-off property with a Net Book Value of nil.

STO - Assets purchased prior to the implementation of the NATO Accounting Framework

CSO owns one staff car purchased before 1 January 2013.

CMRE owns around 100 assets purchased prior to the implementation of the NATO accounting
framework (1 January 2013).

e Vessels (custodian is Headquarter, Supreme Allied Command Transformation HQ SACT)
— The NRV Alliance
— The CRV Leonardo
e [T Equipment
— Disaster recovery
— Satellite communication system
— Various workstations and servers
e Mission Equipment
— Multiple types of autonomous vehicles
— Towed acoustics arrays
— Multiple types of sonar
e Vehicles (car and forklift)
e Machinery
— Shredding machine

18
NATO UNCLASSIFIED



NATO UNCLASSIFIED ANNEX 1
STO-0CS(2019)0018

e Installed Equipment
— Air condition systems for the new and old building

— Uninterrupted Power Supply (UPS) systems
— TVclosed circuit system

The premises of the three entities are generally provided by the Host Nation at no cost or at a nominal
charge. Leaseholds improvements done post 1 January 2013 are capitalized in accordance with the

STO accounting policies.

NOTE5. Payables

(in euro)
2018 2017
Payables to Suppliers 2,884,313 1,936,494
Accruals for Goods and Services 693,445 937,560
Accruals for Untaken Leave 511,169 650,572
4,088,927 3,524,626

Total

Payables are short-term (less than one year) liabilities to third parties directly related to the activities
and operations of the STO.

The average credit period on purchases is 30 days. STO has financial risk management policies in place
to ensure that all payables are paid within the pre-agreed credit terms.

Untaken leave is recognized as a short-term employee benefit where these benefits are expected to
be settled totally within 12 months after the end of the annual reporting period in which the
employees render the related employment service. Untaken leave is measured on an undiscounted
basis using remuneration rates in force on the last day of the reporting period.

NOTE 6. Deferred revenue
The deferred revenue at year-end 2018 is related to Programme of Work activities and associated

commitments not fully delivered by suppliers at 31 December 2018 due to delays from contractors
unable to fulfil their deliveries as planned
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NOTE 7. Advances

(in euro)
2018 2017
From customers 1,646,118 853,379
Contributions 1,750,000 1,650,000
Other 2,421 32,110
Total 3,398,539 2,535,489

Advances from contributions are related to cash called from the Nations for the following financial
year. This is only applicable to the common-funded organizations (CSO and OCS).

NOTE 8. Cash advance

Advances are received from another NATO entity to bridge the cash shortage due to the late payment
of calls for contribution, at no cost.

NOTE 9. Provision

Insurance
Balance at 1 January 2018 -
Addition provision in the year 1,115,000
Provision used during the course of the year (103,000)
Balance at 31 December 2018 1,012,000

A provision has been recorded for the cost to repair the NATO Research Vessel ALLIANCE. In the fourth
quarter of 2018, ALLIANCE suffered damage to the Number 2 Main Propulsion Generator and the Gas
Turbine propulsion Generator. Based on an assessment performed in the fourth quarter of 2018,
repairs will be undertaken in the first quarter of 2019 at an estimated cost of EUR 1,115,000. An
amount of EUR 103,000 has been already paid, therefore the net provision that has been recorded is
EUR 1,012,000. As the vessel is insured against such events, the CMRE estimates that an insurance
compensation of EUR 790,000 should be received (see NOTE 2).
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NOTE 10. Other current liabilities

Other current liabilities are mainly lapses from budget authorizations unspent during the financial year
and miscellaneous income to be returned to the Nations.

NOTE 11. Deferred Revenue - Non-current liabilities
The deferred revenue for the capitalization of PP&E of the common funded entities (CSO and OCS)
represents depreciation not yet expensed. The revenue is recognized in the year of depreciation
expense..

NOTE 12. Retained Earnings

The loss of the period (EUR 536,396) reduced the retained earnings, which are allocated as follows:

Commitments Depreciation Vessels Net Equity = General

Reserve Obllilg;?izlns Reserve Reserve Fund Reserve Total

Net Equity 31st December 2017 2,571,696 3,768,743 1,115,486 3,500,000 2,612,206 13,568,131

Net change in Vessels Reserve (500,486) (500,486)
Net change in PPE (78,676) (78,676)
Net change in Commitment (1,251,012) (1,251,012)
Net change in General Reserve - 1,293,778 1,293,778
Net Equity 31st December 2018 1,320,684 3,690,067 615,000 3,500,000 3,905,984 13,031,735

Commitments

The reserve for commitments represents the value of orders for goods and services placed in one fiscal
year, but neither received nor invoiced until the following fiscal year(s).

Depreciation Reserve
The depreciation reserve represents the NBV of assets and a source of future depreciation expense.
Vessels Reserve

The reserve is used to accumulate resources in current periods to fund future, major vessel upkeep
projects. NRV Alliance undergoes one major and one minor upkeep period in a five year period.

The balance of EUR 1,115,486 has been used for the 2018 dry dock and an amount of 615,000 has
been retained in the reserve in anticipation of the 2021 dry dock.

Net Equity Fund (NEF)

The STO Charter states that the governing board may establish a Net Equity Fund (NEF) to facilitate
the CMRE operations (C-M(2012)0046 articles 23.3 and 24.1). The fund was established to provide
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liquidity for projects, to act as a buffer for project gains and losses, and to be a source of funds for
investments.
General Reserve

This represents accumulated surpluses (retained earnings) available for allocation in subsequent
financial periods.
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(in euro)
2018 2017
Revenue from Contributions 6,707,176 6,625,298
Revenue from Services 27,347,905 25,561,832
Financial Revenue 18,084 22,043
34,073,165 32,209,173

Total

Revenue recognition is based on the STO accounting policies outlined at page 17.

NOTE 14. Expense

Personnel expenses

Personnel expenses include civilian and military personnel expenses as well as other non-salary
related expenses. The amounts include expenses for salaries and emoluments for approved NATO
civilian and temporary personnel, for other salary related and non-related allowances including

overtime, medical examinations,

consultants and training.

The personnel establishments (PE) of the STO entities are shown in the table below.

recruitment, installation, and removal and for contracted

|Personne| Establishment PE - Authorized PE - Filled

Mil Civ Total Mil Civ Total
CSO 14 35 49 10 31 41
OoCs 4 5 2 4
CMRE - Customer Funded positions 9 0 7
|Internationa| Manpower Celling 27 40 67 19 35 54
CMRE - Customer Funded positions 169 169 131 131
Voluntary National Contributions 2 2
|Tota| 27 209 236 21 166 187

The figure above reflects the number of filled positions on 31 December 2018.
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2018 2017
Basic Salary 12,179,179 11,931,476
Allowances 2,405,975 2,194,356
Post-employment Benefits 832,600 212,749
Employer's Contrib. to Insurance 1,173,857 1,121,244
Total 16,591,611 15,459,825
Untaken Leave
The balance of untaken leave as of 31 December 2018 is shown below:
2018 2017
Entity (in days)
oCS 23.0 155
CSO 239.0 2195
CMRE 1,682.5 2,006.0
Total 1,944.5 2,241.0

Contractual supplies and services expenses

Supplies and Services include expenses required for STO activities: general administrative costs,

maintenance costs of buildings/grounds, communications and information systems, transportation,

travel expenses, representation/hospitality and miscellaneous expenses.
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NOTE 15. Contingent liabilities

Contingent Liabilities have been determined under the criteria set out in IPSAS 19 and are based on
the realistic and prudent estimates of the expenditure required to settle future legal obligations.

In 2016, the Italian authorities re-issued a claim to the CMRE for contributions to the Italian National
Health System. The claim covers all NATO entities in Italy, and dates back to the 1980’s. The NATO HQ
legal services are aware of this matter, and the claims are suspended pending resolution of the issue
between NATO and Italy.

As of the date of the Financial Statement the CMRE is not aware that the claim will be substantiated,
and can make no estimate as to when this case will be resolved. There is a remote possibility of a
future obligation and the CMRE assessment is that no settlement will be made.

NOTE 16. Segment Reporting

In accordance with IPSAS 18, the STO discloses segment information for its three executive bodies as
provided in the STO Charter: CSO, CMRE and OCS (detailed in Appendix 1).

The segment reporting includes the Statement of Financial Position, Performance and Budget
Execution. CMRE does not report the Budget Execution Statement because the entity is customer
funded.
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NOTE 17. Related parties

The key management personnel of the STO, and the STB National Representatives, have no significant
known related party relationships that could affect the operations of the STO. However, the STO
Financial Controller is also the Financial Controller of the NATO Defence College (NDC) and the
International Military Staff (IMS). The STO, IMS and NDC are therefore related parties.

Key management personnel include the following officials:

Science & Technology Board e NATO National Representatives on STB
Office of the Chief Scientist e NATO Chief Scientist
Centre for Maritime Research e CMRE Director
and Experimentation e CMRE Chief Operating Officer & Deputy Director
Collaborative Support Office e (CSO Director
e (SO Deputy Director

Compensation of key management personnel

STO Board members receive no remuneration or access to preferential benefits such as the
entitlement to receive loans from NATO for their Board responsibilities.

STO key management personnel are remunerated in accordance with the published NATO salary
scales. The compensation consists of basic salary, various allowances, health insurance, pension plan
and other benefits as agreed with each Host Nation.

2018 2017
Basic salaries 431,001 436,400
Allowances 70,594 66,264
Post-employment benefits 50,253 52,368
Employer’s contribution to Insurance 51,278 55,433
Total 603,126 610,465

Representation Allowance

The Heads of the STO Executive Bodies are entitled to and receive Representation Allowance for
establishing and maintaining relationships of value for their organizations. In 2018, the total amount
of Representation Allowance spent in accordance with the NATO Guidelines® was EUR 11,434,

1 PO(2016)0100 dated 20 December 2016
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NOTE 18. Events after reporting date

On the date of signing of these accounts there has been no material event, favourable or unfavourable
incurred between the year-end and the date when the Financial Statements have been authorized for
issue that would have affected these statements.

NOTE 19. Morale & Welfare activities

Morale and Welfare Activities (MWA) such as sport, community service, retail and concessionary
activities are conducted by the CMRE.

In accordance with the NATO Accounting Framework, these activities shall not be consolidated into
the respective financial statements of NATO reporting entities.
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APPENDIX 1 - TO THE NOTES TO THE FINANCIAL STATEMENTS

Segment Reporting

COLLABORATIVE SUPPORT OFFICE
STATEMENT OF FINANCIAL POSITION

as at 31 December 2018

(inEUR)
2018 2017
Notes
Assets
Current assets
Cash and cash equivalents 1 1,726,823 3,439,291
Receivables 2 319,076 291,415
Prepayments 3 80,448 49,044
2,126,347 3,779,750
Non-current assets
Property, plant & equipment 4 273,715 207,547
273,715 207,547
Total assets 2,400,062 3,987,297
Liabilities
Current liabilities
Payables 5 374,874 201,093
Deferred revenue 6 246,442 19,056
Advances 7 1,502,421 1,532,111
Cash advance 8 - 2,000,000
Provisions 9 - -
Other current liabilities 10 2,610 27,490
2,126,347 3,779,750
Non-current liabilities
Deferred revenue 11 273,715 207,547
. Z’ns 207547
Total liabilities 2,400,062 3,987,297
Surplus/Deficit - -
Retained earnings 12 - -
Total net assets - -
Total net assets and liabilities 2,400,062 3,987,297
28
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COLLABORATIVE SUPPORT OFFICE

STATEMENT OF FINANCIAL PERFORMANCE

for the year ended 31 December 2018
(in EUR)

Notes

Revenue 13
Revenue
Financial revenue

Total revenue

Expenses 14
Personnel

Contractual supplies and services

Depreciation and amortization

Finance costs

Total expenses

Surplus/(Deficit) for the period

29

2018

5,781,191
5,646

5,786,837

3,735,538
2,017,831
27,822
5,646

5,786,837
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2017

5,751,804
5,237

5,757,041

4,086,220
1,638,215
27,369
5,237

5,757,041



CENTRE FOR MARITIME RESEARCH & EXPERIMENTATION

as at 31 December 2018
(in EUR)

Assets

Current assets

Cash and cash equivalents
Receivables

Prepayments

Non-current assets
Property, plant & equipment

Total assets

Liabilities

Current liabilities
Payables

Deferred revenue
Cash advance

Loans

Provisions

Other current liabilities

Non-current liabilities

Deferred revenue

Total liabilities

Surplus/Deficit
Retained earnings

Total net assets

Total net assets and liabilities

NATO UNCLASSIFIED

STATEMENT OF FINANCIAL POSITION

2018
Notes

1 7,276,892
2 8,178,499
3 254,473
15,709,864
4 3,690,067
3,690,067
19,399,931
5 3,710,078

6 -
7 1,646,118

8 -
9 1,012,000

10 -
6,368,196

11 -
6,368,196
(536,396)
12 13,568,131
13,031,735
19,399,931
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2017

10,292,459
2,936,610
487,826

13,716,895

3,768,742

3,768,742

17,485,637

3,022,350

853,378

41,778

3,917,506

3,917,506

1,053,674
12,514,457

13,568,131

17,485,637



CENTRE FOR MARITIME RESEARCH & EXPERIMENTATION
STATEMENT OF FINANCIAL PERFORMANCE

for the year ended 31 December 2018
(inEUR)

Revenue
Revenue
Financial revenue

Total revenue

Expenses

Personnel

Contractual supplies and services
Depreciation and amortization
Finance costs

Total expenses

Surplus/(Deficit) for the period

NATO UNCLASSIFIED

2018
Notes

13

27,347,905
12,438

27,360,343

14

13,333,632
13,658,572
835,796
68,739

27,896,739

(536,396)
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2017

25,561,832
16,806

25,578,638

13,586,316
10,103,307
725,928
109,413

24,524,964

1,053,674



as at 31 December 2018
(in EUR)

Assets

Current assets

Cash and cash equivalents
Receivables

Prepayments

Non-current assets
Property, plant & equipment

Total assets

Liabilities

Current liabilities
Payables

Deferred revenue
Advances

Cash advance
Provisions

Other current liabilities

Non-current liabilities

Deferred revenue

Total liabilities

Surplus/Deficit

Retained earnings

Total net assets

Total net assets and liabilities

NATO UNCLASSIFIED

OFFICE OF THE CHIEF SCIENTIST
STATEMENT OF FINANCIAL POSITION

Notes

10

11

12

32

2018

280,002
984
26,612

307,598

307,598

3,974

250,000

307,598

307,598

NATO UNCLASSIFIED

ANNEX 1
STO-0CS(2018)0021

2017

367,957
39,278
43,963

451,198

451,198

301,183

150,000

451,198

451,198
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OFFICE OF THE CHIEF SCIENTIST
STATEMENT OF FINANCIAL PERFORMANCE

for the year ended 31 December 2018

(in EUR)
2018 2017

Notes
Revenue 13
Revenue 925,985 873,494
Financial revenue - -
Total revenue 925,985 873,494
Expenses 14
Personnel 839,463 822,288
Contractual supplies and services 86,522 51,206
Depreciation and amortization - -
Finance costs - -
Total expenses 925,985 873,494

Surplus/(Deficit) for the period - -

Budget Execution Statement

For the common funded elements of the STO, expenses are presented on a different basis in the
statement of financial performance when compared to the budget execution statement: the
statement of financial performance includes finance costs, and the PP&E depreciation expenses,
whereas the purchasing costs of PP&E are recognised in the budget execution statement.

The following table is a reconciliation of actual budget amounts per the budget execution statement
to actual expenses per the statement of financial performance:

OFFICE OF CHIEF SCIENTIST

STATEMENT OF BUDGET EXECUTION AS AT 31 DECEMBER 2018

Final Budget | Commitments Expenses Total Spent Carry Lapsed
EURO Forw ard

BUDGET 907 (OCS) 2018

Chapter 71 892,675 - 839,463 839,463 - 53,212
Chapter 72 86,895 - 86,522 86,522 - 373
Chapter 73 - - - - - -
TOTAL BUDGET 907 (OCS) 979,570 - 925,985 925,985 - 53,585
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COLLABORATIVE SUPPORT OFFICE

STATEMENT OF BUDGET EXECUTION AS OF 31 DECEMBER 2018

ANNEX 1
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EURO Final Budget Commitments Expenses Total Spent | Carry-Forward Lapsed

BUDGET 908 (CS0O) 2018
Chapter 71 3,738,114 2,576 3,735,538 3,738,114 2,576 -
Chapter 72 2,165,278 85,866 2,079,171 2,165,037 85,866 241
Chapter 73 171,608 158,000 13,608 171,608 158,000 -
TOTAL 6,075,000 246,442 5,828,317 6,074,759 246,442 241
BUDGET 908 (CS0) 2017
Chapter 71 - - - - - -
Chapter 72 19,056 - 19,042 19,042 - 14
Chapter 73 - - - - - -
TOTAL 19,056 - 19,042 19,042 - 14
TOTAL BUDGET 908 (CSO) 6,094,056 246,442 5,847,359 6,093,801 246,442 255
Budget Execution vs Financial Performance

COLLABORATIVE SUPPORT OFFICE

(in euro)

Expenses Actuals

Personnel 3,735,538

Supplies and Services 2,098,214

Capital and Investments 13,608

Total Expenses as per Budget Execution 5,847,360

Property Plant and Equipment capitalized

(Recognition from Capital and Investments) (93,991)

Depreciation 27,822

Financial Costs 5,646

Total Expenses as per Financial Performance 5,786,837
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For OCS there are no differences between the Budget Execution and the Financial Performance
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