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PUBLIC DISCLOSURE NOTICE 
 

Public Disclosure of Current NATO Information 

IBAN Audits of Financial Statements of  

the New NATO Headquarters 

 
Reference:  (a) C-M(2018)0076-AS1 
   
   
 

1. On 21 December 2018, the Council approved, under silence procedure in reference 
(a), the public disclosure of the Resource Policy and Planning Board (RPPB) report 
attached to C-M(2018)0076, the redacted 2017, 2016 and 2015 financial 
statements of the new NATO Headquarters and the associated IBAN audit reports 
(IBA-A(2018)0092; IBA-A(2018)0008, and IBA-A(2018)0007). 
    
 

 
 
 
 

(Signed) 
Ineke Deserno 
NATO Archivist 
 
 
 

 
 

 Action Officer: Nicholas Nguyen 
Original: English 
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RESOURCE POLICY AND PLANNING BOARD 
 

IBAN AUDIT ON THE 2017, 2016 AND 2015 FINANCIAL STATEMENTS OF THE NEW 
NATO HEADQUARTERS (NNHQ) 

 
ACTION SHEET 

 
Note by the Secretary 

 
 
 On 10 December 2018, under the silence procedure, the RPPB approved the report 
at Annex 1 to AC/335-N(2018)0050 for consideration by the Council. 
 
 
 
 
 

(Signed) L. HAYES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Note: This Action Sheet is part of and should be attached to the subject Notice as the top sheet. 

 
  
  
 Original: English 
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RESOURCE POLICY AND PLANNING BOARD 
 

IBAN AUDIT ON THE 2017, 2016 AND 2015 FINANCIAL STATEMENTS OF THE NEW 
NATO HEADQUARTERS (NNHQ) 

 
Note by the Chairman 

 
 
1. I attach a draft RPPB report on the International Board of Auditors for NATO (IBAN) 
audits of the 2017, 2016 and 2015 financial statements of NNHQ.  The IBAN audits set out 
unqualified opinions on both the 2017 financial statements and compliance for NNHQ and 
qualified opinions on the financial statements and compliance for financial years 2015 and 
2016.   
 
2. I do not believe this report requires formal discussion in the RPPB.  Agreement to 
this report will therefore be assumed unless comments to the contrary are received by 17:00 
on Monday 10 December 2018 after which it will be submitted to Council for notation and 
approval of the RPPB’s recommendations on public disclosure.  
 
 
 
 
 

(Signed) Marek Powalski 
 
 
 
 
 
 
 
 
 
 

  
  
1 Annex Action Officer: R. Green, Ext. 4324 
 Original: English 
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IBAN AUDIT ON THE 2017, 2016 AND 2015 FINANCIAL STATEMENTS OF THE NEW 
NATO HEADQUARTERS (NNHQ) 

 
Report by the Resource Policy and Planning Board (RPPB) 

 
References: 
A. IBA-A(2018)0092 IBAN Audit on the 2017 Financial Statements of NNHQ 
B. IBA-A(2018)0008 IBAN Audit on the 2016 Financial Statements of NNHQ 
C. IBA-A(2018)0007 IBAN Audit on the 2015 Financial Statements of NNHQ 
 
INTRODUCTION 
 
1. This report covers the audits of the 2017, 2016 and 2015 financial statements of 
NNHQ submitted by the IBAN (reference A-C) which set out unqualified opinions on the 
financial statements and compliance for financial year 2017 and qualified opinions on the 
financial statements and compliance for financial years 2015 and 2016. 
 
OBSERVATIONS 
 
2. 2017 Audit Report: The IBAN found that significant progress was made by NNHQ 
in 2017: only one observation was identified by IBAN and all four observations from previous 
years were settled.  The new observation in 2017 was that estimates of accrued expenses 
provided by Belgium’s Project Management Team (PMT) were unreliable.  The IBAN noted 
the amount initially reported by the PMT, €40.8 million of expenses incurred during 2017, 
but not yet billed to NNHQ, was incorrect.  The amount was later reduced by the PMT to 
€28.8 million and corrected by the International Staff (IS) Office of the Financial Controller 
(OFC).  The IBAN recommends the OFC obtain supporting documentation to substantiate 
the estimates of accrued expenses provided by the PMT.   
 
3. The IS FC projects this observation will be settled with the issuance of the 2018 
financial statements. 
 
4. 2016 and 2015 Audit Reports: The IBAN did not identify any new observations in its 
audit on the 2016 financial statements.  The audit opinion on the 2016 restated financial 
statements was qualified due to the lack of reliability and comparability of the 2015 financial 
data included in the 2016 financial statements.  Four observations remained outstanding 
and two of these continued to impact the audit opinion on compliance.  The IS Financial 
Controller agreed with all the recommendations proposed by the IBAN.   
 
4.1. During the audit on the 2015 financial statements the IBAN made five observations; 
one of which affected the audit opinion on both the financial statements and on compliance; 
three other observations impacted the audit opinion on compliance; and one observation did 
not impact the audit opinion.  
 
4.2. The main problem the IBAN encountered during the audit on the 2015 financial 
statements, and the observation that impacted the audit opinion on the financial statements 
and on compliance, was the inability to obtain sufficient and appropriate audit evidence to 
enable the IBAN to conclude that the financial statements were free from material 
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misstatement.  The IBAN also found material differences between the financial statements 
and the balances reported in the new Enterprise Resource Planning (ERP) system that was 
just being introduced by the IS at the time.  The IBAN was provided with better details and 
information for the 2016 financial statements but highlighted that problems remained with 
the lack of full transparency and availability of the accounting data for all accounting 
transactions in the ERP system.  In particular, the IBAN found that there was no multi-level 
review process to ensure overall quality of the financial statements and their compliance 
with applicable reporting frameworks. 
 
4.3. The specific accounting issues identified by the IBAN in the audit on the 2015 
financial statements were largely due to challenges encountered during the first months of 
use of the new ERP system.   The issues identified by the IBAN were taken into account by 
the IS OFC and adjustments were made in 2016 and 2017.   
 
4.4. The IBAN identified three observations that impacted the audit opinion on 
compliance on the 2015 financial statements.  Firstly, the financial statements were not 
issued within the timeframe required in the NATO Financial Regulations.   The 2016 financial 
statements were also issued late.  Secondly, no statement of internal control (SIC) was 
issued with the 2015 financial statements; this observation was settled as a SIC was issued 
with the 2016 financial statements.  Thirdly, the IBAN found the IS did not perform monthly 
reconciliations of cash balances between the accounting system and bank statements 
during 2015; this continued to be an audit observation and a basis for qualification on 
compliance on the 2016 financial statements.   
 
4.5. Additionally, the IBAN found significant delays in providing required information for 
the conduct of the audit.  This observation did not impact the audit opinion. 
 
DISCUSSION 
 
5. The RPPB is pleased with the progress made by NNHQ from 2015 to 2017.  The IS 
OFC has come a long way: implementing the ERP system, training and recruiting the 
appropriate staff, and effectively updating the financial reporting processes.  The RPPB 
notes the improvements made in several areas in comparison with the weaknesses outlined 
in the audits on the 2015 and 2016 financial statements (reference B and C).   
 
CONCLUSION 
 
6. The issues identified by the IBAN in their audit on the 2015 and 2016 financial 
statements of the New NATO Headquarters were primarily due to challenges involved in 
ERP implementation and persistent staffing issues in the Office of the Financial Controller.  
The challenges associated with ERP implementation were steadily addressed.  No new 
audit issues were identified by the IBAN in the 2016 financial statements which present fairly 
the financial position of the New NATO Headquarters as of 31 December 2016, and of its 
financial performance and its cash flows for the year ended.  One new observation was 
identified in 2017, but it did not impact the audit opinion and was largely out of the control of 
the Office of the Financial Controller.  The IBAN issued NNHQ unqualified opinions on the 
financial statements and on compliance for financial year 2017. 
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RECOMMENDATIONS 
 
7. The RPPB recommends that Council: 
 
7.1. note the IBAN reports at references A-C; 
 
7.2. endorse the conclusion at paragraph 6; and, 
 
7.3. agree to the public disclosure of this report, the redacted 2017, 2016 and 2015 
financial statements of NNHQ and associated IBAN audit reports.   
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IBA-A(2018)0092 

27 August 2018 
 
 
 
To: Secretary General 
 (Attn: Director of the Private Office) 
 
Cc: Assistant Secretary General, Executive Management Division 
 Financial Controller, International Staff (IS) 
 Chairman, Resource Policy & Planning Board (RPPB) 
 Branch Head, Plans and Policy Branch, NATO Office of Resources (NOR) 
 Private Office Registry 
  
 
Subject: International Board of Auditors for NATO (Board) Auditor’s Report and 

Letter of Observations and Recommendations on the audit of the New 
NATO Headquarters (NNHQ) Restated Financial Statements for the year 
ended 31 December 2017 - IBA-AR(2018)0026 

 
 The Board submits herewith its approved Auditor’s Report (Annex 2) and Letter 
of Observations and Recommendations (Annex 3) with a Summary Note for distribution to 
the Council (Annex 1).  
 
 The Board’s report sets out an unqualified opinion on the restated financial 
statements of the New NATO Headquarters and on compliance for the financial year 2017. 
 
  Yours sincerely, 

 
 

(Signed) Hervé-Adrien Metzger 
Chairman 

 
 
 
 
 
 
 
 
Attachments: As stated above. 



NATO UNCLASSIFIED 
 

ANNEX 1 
IBA-AR(2018)0026 

 

NATO UNCLASSIFIED 
1-1 

Summary Note for Council 
by the International Board of Auditors for NATO (Board) 
on the audit of the Restated Financial Statements of the 

New NATO Headquarters (NNHQ) 
for the year ended 31 December 2017 

 
  

At the Washington Summit, in April 1999, the Heads of State and Government of NATO 
countries formally decided to build a new NATO Headquarters in Brussels to meet the 
Alliance’s needs in the twenty-first century. The North Atlantic Council, upon 
recommendation of the Civil Budget Committee, approves the budget for the new NATO 
Headquarters. It is funded from national contributions based on a specific cost-share 
agreement among the NATO nations.  
 
The total overall budget is EUR 1.179 billion  
 
Budget authorisations for 2017 totalled EUR 148.5 million, of which EUR 86.2 million 
relates to the 2017 budget and EUR 62.4 million relates to credits brought-forward from 
prior year budgets.   
 
The total valuation of the New NATO Headquarters under construction as of 31 December 
2017 was recorded for an amount of EUR 1,060 million. 
 
The Board issued an unqualified opinion on the New NATO Headquarters Restated 
Financial Statements and on compliance for the year ended 31 December 2017.  
 
During the audit, the Board made one observation with recommendation. This 
observation does not impact the audit opinion. 
 

1. Unreliable estimate of accrued expenses from Host Nation. 

The Board also followed up on the status of observations from previous years’ audits and 
noted that all observations were settled. 
 
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations 
(Annex 3) were issued to the International Staff, who had no factual or formal comments. 
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27 August 2018 
 
 
 
 

 
INTERNATIONAL BOARD OF AUDITORS FOR NATO 

 
 
 

AUDITOR’S REPORT ON THE RESTATED FINANCIAL STATEMENTS OF THE 
 
 

THE NEW NATO HEADQUARTERS 
 

(NNHQ) 
 
 

FOR THE YEAR ENDED 31 DECEMBER 2017 
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS 
FOR NATO TO THE NORTH ATLANTIC COUNCIL 

 
 
Report on the Restated Financial Statements 
 
The International Board of Auditors for NATO (Board) audited the accompanying 
Restated Financial Statements of the New NATO Headquarters (NNHQ), which 
comprised the Statement of Financial Position as at 31 December 2017, the Statement 
of Financial Performance, the Statement of Change in Net Assets and the Cash Flow 
Statement for the year then ended, and a summary of significant accounting policies and 
other explanatory notes.  The Board also audited the Budget Execution Statement for the 
year ended 31 December 2017.   
 
Management’s Responsibility for the Financial Statements 
 
Management is responsible for the preparation and fair presentation of these Financial 
Statements in accordance with the NATO Accounting Framework and the requirements 
of the NATO Financial Regulations as authorized by the North Atlantic Council (NAC).  
This responsibility includes the design, implementation and maintenance of internal 
control relevant to the preparation and presentation of financial statements that are free 
from material misstatement, whether due to fraud or error. 
 
Auditor’s Responsibility  
 
Our responsibility is to express an opinion on these Financial Statements based on our 
audit, which is conducted in accordance with our Charter and international standards on 
auditing. Those standards require that we comply with ethical requirements and plan and 
perform the audit to obtain reasonable assurance about whether the financial statements 
are free from material misstatement. 
 
An audit involves performing procedures to obtain evidence about the amounts and 
disclosures in the financial statements.  The procedures selected depend on the auditor's 
judgment, including the assessment of the risks of material misstatement of the Financial 
Statements, due to fraud or error.  In making those risk assessments, internal control 
relevant to the entity's preparation and presentation of Financial Statements is considered 
in order to design audit procedures that are appropriate in the circumstances, but not for 
the purpose of expressing an opinion on the effectiveness of internal control.   An audit 
also includes evaluating the appropriateness of accounting policies used, the 
reasonableness of accounting estimates made by management, as well as evaluating the 
overall presentation of the Financial Statements. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion. 
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Opinion on Restated Financial Statements 
 
In our opinion, the restated financial statements present fairly, in all material respects, the 
financial position of NNHQ as at 31 December 2017, and of its financial performance and 
its cash flows for the year then ended in accordance with the NATO Accounting 
Framework.  
 
Report on Compliance  
 
Management’s Responsibility for Compliance 
 
In addition to the responsibility for the preparation and presentation of the Financial 
Statements described above, management is also responsible for ensuring that the 
financial transactions and information reflected in the financial statements are in 
compliance with the NATO Financial Regulations and the NATO Civilian Personnel 
Regulations as authorized by the North Atlantic Council (NAC).     
 
Auditor’s Responsibility 
 
In addition to the responsibility to express an opinion on the Financial Statements 
described above, our responsibility includes expressing an opinion on whether the 
financial transactions and information reflected in the financial statements are, in all 
material respects, in compliance with the NATO Financial Regulations and the NATO 
Civilian Personnel Regulations. This responsibility includes performing procedures to 
obtain reasonable assurance about whether the funds have been used for the settlement 
of authorized expenditure and whether their operations have been carried out in 
compliance with the financial and personnel regulations in force.  Such procedures 
include the assessment of the risks of material non-compliance. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion.   
 
Opinion on Compliance 
 
In our opinion, in all material respects, the financial transactions and information reflected 
in the restated financial statements are in compliance with the NATO Financial 
Regulations and the NATO Civilian Personnel Regulations. 
 

Brussels, 27 August 2018 
 
 

 

(Signed) Hervé-Adrien Metzger 
Chairman
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27 August 2018 
 
 
 
 
 

INTERNATIONAL BOARD OF AUDITORS FOR NATO 
 
 
 

LETTER OF OBSERVATIONS AND RECOMMENDATIONS 
 

FOR THE NEW NATO HEADQUARTERS 
 

(NNHQ) 
 
 

FOR THE YEAR ENDED 31 DECEMBER 2017 
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Introduction 
 
The International Board of Auditors for NATO (Board) audited the New NATO 
Headquarters (NNHQ) Restated Financial Statements for the year ended 31 December 
2017, and issued an unqualified opinion on the financial statements and on compliance. 
 
 
Observation and Recommendation 
 
The Board’s audit resulted in one observation and recommendation. 
 
This observation does not impact the audit opinion: 
 

1. Unreliable estimate of accrued expenses from Host Nation. 

 

The Board also followed up on the status of the observations from the previous year’s 
audit and found that all four observations were settled.  
 
The Board also issued a Management Letter (reference IBA-AML(2018)0014) to the 
Assistant Secretary General Executive Management Division of the International Staff 
with observations for management’s attention. 
 
This Letter of Observations and Recommendations was formally cleared with the 
International Staff who had no factual or formal comments. 
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OBSERVATION AND RECOMMENDATION 
 
1. UNRELIABLE ESTIMATE OF ACCRUED EXPENSES FROM HOST NATION 
 
Reasoning 
 
1.1 According to Article 34 of the NATO Financial Regulations (NFRs), NATO bodies 
shall prepare financial statements on an accrual basis of accounting. Appropriated funds 
which were committed and for which goods and services were rendered, but the invoice 
was not received by the end of the financial year, shall be recorded as an accrued liability 
and the commitment shall be reduced.  
 
1.2 For the NNHQ, accrued expenses relates to work completed up to 31 December 
2017 under the responsibility of the Host Nations - Belgium and its Project Management 
Team (PMT) and the NATO Communication Information Agency (NCIA).  
 
1.3 For Financial purposes, Host Nations must provide to the International Staff (IS) 
an estimate of expected invoices for work completed in 2017 but not yet invoiced and 
paid.  
 
Observation 
 
1.4 In its annual letter, dated 21 March 2018, PMT reported a total amount of EUR 
40.8 million related to invoices to be received for work completed before 31 December 
2017 (construction work, Audio-visual equipment etc.). A total amount of EUR 40.8 million 
of accrued expenses was recorded as part of the value of assets under construction in 
the 2017 NNHQ Financial Statements. 
 
1.5 The Board found that as of March 2018, an amount of only EUR 2.3 million was 
invoiced related to work completed in 2017. Three months later, as of end of June 2018, 
the total invoices paid for 2017 work amounted to EUR 15.5 million. This led to an 
overestimation of accrued expenses by EUR 25.3 million. 
  
1.6 Following the Board’s concern over the lack of substantiated, auditable 
documentation for the initial estimated figure of EUR 40.8 million, the PMT reduced the 
estimated amount of accrued expenses from EUR 40.8 million to EUR 28.8 million. 
Therefore, the IS issued Restated NNHQ Financial Statements on 18 July 2018 
(FC(2018)0049-REV2). 
 
Recommendation 
 
1.7 The Board recommends the IS obtains documentation and substantiation for the 
estimates of accrued expenses provided by the PMT.  
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS 
 
The Board reviewed the status of the observation and recommendation arising from the 
previous report.  The observation and its status are summarised in the table below. 
 

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS 

(1) NEW NHQ FY 2015   
IBA-AR(2017)28, paragraph 1 
 
INABILITY TO OBTAIN SUFFICIENT 
APPROPRIATE AUDIT EVIDENCE 
 
Board’s recommendation 
The Board recommends using a trial balance, 
generated by the ERP system, as a main 
source for the preparation of the financial 
statements. The preparer of the financial 
statements should keep detailed supporting 
working papers in order to be able to support 
any balance presented or information disclosed 
in the financial statements (e.g. EUR 280.7 
million balance in Note 16 to the financial 
statements).  Moreover, the IS must be able to 
provide for each asset / liability account in the 
ERP system a breakdown of detail in order to 
properly follow-up the balance. 
 
The Board recommends improving the 
transparency and availability of the accounting 
data by recording all individual accounting 
transactions in the ERP system and using 
standard workflows for routine transactions.  In 
situations when aggregated data is entered in 
the accounting program, underlying supporting 
details (summaries, listings, calculations, etc.) 
should be available within the ERP and should 
be subject to proper verification and approval 
within the system. 
 
The Board recommends implementing the 
multi-level financial statements review process 
in order to ensure the overall quality of the 
issued financial statements and their 
compliance with applicable reporting 
frameworks.   
 
 
 
 
 
 
 
 
 

  
 
 
 
 
 
 
Better details and information 
was provided for the 2017 
Financial Statements.  
 
The Board found documented 
multi-level review process to 
ensure overall quality of the 
financial statements and their 
compliance with applicable 
reporting frameworks.  
 
Some transactions were  
related to the clean-up of 2016 
financial year, but with clear 
explanation and/or justification. 
  
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
Observation 
Settled. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS 

(2) NEW NHQ FY 2015   
IBA-AR(2017)28, paragraph 2 
 
LATE ISSUANCE OF THE FINANCIAL 
STATEMENTS 
 
Board’s recommendation 
The Board recommends that, in future, the 
financial statements be submitted by 31 March, 
in accordance with the deadline in the NFR’s. 

 

 
 
 
 
 
 
 
The 2017 initial financial 
statements were issued on 31 
March 2018 as required by the 
NFR’s. 

 

 
 
 
 
 
 
 
Observation 
Settled. 

 

(3) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 4 
 
NO REGULAR RECONCILIATION ON BANK 
BALANCES 
 
Board’s recommendation 
The Board recommends performing and 
documenting regular monthly cash 
reconciliations, which will help to identify 
misstatements (if any) on a timely basis. This 
should include signatures of the preparer and 
the reviewer. 

 

 
 
 
 
 
 
 
Bank balances were regularly 
reconciled during 2017.   

 

 
 
 
 
 
 
 
Observation 
Settled. 

 

(4) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 5 
 
SIGNIFICANT DELAYS IN PROVIDING 
INFORMATION REQUIRED FOR THE AUDIT 
 
Board’s recommendation 
The Board recommends that the IS Office of 
Financial Control provide required information 
to the Board in a timely manner. In order to meet 
the Board’s deadlines, less flexibility will be 
provided in future audits. 

 

 
 
 
 
 
 
 
Complementary information 
and clarification were provided 
in a timely manner. 

 

 
 
 
 
 
 
 
Observation 
Settled. 
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IBA-A(2018)0008 
9 February 2018 

 
 
 
To: Secretary General 
 (Attn: Director of the Private Office) 
 
Cc: Assistant Secretary General, Executive Management Division 
 Financial Controller, International Staff (IS) 
 Chairman, Resource Policy & Planning Board (RPPB) 
 Branch Head, Plans and Policy Branch, NATO Office of Resources (NOR) 
 Private Office Registry 
  
 
Subject: International Board of Auditors for NATO (Board) Auditor’s Report 

and Letter of Observations and Recommendations on the audit of the 
New NATO Headquarters (NHQ) Restated Financial Statements for the 
year ended 31 December 2016 - IBA-AR(2017)34 

 
 The Board submits herewith its approved Auditor’s Report (Annex 2) and 
Letter of Observations and Recommendations (Annex 3) with a Summary Note for 
distribution to the Council (Annex 1).  
 
 The Board’s report sets out a qualified opinion on the restated financial 
statements of the New NATO Headquarters and a qualified opinion on compliance for 
the financial year 2016. 
 
  Yours sincerely, 

 
 

(Signed) Hervé-Adrien Metzger 
Chairman 

 
 
 
 
 
 
 
Attachments: As stated above. 
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Summary Note for Council 
by the International Board of Auditors for NATO (Board) 
on the audit of the Restated Financial Statements of the 

New NATO Headquarters (NHQ) 
for the year ended 31 December 2016 

 
  

At the Washington Summit, in April 1999, the Heads of State and Government of NATO 
countries formally decided to build a new NATO Headquarters in Brussels to meet the 
Alliance’s needs in the twenty-first century. The North Atlantic Council, upon 
recommendation of the Civil Budget Committee, approves the budget for the new NATO 
Headquarters. It is funded from national contributions based on a specific cost-share 
agreement among the NATO nations.  
 
The total overall budget is EUR 1.124 billion  
 
Budget authorisations for 2016 totaled EUR 268.6 million, of which EUR 133.9 million 
relates to the 2016 budget and EUR 134.7 million relates to credits brought-forward from 
prior year budgets.   
 
The total valuation of the New NATO Headquarters under construction as of 31 December 
2016 was recorded for an amount of EUR 932.2 million. 
 
The Board issued a qualified opinion on the New NATO Headquarters Restated Financial 
Statements and on compliance for the year ended 31 December 2016.  
 
The reason for the qualified opinion is that the comparative information included in the 
2016 restated financial statements is the same as was issued in the 2015 restated 
financial statements, except for minor reclassifications. The Board issued a qualified 
opinion on those 2015 restated financial statements and as a result, the audit opinion on 
the 2016 restated financial statements is qualified due to the lack of reliability and 
comparability of the 2015 comparative information. 
 
The Board also qualified its opinion on compliance due to late issuance of the financial 
statements and the lack of regular bank reconciliations.  
 
The Board followed up on the status of observations from previous years’ audits and 
noted that four observations remained outstanding and one observation was settled. Two 
observations continued to impact the audit opinion on compliance. 
 
The International Staff’s formal comments are contained in the Appendix of Annex 3. 
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9 February 2018 
 

 
 
 

 
INTERNATIONAL BOARD OF AUDITORS FOR NATO 

 
 

 
 
 

AUDITOR’S REPORT ON THE RESTATED FINANCIAL STATEMENTS OF 
 
 

THE NEW NATO HEADQUARTERS 
 

(NNHQ) 
 
 

FOR THE YEAR ENDED 31 DECEMBER 2016 
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS 
FOR NATO TO THE NORTH ATLANTIC COUNCIL 

 
 
Report on the Restated Financial Statements 
 
The International Board of Auditors for NATO (Board) was engaged to audit the 
accompanying Restated Financial Statements of the New NATO Headquarters, which 
comprised the Statement of Financial Position as at 31 December 2016, and the 
Statement of Financial Performance, Statement of Changes in Net Assets and Cash Flow 
Statement for the year then ended, and a summary of significant accounting policies and 
other explanatory notes.  The Board was also engaged to also audit the Statements of 
Budgetary Operations and Credit Transfers authorized by the Financial Controller for the 
year ended 31 December 2016.   
 
Management’s Responsibility for the Financial Statements 
 
Management is responsible for the preparation and fair presentation of these financial 
statements in accordance with the NATO Accounting Framework and the requirements 
of the NATO Financial Regulations as authorized by the North Atlantic Council (NAC).    
 
This responsibility includes the design, implementation and maintenance of internal 
control relevant to the preparation and presentation of financial statements that are free 
from material misstatement, whether due to fraud or error. 
 
Auditor’s Responsibility  
 
Our responsibility is to express an opinion on these restated Financial Statements based 
on our audit, which is conducted in accordance with our Charter and international 
standards on auditing. Those standards require that we comply with ethical requirements 
and plan and perform the audit to obtain reasonable assurance about whether the 
financial statements are free from material misstatement. 
 
An audit involves performing procedures to obtain evidence about the amounts and 
disclosures in the financial statements.  The procedures selected depend on the auditor's 
judgment, including the assessment of the risks of material misstatement of the Financial 
Statements, due to fraud or error.  In making those risk assessments, internal control 
relevant to the entity's preparation and presentation of Financial Statements is considered 
in order to design audit procedures that are appropriate in the circumstances, but not for 
the purpose of expressing an opinion on the effectiveness of internal control.   An audit 
also includes evaluating the appropriateness of accounting policies used, the 
reasonableness of accounting estimates made by management, as well as evaluating the 
overall presentation of the Financial Statements. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion. 
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Basis for Qualified Opinion on the Restated Financial Statements 
 
The comparative information included in the 2016 restated financial statements is the 
same as was issued in the 2015 restated financial statements, except for minor 
reclassifications. The Board issued a qualified opinion on those 2015 restated financial 
statements and as a result, the audit opinion on the 2016 restated financial statements is 
qualified due to the lack of reliability and comparability of the 2015 comparative 
information   
 
Qualified Opinion on the Restated Financial Statements 
 
In our opinion, except for the effects and possible effects of the matters described in the 
Basis for Qualified Opinion on the Restated Financial Statements the Restated Financial 
Statements present fairly, in all material respects the financial position of the New NATO 
Headquarters as of 31 December 2016, and of its financial performance and its cash 
flows for the year ended and are in accordance with the NATO Accounting Framework. 
 
Report on Compliance  
 
Management’s Responsibility for Compliance 
 
In addition to the responsibility for the preparation and presentation of the financial 
statements described above, management is also responsible for ensuring that the 
financial transactions and information reflected in the financial statements are in 
compliance with the NATO Financial Regulations and the NATO Civilian Personnel 
Regulations as authorised by the North Atlantic Council (NAC). 
 
Auditor’s Responsibility 
 
In addition to the responsibility to express an opinion on the Restated Financial 
Statements described above, our responsibility includes expressing an opinion on 
whether the financial transactions and information reflected in the financial statements 
are, in all material respects, in compliance with the NATO Financial Regulations and the 
NATO Civilian Personnel Regulations. This responsibility includes performing procedures 
to obtain reasonable assurance about whether the funds have been used for the 
settlement of authorized expenditure and whether their operations have been carried out 
in compliance with the financial and personnel regulations in force.  Such procedures 
include the assessment of the risks of material non-compliance. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion.   
 
Basis for Qualified Opinion on Compliance 
 
The NATO Financial Regulations require the financial statements to be submitted for audit 
to the Board by the Financial Controller no later than 31 March following the end of the 
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financial year. The financial statements of the New NATO Headquarters for the year 
ended 31 December 2016 were initially submitted on 19 May 2017 and the restated 
Financial Statements, signed by the Secretary General and the Financial Controller, were 
eventually issued on 4 December 2017.      
 
The Board also found that bank balances were not being reconciled during 2016.  This 
represents a material weakness in internal control over financial reporting. 
 
Qualified Opinion on Compliance 
 
In our opinion, except for the possible effect of the matters described in the Basis for 
Qualified Opinion on Compliance in all material respects the financial transactions and 
information reflected in the Restated Financial Statements are in compliance with the 
NATO Financial Regulations and the NATO Civilian Personnel Regulations.  
 
 

Brussels, 9 February 2018 
 
 

(Signed) Hervé-Adrien Metzger 
Chairman 
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Introduction 
 
The International Board of Auditors for NATO (Board) audited the New NATO 
Headquarters (NNHQ) restated Financial Statements for the year ended 31 December 
2016, and issued a qualified opinion on those financial statements and on compliance.  
 
Observations and Recommendations 
 
During the audit, the Board identified material differences between the Budget Execution 
Statement and balances presented in the Statement of Financial Position and 
Performance that could not be explained by the IS.  Further, the Statement of Cash Flow 
was incorrect.  Based on the Board findings, the IS issued restated financial statement 
for 2016 on the 4th of December 2017 correcting some of the errors identified by the 
Board. 
 
The Board did not identify any current year observations other than those identified during 
the follow-up of the prior year’s observations. The Board found that four observations 
remained outstanding and one observation was settled. Two observations continue to 
impact the audit opinion on compliance. 
  
The Board also issued a management letter (reference IBA-AML(2017)17) to the 
International Staff (IS), Financial Controller. 
 
The Board received factual and formal comments from the IS.  Where deemed necessary, 
the Board amended its draft report to take into account the factual comments.  The IS’s 
formal comments are contained in the Appendix to Annex 3. 
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS 
 
The Board reviewed the status of the observation and recommendation arising from the 
previous report.  The observation and its status are summarised in the table below. 
 

Status of previous year’s observations 
 

OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS 

(1) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 1 
 
INABILITY TO OBTAIN SUFFICIENT 
APPROPRIATE AUDIT EVIDENCE 
 
Board’s recommendation 
The Board recommends using a trial balance, 
generated by the ERP system, as a main 
source for the preparation of the financial 
statements. The preparer of the financial 
statements should keep detailed supporting 
working papers in order to be able to support 
any balance presented or information disclosed 
in the financial statements (e.g. EUR 280.7 
million balance in Note 16 to the financial 
statements).  Moreover, the IS must be able to 
provide for each asset / liability account in the 
ERP system a breakdown of detail in order to 
properly follow-up the balance. 
 
The Board recommends improving the 
transparency and availability of the accounting 
data by recording all individual accounting 
transactions in the ERP system and using 
standard workflows for routine transactions.  In 
situations when aggregated data is entered in 
the accounting program, underlying supporting 
details (summaries, listings, calculations, etc.) 
should be available within the ERP and should 
be subject to proper verification and approval 
within the system. 
 
The Board recommends implementing the 
multi-level financial statements review process 
in order to ensure the overall quality of the 
issued financial statements and their 
compliance with applicable reporting 
frameworks.   
 
 
 
 
 
 
 

  
 
 
 
 
 
 
Better details and information 
have been provided for the 
2016 Financial Statements.  
Yet, a lack of full transparency 
and availability of the 
accounting data for all individual 
accounting transactions in the 
ERP system remain. The Board 
found that there was no 
documented multi-level review 
process to ensure overall 
quality of the financial 
statements and their 
compliance with applicable 
reporting frameworks.  
 
  
 
 
 
 
 
 
 
  
 
 
 
 
 

 
 
 
 
 
 
 
Observation 
Outstanding.  
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS 

(2) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 2 
 
LATE ISSUANCE OF THE FINANCIAL 
STATEMENTS 
 
Board’s recommendation 
The Board recommends that, in future, the 
financial statements be submitted by 31 March, 
in accordance with the deadline in the NFR’s. 
 

 

 
 
 
 
 
 
 
The 2016 initial financial 
statements were again issued 
late, this year on 19 May 2017. 
Restated financial statements 
were issued on 4 December 
2017. This continues to be a 
basis for qualification on 
compliance. 

 

 
 
 
 
 
 
 
Observation 
Outstanding. 

 

(3) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 3 
 
NO STATEMENT OF INTERNAL CONTROL 
WAS ISSUED 
 
Board’s recommendation 
The Board recommends that the IS provide the 
Board the signed Statement on Internal Control 
along with the signed Financial Statements in 
due time, as per the requirements of the NFRs. 

 

 
 
 
 
 
 
 
A Statement of Internal Control 
was issued 

 

 
 
 
 
 
 
 
Observation 
Settled. 

 

(4) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 4 
 
NO REGULAR RECONCILIATION ON BANK 
BALANCES 
 
Board’s recommendation 
The Board recommends performing and 
documenting regular monthly cash 
reconciliations, which will help to identify 
misstatements (if any) on a timely basis. This 
should include signatures of the preparer and 
the reviewer. 

 

 
 
 
 
 
 
 
Bank balances were not 
regularly reconciled during 
2016 and this continues to be a 
basis for qualification on 
compliance. 

 

 
 
 
 
 
 
 
Observation 
Outstanding. 

 

(5) New NHQ FY 2015   
IBA-AR(2017)28, paragraph 5 
 
SIGNIFICANT DELAYS IN PROVIDING 
INFORMATION REQUIRED FOR THE AUDIT 
 
Board’s recommendation 
The Board recommends that the IS Office of 
Financial Control provide required information 
to the Board in a timely manner. In order to meet 
the Board’s deadlines, less flexibility will be 

 
 
 
 
 
 
 
Some improvements were 
noted, but some delays still 
existed. With the issuance of 
Restated Financial Statements 

 
 
 
 
 
 
 
Observation 
Outstanding. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN STATUS 

provided in future audits. on 4 December 2017 some 
complementary information and 
clarification was provided. 
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE  
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE 

INTERNATIONAL BOARD OF AUDITORS (BOARD) POSITIONS 
 

 
Formal comment of the International Staff 
 

The trial balance of the ERP is the main source for the preparation of the financial 
statements. The recommendations are agreed. 

 
 
FOLLOW-UP OF PREVIOUS YEAR'S OBSERVATIONS 
Audit Report 2015 Financial Statements - IBA-AR(2017)28 
Late Issuance of the Financial Statements 
 

The recommendation is agreed. The issuance of the financial statements was 
impacted by specific circumstances linked to difficulties encountered with the new 
ERP and more generally understaffing of the IS OFC. 
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IBA-A(2018)0007 
9 February 2018 

 
 
 
To: Secretary General 
 (Attn: Director of the Private Office) 
 
Cc: Assistant Secretary General, Executive Management Division 
 Financial Controller, International Staff (IS) 
 Chairman, Resource Policy & Planning Board (RPPB) 
 Branch Head, Plans and Policy Branch, NATO Office of Resources (NOR) 
 Private Office Registry 
  
 
Subject: International Board of Auditors for NATO (Board) Auditor’s Report 

and Letter of Observations and Recommendations on the audit of the 
New NATO Headquarters (NHQ) Restated Financial Statements for the 
year ended 31 December 2015 - IBA-AR(2017)28 

 
 The Board submits herewith its approved Auditor’s Report (Annex 2) and 
Letter of Observations and Recommendations (Annex 3) with a Summary Note for 
distribution to the Council (Annex 1).  
 
 The Board’s report sets out a qualified opinion on the restated financial 
statements of the New NATO Headquarters and a qualified opinion on compliance for 
the financial year 2015. 
 
  Yours sincerely, 

 
 

(Signed) Hervé-Adrien Metzger 
Chairman 

 
 
 
 
 
 
 
Attachments: As stated above. 
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Summary Note for Council 

by the International Board of Auditors for NATO (Board) 
on the audit of the Restated Financial Statements of the 

New NATO Headquarters (NHQ) 
for the year ended 31 December 2015 

 
  

At the Washington Summit, in April 1999, the Heads of State and Government of NATO 
countries formally decided to build a new NATO Headquarters in Brussels to meet the 
Alliance’s needs in the twenty-first century. The North Atlantic Council, upon 
recommendation of the Civil Budget Committee, approves the budget for the new NATO 
Headquarters. It is funded from national contributions based on a specific cost-share 
agreement among the NATO nations.  
 
The total overall budget is EUR 1.124 billion  
 

Budget authorisations for 2015 totaled EUR 282.2 million, of which EUR 153.5 million 
relates to the 2015 budget and EUR 128.7 million relates to credits brought-forward from 
prior year budgets.   

The total valuation of the New NATO Headquarters under construction as of 31 December 
2015 was recorded for an amount of EUR 747.5 million. 
 
During the audit, the Board identified five observations. One observation impacts the audit 
opinion on both the financial statements and on compliance: 
 

1. Inability to obtain sufficient and appropriate audit evidence. 
 
Three observations impact the audit opinion on compliance: 
 

2. Late issuance of the financial statements, 
3. No statement on Internal Control was issued, 
4. No regular reconciliation of bank balances. 

 
One observation does not impact the audit opinion: 
 

5. Significant delays in providing information required for the audit. 
 
These findings are summarised in the Letter of Observations and recommendations 
(Annex 3).    
 
The International Staff’s formal comments are contained in the Appendix of Annex 3. 
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS 
FOR NATO TO THE NORTH ATLANTIC COUNCIL 

 
 
Report on the Restated Financial Statements 
 
The International Board of Auditors for NATO (Board) was engaged to audit the 
accompanying restated Financial Statements of the New NATO Headquarters, which 
comprised the Statement of Financial Position as at 31 December 2015, and the 
Statement of Financial Performance, Statement of Changes in Net Assets and Cash Flow 
Statement for the year then ended, and a summary of significant accounting policies and 
other explanatory notes.  The Board was also engaged to audit the Statements of 
Budgetary Operations and Credit Transfers authorized by the Financial Controller for the 
year ended 31 December 2015.   
 
Management’s Responsibility for the Financial Statements 
 
Management is responsible for the preparation and fair presentation of these Financial 
Statements in accordance with the NATO Accounting Framework and the requirements 
of the NATO Financial Regulations as authorized by the North Atlantic Council (NAC). 
 
This responsibility includes the design, implementation and maintenance of internal 
control relevant to the preparation and presentation of financial statements that are free 
from material misstatement, whether due to fraud or error. 
 
Auditor’s Responsibility  
 
Our responsibility is to express an opinion on these restated Financial Statements based 
on our audit, which is conducted in accordance with our Charter and international 
standards on auditing. Those standards require that we comply with ethical requirements 
and plan and perform the audit to obtain reasonable assurance about whether the 
financial statements are free from material misstatement. 
 
An audit involves performing procedures to obtain evidence about the amounts and 
disclosures in the financial statements.  The procedures selected depend on the auditor's 
judgment, including the assessment of the risks of material misstatement of the Financial 
Statements, due to fraud or error.  In making those risk assessments, internal control 
relevant to the entity's preparation and presentation of Financial Statements is considered 
in order to design audit procedures that are appropriate in the circumstances, but not for 
the purpose of expressing an opinion on the effectiveness of internal control.   An audit 
also includes evaluating the appropriateness of accounting policies used, the 
reasonableness of accounting estimates made by management, as well as evaluating the 
overall presentation of the Financial Statements. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion. 
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Basis for Qualified Opinion on the Restated Financial Statements 
 
The Board made multiple attempts to obtain supporting data necessary for the 
performance of audit procedures.  However, some of the data was not provided and 
therefore the Board was unable to perform part of the planned audit procedures.  The 
Board did not receive the requested supporting details for the following items of the 
Statement of Financial Position: 
 

 Other current assets (EUR 0.6 million); 

 Payables  (EUR 1.3 million); 

 Unearned revenues (EUR 180.5 million); 

 Other current liabilities (EUR 0.5 million). 
 
Therefore, sufficient and appropriate audit evidence could not be obtained to conclude 
that the Statement of Financial Position and the Statement of Financial Performance are 
free from material misstatement.  Accordingly, we were unable to determine whether any 
adjustments might have been found necessary in those statements.   
 
Further, the Board found material differences between the financial statements and 
balances reported in the new Enterprise Resource Planning system. 
 

Qualified Opinion on the Restated Financial Statements 
 
In our opinion, except for the effects and possible effects of the matters described in the 
Basis for Qualified Opinion on the Restated Financial Statements the restated Financial 
Statements present fairly, in all material respects the financial position of the New NATO 
Headquarters as of 31 December 2015, and of its financial performance and its cash 
flows for the year then ended in accordance with the NATO Accounting Framework. 
  
Report on Compliance  
 
Management’s Responsibility for Compliance 
 
In addition to the responsibility for the preparation and presentation of the financial 
statements described above, management is also responsible for ensuring that the 
financial transactions and information reflected in the financial statements are in 
compliance with the NATO Financial Regulations and the NATO Civilian Personnel 
Regulations as authorized by the North Atlantic Council (NAC). 
 
Auditor’s Responsibility 
 
In addition to the responsibility to express an opinion on the Restated Financial 
Statements described above, our responsibility includes expressing an opinion on 
whether the financial transactions and information reflected in the financial statements 
are, in all material respects, in compliance with the NATO Financial Regulations and the 
NATO Civilian Personnel Regulations. This responsibility includes performing procedures 
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to obtain reasonable assurance about whether the funds have been used for the 
settlement of authorized expenditure and whether their operations have been carried out 
in compliance with the financial and personnel regulations in force.  Such procedures 
include the assessment of the risks of material non-compliance. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion.   
 
Basis for Qualified Opinion on Compliance 
 
The matters described in the Basis for Qualified Opinion on the Revised Financial 
Statements also provide the Basis for Qualified Opinion on Compliance. 
 
The NATO Financial Regulations require the financial statements to be submitted for audit 
to the Board by the Financial Controller no later than 31 March following the end of the 
financial year. The Financial Statements of the New NATO Headquarters for the year 
ended 31 December 2015, though, were only submitted on 15 July 2016 with restated 
Financial Statements issued on 4 December 2017.  The initial Financial Statements were 
not signed by the NATO Secretary General.    
 
The NATO Financial Regulations also require the Statement on Internal Control to be 
signed annually by the NATO Secretary General and the Financial Controller.  However, 
no Statement on Internal Control was issued for 2015.  
 
The Board also found that bank balances were not being reconciled during 2015.  This 
represents a material weakness in internal control over financial reporting. 
 
Qualified Opinion on Compliance 
 
In our opinion, except for the possible effect of the matters described in the Basis for 
Qualified Opinion on Compliance in all material respects the financial transactions and 
information reflected in the restated Financial Statements are in compliance with the 
NATO Financial Regulations and the NATO Civilian Personnel Regulations.  
 

Brussels, 9 February 2018 
 

 
(Signed) Hervé-Adrien Metzger 

Chairman 
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Introduction 
 
The International Board of Auditors for NATO (Board) audited the New NATO Headquarters 
(NNHQ) restated Financial Statements for the year ended 31 December 2015, and issued 
a qualified opinion on those financial statements and on compliance.   
 
Observations and Recommendations 
 
The Board identified material differences between the Budget Execution Statement and 
balances presented in the Statement of Financial Position and Performance that could not 
be explained by the IS.  Further, the Statement of Cash Flow was broadly incorrect.  Based 
on the Board findings, the IS issued restated financial statement on the 4th of December 
2017 correcting some of the errors identified by the Board. 
 
During the audit, the Board identified five observations. One observation impacts the audit 
opinion on both the financial statements and on compliance: 
 

1. Inability to obtain sufficient and appropriate audit evidence. 
 
Three observations impact the audit opinion on compliance: 
 

2. Late issuance of the financial statements, 
3. No statement on Internal Control was issued, 
4. No regular reconciliation of bank balances. 

 
One observation does not impact the audit opinion: 
 

5. Significant delays in providing information required for the audit. 
 

 
The Board also issued a management letter (reference IBA-AML(2017)15) to the 
International Staff (IS) Financial Controller. 
 
The Board received factual and formal comments from the IS.  Where deemed necessary, 
the Board amended its draft report to take into account the factual comments.  The IS’s 
formal comments are contained in the Appendix to Annex 3. 
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OBSERVATIONS AND RECOMMENDATIONS  
 
1. INABILITY TO OBTAIN SUFFICIENT AND APPROPRIATE AUDIT EVIDENCE 
 
Reasoning 
 
1.1 Article 12 of the NFRs requires that the Secretary General ensures the necessary 
internal management functions are in place in the NATO International Staff (IS) to support 
effective internal control, designed to provide reasonable assurance that the NATO body will 
achieve its objectives.  These include the following: verify the accuracy and reliability of 
accounting data and records, establish and maintain comprehensive accounting records of 
all assets and liabilities, and adequate audit trails and data confidentiality, integrity and 
availability in information systems. 
 
1.2 The Board’s Charter states that it shall undertake its audits in accordance with the 
auditing standards of the International Organisation of Supreme Audit Institutions.  These 
auditing standards require the Board to obtain sufficient and appropriate audit evidence to 
support its opinions.  
 
1.3 Disclosure notes are included in the financial statements to provide additional 
information for the reader to better understand the balances presented in the Statement of 
Financial Position, Statement of Financial Performance, Statement of Change in Net 
Assets/Equity and the Budget Execution Statement. 
 
Observations  
 
1.4 The Board made multiple attempts to obtain supporting detail from the IS necessary 
for the performance of its audit procedures.  However, some detail was not provided by the 
IS and therefore the Board was unable to perform planned audit procedures on these areas.  
The Board did not receive the requested supporting details for the following items of the 
Statement of Financial Position: 
 

 Other current assets (EUR 0.6 million); 

 Payables  (EUR 1.3 million); 

 Unearned revenues (EUR 180.5 million); 

 Other current liabilities (EUR 0.5 million). 
 
1.5 The Board also found that the year-end balance of EUR 180.5 million for unearned 
revenues is incorrectly calculated. Unearned revenues should have included budget carried 
forward to the next year, i.e., EUR 134.6 million as stated in the Budget Execution 
Statement. However, the IS calculation has taken EUR 136.6 million as the amount carried 
forward. An amount of EUR 1.4 million for United States Refundable Staff was wrongly 
recorded as unearned revenues instead of payables. In addition to the above, an amount of 
EUR 14.2 million was incorrectly recorded as unearned revenues instead of advances. 
Furthermore, the Board could not reconcile the amount of EUR 14.2 million of advances.   
 

1.6 In general, the financial statements did not match to the balances in the new 
Enterprise Resource Planning (ERP) system.  There were variances of EUR 13.3 million for 



NATO UNCLASSIFIED 
 

  ANNEX 3 
IBA-AR(2017)28 

 

NATO UNCLASSIFIED 
3-4 

receivables, EUR 0.66 million for other current assets, EUR 0.68 million for payables, EUR 
3 million for unearned revenue, EUR 2.6 million for Advances, and EUR 0.21 million for other 
current liabilities. These variances were offset by maintaining suspense and balancing 
accounts in the system for an amount of EUR 13.5 million and an internal bank transfer 
account of EUR 0.9 million that the Board was unable to audit.  Support for such variances 
was generally lacking, making it very difficult and time-consuming to audit.          
 
1.7 To further complicate the accounting, a significant number of transactions during the 
year were not captured within the ERP system on a transaction-by-transaction basis.  
Rather, the account transactions were aggregated outside of the system and subsequently 
manually entered into the ERP.  Keeping accounting records outside the ERP system 
significantly deteriorated the availability and transparency of the accounting data and 
underlying supporting documentation.  This significantly increased the risk over the integrity 
of the accounting records and the financial statements.  In addition, not following standard 
ERP workflows for individual routine transactions increases the risk of insufficient 
segregation of duties and as a result, the risk of errors and fraud. 
 
Recommendation 
 
1.8 The Board recommends using a trial balance, generated by the ERP system, as a 
main source for the preparation of the financial statements. The preparer of the financial 
statements should keep detailed supporting working papers in order to be able to support 
any balance presented or information disclosed in the financial statements.  Moreover, the 
IS must be able to provide for each asset / liability account in the ERP system a breakdown 
of detail in order to properly follow-up the balance. 
 
1.9 The Board also recommends improving the transparency and availability of the 
accounting data by recording all individual accounting transactions in the ERP system and 
using standard workflows for routine transactions.  In situations when aggregated data is 
entered in the accounting program, underlying supporting details (summaries, listings, 
calculations, etc.) should be available within the ERP and should be subject to proper 
verification and approval within the system. 
 
1.10 Lastly, the Board recommends implementing the multi-level financial statements 
review process in order to ensure the overall quality of the issued financial statements and 
their compliance with applicable reporting frameworks.   
 
 
2. LATE ISSUANCE OF THE FINANCIAL STATEMENTS 
 
Reasoning 
 
2.1 For the 2015 financial statements, Article 35 of the NATO Financial Regulations 
(NFRs) states that: “An annual financial statement for each NATO body, consolidated where 
applicable and appropriate, shall be submitted for audit to the International Board of Auditors 
for NATO by the financial controller not later than 31st March following the end of the 
financial year.” 
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Observation  
 
2.2 The financial statements of the New NATO HQ were received by the Board on 15 
July 2016, more than three months later than the requirements of the NFR’s.  Furthermore, 
the financial statements were not signed by the Secretary General.  This does not enable 
the Board to properly plan and carry out its financial statement audits and to report its results 
to the Council on a timely basis.  This limits, in part, the usefulness of the financial 
statements. 
 
2.3 Restated financial statements were issued by the IS on the 4th of December 2017 
correcting material errors in the note disclosure and the Cash Flow Statement identified by 
the Board during its audit. 
 
Recommendation 
 
2.4 The Board recommends that, in future, the financial statements be submitted by 31 
March, in accordance with the deadline in the NFRs. 
 
 
3. NO STATEMENT ON INTERNAL CONTROL WAS ISSUED 
 
Reasoning 
 
3.1 According to NFR paragraphs 3.1 and 3.2, the Secretary General is responsible and 
accountable for sound financial management and shall put in place the necessary 
governance arrangements to ensure and maintain this. This shall include, but is not limited 
to, the establishment and maintenance of financial governance, resource management 
practices, internal controls and financial information systems to achieve the efficient and 
effective use of resources. The adherence to the above is confirmed annually by signature 
of the Financial Statements, and the Statement on Internal Control.  Both documents should 
be signed by the Head of the NATO body and the financial controller. 
 
Observation  
 
3.2 No signed Statement on Internal Control was issued to the Board for the New NATO 
Headquarters’ 2015 Financial Statements. 
 
Recommendation 
 
3.3 The Board recommends that the IS provide the Board the signed Statement on 
Internal Control along with the signed Financial Statements, as per the requirements of the 
NFRs. 
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4.  NO REGULAR RECONCILIATION OF BANK BALANCES 
 
Reasoning 

 

4.1  According to paragraph VI 4) (c) of the NATO Financial Rules and Procedures, the 
Financial Controller shall ensure that all accounts are reconciled and verified on a regular 
basis, and all activities with financial implications, including multinational and non-
appropriated fund activities, be controlled by periodic inspection. 
 
Observation  
 
4.2  The Board found that the IS did not perform monthly reconciliations of cash balances 
between the accounting system and bank statements for 2015.  Monthly reconciliations can 
only be performed after all bank transactions have been recorded and reconciled in the ERP.  
This did not happen because there were a significant amount of unreconciled and 
unprocessed bank transactions in the ERP in 2015. 

 
Recommendation 

 
4.3  The Board recommends performing and documenting regular monthly cash 
reconciliations, which will help to identify misstatements (if any) on a timely basis. This 
should include signatures of the preparer and the reviewer. 
 
 
5.  SIGNIFICANT DELAYS IN PROVIDING INFORMATION REQUIRED FOR THE 

 AUDIT 
 
Reasoning 
 
5.1 The Board follows the International Standards of Supreme Audit Institutions 
(ISSAIs). ISSAI 1260, Communications with those Charged with Governance, requires the 
auditor to communicate significant difficulties encountered during the audit. 
 
Observation 
 
5.2 During the audit of the 2015 financial statements, there were significant delays in 
the IS Office of Financial Control providing required information for the audit. Furthermore, 
some of the information requested was never received. This does not enable the Board to 
properly carry out its audit and resulted in significant delays reporting the results to the 
Council. This limits the usefulness of the financial statements.   
 
Recommendation 
 
5.3 The Board recommends that the IS Office of Financial Control provide required 
information to the Board in a timely manner. 
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE  
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE 

INTERNATIONAL BOARD OF AUDITORS (BOARD) POSITIONS 
 
 
OBSERVATION 1:  
INABILITY TO OBTAIN SUFFICIENT AND APPROPRIATE AUDIT EVIDENCE 
 
Formal comment of the International Staff 
 

The recommendations are agreed.  The issues mentioned on the 1.4 -1.8 were 

adjusted during 2016 and taken into account in the 2016 financial statements.   

These were largely due to the issues encountered during the first months of use 

of the ERP. 

 
OBSERVATION 2: 
LATE ISSUANCE OF THE FINANCIAL STATEMENTS 
 
Formal comment of the International Staff 
 

The recommendation is agreed.  The issuance of the financial statements was 
impacted by specific circumstances linked to difficulties encountered with the new 
ERP and more generally understaffing of the IS OFC. 

 
OBSERVATION 3: 
NO STATEMENT ON INTERNAL CONTROL WAS ISSUED 
 
Formal comment of the International Staff 
 

Agreed.  A Statement of Internal Control was issued with the 2016 financial 
statements. 

 
OBSERVATION 4: 
NO REGULAR RECONCILIATION OF BANK BALANCES 
 
Formal comment of the International Staff 
 

Agreed. 
 
OBSERVATION 5: 
SIGNIFICANT DELAYS IN PROVIDING INFORMATION REQUIRED FOR THE AUDIT 
 
Formal comment of the International Staff 
 

Agreed. 
 








































































