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Office of the Commander Bureau du commandant / \
Military Personnel Generation Génération du personnel militaire i) ;
P.0. Box 17000 Station Forces CP 17000, Succursale Forces
Kingston, ON K7K 7B4 Kingston, ON K7K 7B4

4500-1 (SSO EE) 4500-1 (OSEM PED)

E October 2016 Le octobre 2016

Cybersecurity: A Generic Reference Programme de reference (PR) générique

Curriculum (RC) de la Cybersécurité

Dear Partners/NATO Members, Chers partenaires/membres de ’OTAN,

It pleases us to share with you the document II nous fait grand plaisir de partager avec vous
entitled Cybersecurity: A Generic Reference le document intitulé Programme de référence
Curriculum (RC), developed, on behalf of (PR) générique de la Cybersécurité développé
NATO and the Partnership for Peace par une équipe multinationale d'universitaires et
Consortium (PfPC) of Defense Academies and de praticiens au nom de 'OTAN et du

Security Studies Institutes, by a multinational ~ Groupement d’institutions d’études de défense

team of academics and practitioners. This et de sécurité du Partenariat pour la paix (PPP).
document aims to provide NATO and partner  L’objectif de ce document est d’offrir a
countries with in-depth learning objectives I’OTAN et aux pays partenaires un appui dans
and curriculum support for academic courses  le développement d’objectifs d’apprentissage et
broadly related to Cybersecurity. de contenu pour les cours liés aux études de la
Cybersécurité.
The Cybersecurity Reference Curriculum Le programme de référence de la Cybersécurité
consists of four themes: 1) Cyberspace and the se compose de quatres étapes : 1) cyberespace et
Fundamentals of Cybersecurity, ii) Risk les principes fondamentaux de la cybersécurité,
Vectors, iii) International Cybersecurity i1) vecteurs de risque, iii) organisations
Organizations, Policies and Standards and iv)  internationales cybersécurité , politiques et
Cybersecurity Management in the National normes, et iv) la gestion de la cybersécurité
Context. The four themes and associated dans le contexte national. Les quatre étapes et
blocks have been carefully chosen to les thémes associés ont été choisis avec soin
encompass the broadest spectrum of pour englober la plus grande gamme possible
Cybersecurity issues and topics, and to de questions et de thématiques de cybersécurité

provide the most pertinent level of education. et fournir le niveau le plus pertinent
d’éducation.

This document is best understood as a Ce document sert de ressource 4 I'OTAN et ses
resource to NATO and partner countries partenaires cherchant a développer une image
looking to develop and gain greater plus compleéte de I’ensemble des questions
appreciation of the spectrum of issues, nationales et internationales, empétré dans les
national and international, entangled in the pratiques de la cybersécurité. Il est présenté
practices of cybersecurity. It is presented in dans I’espoir qu’il sera entériné par ’OTAN en

the hope that it will be noted by NATO in due temps opportun par le biais de comités

time through the appropriate committees. The  appropriés. La prochaine étape consistera a
next envisioned step will be to work with collaborer avec les institutions partenaires
partner defense education establishments in d’éducation militaire lors de I’adoption et de la

Canada



their adoption and implementation of all or mise en ccuvre de ce programme, en tout ou en

parts of this curriculum, guided by their partie, selon leur plan d’action individuel pour
Individual Partnership Action Plan (IPAP). le partenariat (IPAP).

Only through dialogue and exchange of ideas  C’est uniquement a travers le dialogue et

can this document enhance the professional I’échange d’expériences que ce document
development and interoperability of alliance contribuera positivement a |’interopérabilité des
and partner military members. I invite your sous-officiers de I’alliance et des pays
delegation personnel to distribute this partenaires, et a leur éducation militaire. Nous

document widely in your respective countries. invitons le personnel de votre délégation a le
diffuser a grande échelle dans vos pays

respectifs.
If you have any questions regarding this Pour de plus amples renseignements sur le
curriculum, please have your delegation programme, le personnel de votre délégation
personnel contact Mr. Sean Costigan, George  peut communiquer avec M. Sean Costigan,
C. Marshall European Center for Security Centre George C. Marshall European Center for

Studies at sean.costigan@pfp-consortium.org  Security Studies au sean.costigan@pfp-

or Dr. Michael Hennessy, Professor of History consortium.org ou M. Michael Hennessy,

and War Studies, Royal Military College of Professeur d’histoire et d’études sur la conduite

Canada at hennessy-m@rmc.ca de la guerre, Collége militaire royal du Canada
au hennessy-m{@rmc.ca

Best wishes, Nous vous prions d’agréer nos salutations les
plus distinguées.

Le commandant,
Major-général

J.G.E. Tremblay
Major-General
Commander

0B .1Cyber Attack
65642 2

E207468652A126173
1004




i+l

5 PRIEN
oo gld R &, "
e Olwlegd A8
Sldoload R ae | e
fm 35 * < oS Jiguys 095
oS Bgwy 09,5 P.0.BOX 17000 Station Forces

CP 17000, Succursale Forces
Kingston, ON K7K7B4
4500-1 (OSEM PED)
2016 »gSI 6
B2 Pes Gasd Dl ig by Sl

Kingston, ON K7K7B4
4500-1 (SSO EE)

2016 9551 6
&0 o9 Ghass las rgmle Cuiel

<3l prow G5 9 Las

9 556 Bk 3l i Gl eadleie Su i bl gl Cudsl Gl gzae rses Gleass Glal dlsis Cod pole wiw & eld Spue

3B Coul 0 gl ppasie 5 ikl Wiz 08 SO Jawst § el Olellas Glatigiaud] 5 S5 Gla 08T plo @l CS)lin poruwsgusls

SaS Gl Custal b Jadye SeedlST slaursS lp luass Glas 5 6583k gal Blusl (545 due) 53 $36 S 5 91 43 45 o) i 0
Ll

dagloile (3 hs glo Jols (2 «gole Cunl le 9 gle glad (1 :Cawl ¢ 9090 )L&g S SSite g ule Cudal gly g s Olas
d.:b Wlgn B Wlead Ol Cds b 0,S ke g 9o90 )Lé,.g o s 30 Gmle el Co e (4 9 Grulew Cusnl Gl sladysssul 9 me..:Jlg
Aulé )l ) Olass pdaw (2 Swlio 5 il Joli |y Gule Sl Olegdga 5 PSluw 31 rews

Cudal Bloludl 5,550) bl 9 o Calisee Bilus s S3o 9 BLESSI wad oS wilype 530 QIS5 31 diws OF 9 536 Gl @ain (3530 S O3]
Lyl 1y (nglm
A3 3598 Gumy puB 0,5 13 dogl 3)5e dbgy e GladieS Giyb 3l 5 $iU huwgl awlio CBs 53 Wlsn &S 33,5 e bl wwsl ol b ol Wi
ol 536 S5 sl 058 g S O 31 lagisn b 5 Gleass Glas ool JelS gz 5 Gy diee) 50 Glo (2180 Siluass Shlal by oS o]
35S0 Wygo (IPAP) CSHlie das O Gzl 53 L)

5 53 alls G158 5 50 LasdS s 535 Carbld 5 Shave by Cuss Els Wlgn LoolSass Al 5 S 33, 3 5 i
Anlé 2355 Oladbgs e GlaysdS 55 035 Ciygo 4y |y diw Gl S ®le Oges lole glas! 3l e

Jlnle . w fLd L_,al.p)l 35 90 Qli:lwls ols BT b aS wolg 50 345 Q‘L:.m sl—asl 3l auls 5w Gass wloas ool 4 a_?b )fl
6 8 oy Olsllhas 5 )l soudsy ui JSGle 5815 b e b 9 sean.costigan@pfp-consortium.org Juey! o0l 4 Cuiel Olellas gy
S )48, by hennessy-m@rmec.ca Jussl (wydl a3 156 Lol uialu

ool oier b
Gloyd dliz )58 [Jawss oud Lasl]

(Major-General J.G.E. Tremblay)
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NORTH ATLANTIC TREATY ORGANIZATION
ORGANISATION DU TRAITE DE L’ATLANTIQUE NORD
HEADQUARTERS SUPREME ALLIED COMMANDER TRANSFORMATION
7857 BLANDY ROAD, SUITE 100
NORFOLK, VIRGINIA, 23551-2490

5000/TSC TTX 0310/TT-161157/Ser: NUO766(INV)

TO: See Distribution

SUBJECT: Endorsement of the PfPC Emerging Security Challenges Working Group
Cybersecurity Reference Curriculum as a NATO Educational Reference
Document

DATE: 277 September 2016

1. In an effort to satisfy specific partner education and training needs, the Partnership for

Peace Consortium (PfPC) Emerging Security Challenges Working Group (ESCWG) has
developed a Cybersecurity Reference Curriculum. The efforts, professionalism and dedication
of those who contributed to the development of the curriculum is commendable.

2. The Cybersecurity Reference Curriculum is found compatible with NATO Education and
Training on Cyber Defence and | am convinced that it can serve as a reference for partner
countries in the design and development of course models and programmes for professional
Cybersecurity military education. It will also serve as an enhancement of military interoperability
between NATO and its partners and strengthen the collaboration on a responsive education and
training system.

3. It is my pleasure to support the PfPC Emerging Security Challenges Working Group
through publishing this Cybersecurity Reference Curriculum as a NATO document. | encourage
all respective instructional designers of partner countries involved in the development of related
learning opportunities to make full use of this guide.

4. Should there be any questions, please contact Mr. Salih Cem Kumsal, NATO Cyber
Defence Education and Training Discipline POC at +1 (757) 747-3386, NCN 555-3386, or email
cem.kumsal@act.nato.int.

= ALLIED COMMANDER TRANSFORMATION:

oint Force Trainer
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The 300-page manual was written by a group
of 20 researchers at the invitation of NATO’s
Cooperative Cyber Defence Centre of Excel-
lence in Tallinn, Estonia.

The follow-up “Tallinn 2.0” project to the Zal-
linn Manual on the International Law Appli-
cable to Cyber Warfare is designed to expand the
scope of the original 7allinn Manual. Tallinn 2.0
will result in the second edition of the 7allinn
Manual and be published by Cambridge Univer-
sity Press in 2016 (source: NATO CCD COE).

The National Cyber Security Framework
Manual (2012) by the NATO CCD COE.

The NATO CCD COF’s e-learning course on
Cyber Defence Awareness (which is available
for free but registration is required).

The Cyber Conflict Bibliography by the Jacob
Burns Law Library, George Washington Uni-
versity Law School.

The briefing Cyber defence in the EU: Pre-
paring for cyber warfare? (31 October 2014) by
the European Parliamentary Research Service.

The Tallinn Paper no. 8, published in April
2015: “The Role of Offensive Cyber Opera-
tions in NATO’s Collective Defence.”

)z b4 500 die alie

Business Continuity Institute, Good Practices
Guidelines 2013, Global Edition: A Guide to
Global Good Practice in Business Continuity
(England, 2013). http://www.thebci.org/index.

php/resources/the-good-practice-guidelines

Gustav Lindstrom, “Meeting the Cyber Secu-
rity Challenge,” GCSP Geneva Papers—Research
Series no. 7 (June 2012).

International Auditing and Assurance Stan-
dards Board, ISAE 3402 Standard for Reporting

on Controls at Service Organizations.

ISO/IEC 15408: Common Criteria for Infor-
mation Technology Security Evaluation, Ver-
sion 3.1, Revision 4.

ITU-D Study Group 1, Final Report, Question
22-1/1: Securing Information and Communication
Networks: Best Practices for Developing a Culture of
Cybersecurity, 5 Study Period 2014. See http://
www.itw.int/ITU-D/study groups or http://
www.itu.int/pub/D-STG-SG01.22.1-2014
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